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Preface

This guide describes how to manage Oracle Fusion Middleware, including how to
start and stop Oracle Fusion Middleware, how to change ports, deploy applications,
and how to back up and recover Oracle Fusion Middleware.

Audience

This guide is intended for administrators of Oracle Fusion Middleware.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.

Related Documents

For more information, see the following documents in the Oracle Fusion Middleware
11g Release 1 (11.1.1.9) documentation set:

» 2 Day Administration Guide

s Concepts

»  Application Security Guide

»  High Availability Guide

»  Oracle Fusion Middleware Introduction to Oracle WebLogic Server
»  Performance and Tuning Guide

»  Administrator’s Guide for Oracle SOA Suite and Oracle Business Process Management
Suite

»  Administering Oracle WebCenter Portal
»  Administrator’s Guide for Oracle HTTP Server
»  Administrator’s Guide for Oracle Web Cache
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Security and Administrator’s Guide for Web Services

Administrator’s Guide for Oracle Internet Directory

Administrator’s Guide for Oracle Virtual Directory

Administrator’s Guide for Oracle Identity Federation
Third-Party Application Server Guide

The following text conventions are used in this document:
Convention Meaning
boldface Boldface type indicates graphical user interface elements associated

with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for

which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code

in examples, text that appears on the screen, or text that you enter.




What's New in This Guide?

This preface introduces the new and changed administrative features of Oracle Fusion

Middleware that are described in this guide, and provides pointers to additional
information.

New and Changed Features for Oracle Fusion Middleware 11g Release 1

(11.1.1.9)

Oracle Fusion Middleware 11g Release 1 (11.1.1.9) includes the following new and
changed administrative features:

= New move plan properties for Java Object Cache. See Table A-14.

» The ability to pass a different Admin user during the pasteConfig operation. See

Section A.2.1.8.

= The ability to use *' in certain parameters of a certificate request. See Section 6.8.1.

»  FIPS-140 support in Oracle Fusion Middleware. See Section 9.2.
= AES Encryption support for Oracle Wallets. See Section 1.2.4.1.

= Elliptic Curve Cryptography (ECC) support for Oracle Wallets. See Section 1.2.4.3.

s FIPS support for Oracle WebLogic Server, Oracle Platform Security Services, and

Oracle Web Services Manager. See Section 9.3 and Section 9.4.

= Troubleshooting FIPS-140 issues. See Section 9.5.

New and Changed Features for Oracle Fusion Middleware 11g Release 1

(11.1.1.7)

Oracle Fusion Middleware 11g Release 1 (11.1.1.7) includes the following new and
changed administrative features:

s The addition of custom diagnostic rules. See Section 14.3.2.

= The addition of diagnostic dump sampling, which captures the output of
diagnostic dumps at specified intervals. See Section 14.4.5.

= Revised procedures for moving from a test environment to a production
environment, particularly for the following components:

— Oracle BAM. See Section 21.5.2.1, Task 6.
- Oracle User Messaging Service. See Section 21.5.2.1, Task 8.
— Oracle Service Bus. See Section 21.5.2.1, Task 9.
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s The movement scripts detect if the operating system is 64 bit and passes the -d64
option to the scripts in the command line.

s The copyConfig script supports the use of the additionalParameter argument. See
Section A.2.1.3.
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Part |

Understanding Oracle Fusion Middleware

This part provides an overview to Oracle Fusion Middleware and its concepts as they
relate to administering Oracle Fusion Middleware.

Part I contains the following chapters:
»  Chapter 1, "Introduction to Oracle Fusion Middleware"

»  Chapter 2, "Understanding Oracle Fusion Middleware Concepts"
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Introduction to Oracle Fusion Middleware

Oracle Fusion Middleware is a comprehensive family of products ranging from
application development tools and integration solutions to identity management,
collaboration, and business intelligence reporting. This chapter provides an
introduction to Oracle Fusion Middleware.

It includes the following topics:
s What Is Oracle Fusion Middleware?

s Oracle Fusion Middleware Components

1.1 What Is Oracle Fusion Middleware?

Oracle Fusion Middleware is a collection of standards-based software products that
spans a range of tools and services: from Java EE and developer tools, to integration
services, identity management, business intelligence, and collaboration. Oracle Fusion
Middleware offers complete support for development, deployment, and management.

1.2 Oracle Fusion Middleware Components
Oracle Fusion Middleware provides the following components:

»  Oracle WebLogic Server, an enterprise-ready Java application server that supports
the deployment of mission-critical applications in a robust, secure, highly
available, and scalable environment. Oracle WebLogic Server is an ideal
foundation for building applications based on service-oriented architecture (SOA).

See Also: Oracle Fusion Middleware Introduction to Oracle WebLogic
Server

= Oracle SOA Suite, a complete set of service infrastructure components, in a
service-oriented architecture, for designing, deploying, and managing composite
applications. Oracle SOA Suite enables services to be created, managed, and
orchestrated into composite applications and business processes. Composites
enable you to easily assemble multiple technology components into one SOA
composite application.

See Also: Administrator’s Guide for Oracle SOA Suite and Oracle
Business Process Management Suite

s Oracle WebCenter Portal, an integrated set of components with which you can
create social applications, enterprise portals, collaborative communities, and
composite applications, built on a standards-based, service-oriented architecture.
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Oracle WebCenter Portal combines dynamic user interface technologies with
which to develop rich internet applications, the flexibility and power of an
integrated, multichannel portal framework, and a set of horizontal Enterprise 2.0
capabilities delivered as services that provide content, collaboration, presence, and
social networking capabilities. Based on these components, Oracle WebCenter
Portal also provides an out-of-the-box, enterprise-ready customizable application,
WebCenter Portal: Spaces, with a configurable work environment that enables
individuals and groups to work and collaborate more effectively.

See Also: Administering Oracle WebCenter Portal

s Oracle WebCenter Content, an integrated suite of products designed for managing
content. This enterprise content management platform enables you to leverage
industry-leading document management, Web content management, digital asset
management, and records management functionality to build your business
applications. Building a strategic enterprise content management infrastructure for
content and applications helps you to reduce costs, easily share content across the
enterprise, minimize risk, automate expensive, time-intensive, and manual
processes, and consolidate multiple Web sites onto a single platform.

See Also: Oracle WebCenter Content System Administrator’s Guide for
Content Server

s Oracle HTTP Server, which provides a Web listener for Java EE applications and
the framework for hosting static and dynamic pages and applications over the
Web. Based on the proven technology of the Apache HTTP Server, Oracle HTTP
Server includes significant enhancements that facilitate load balancing,
administration, and configuration.

See Also: Administrator’s Guide for Oracle HTTP Server

»  Oracle Web Cache, a content-aware server accelerator, or reverse proxy, that
improves the performance, scalability, and availability of Web sites that run on
Oracle Fusion Middleware.

See Also: Administrator’s Guide for Oracle Web Cache

s Oracle Identity Management, which provides a shared infrastructure for all Oracle
applications. It also provides services and interfaces that facilitate third-party
enterprise application development. These interfaces are useful for application
developers who need to incorporate identity management into their applications.

See Also: Integration Overview for Oracle Identity Management Suite

s Oracle Internet Directory, a general-purpose directory service that enables fast
retrieval and centralized management of information about dispersed users and
network resources. It combines Lightweight Directory Access Protocol (LDAP)
Version 3 with the high performance, scalability, robustness, and availability of
Oracle Database.

See Also: Administrator’s Guide for Oracle Internet Directory
s Oracle Virtual Directory, an LDAP version 3 enabled service that provides

virtualized abstraction of one or more enterprise data sources into a single
directory view. Oracle Virtual Directory provides the ability to integrate
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LDAP-aware applications into diverse directory environments while minimizing
or eliminating the need to change either the infrastructure or the applications. It
supports a diverse set of clients, such as Web applications and portals, and it can
connect to directories, databases, and Web services.

See Also: Administrator’s Guide for Oracle Virtual Directory

Oracle Identity Federation, a self-contained federation solution that provides the
infrastructure that enables identities and their relevant entitlements to be
propagated across security domains—this applies to domains existing within an
organization as well as between organizations.

See Also: Administrator’s Guide for Oracle Identity Federation

Oracle Access Manager, which provides a full range of Web perimeter security
functions that include Web single sign-on, authentication and authorization, policy
administration, and auditing. Single sign-on (550) enables users, and groups of
users, to access multiple applications after authentication. SSO eliminates multiple
sign-on requests. Oracle Access Manager is the Oracle Fusion Middleware single
sign-on solution.

Oracle Web Services Manager, which provides a way to centrally define and
manage policies that govern Web services operations, including access control
(authentication and authorization), reliable messaging, Message Transmission
Optimization Mechanism (MTOM), WS-Addressing, and Web services
management. Policies can be attached to multiple Web services, requiring no
modification to the existing Web services.

See Also: Security and Administrator’s Guide for Web Services

Oracle Platform Security, which provides enterprise product development teams,
systems integrators, and independent software vendors (ISVs) with a
standards-based, portable, integrated, enterprise-grade security framework for
Java Standard Edition (Java SE) and Java Enterprise Edition (Java EE) applications.

Oracle Platform Security provides an abstraction layer in the form of
standards-based application programming interfaces (APIs) that insulate
developers from security and identity management implementation details. With
Oracle Platform Security, developers do not need to know the details of
cryptographic key management or interfaces with user repositories and other
identity management infrastructures. When you use Oracle Platform Security,
in-house developed applications, third-party applications, and integrated
applications benefit from the same uniform security, identity management, and
audit services across the enterprise.

See Also: Application Security Guide

Oracle Portal, a Web-based tool for building and deploying e-business portals. It
provides a secure, manageable environment for accessing and interacting with
enterprise software services and information resources. A portal page makes data
from multiple sources accessible from a single location.

See Also: Administrator’s Guide for Oracle Portal

Oracle Business Intelligence, a complete, integrated solution that addresses
business intelligence requirements. Oracle Business Intelligence includes Oracle BI
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Enterprise Edition, Oracle Business Intelligence Discoverer, Oracle Business
Intelligence Publisher, and Oracle Real-Time Decisions.

See Also: System Administrator’s Guide for Oracle Business Intelligence
Enterprise Edition

Note: You can also use Oracle Fusion Middleware with IBM
WebSphere. For more information, see the Third-Party Application
Server Guide.
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Understanding Oracle Fusion Middleware

Concepts

This chapter provides information about Oracle Fusion Middleware concepts, such as
the Middleware home, Oracle homes and Metadata Repository, that are related to
administering Oracle Fusion Middleware.

Understanding Key Oracle Fusion Middleware Concepts
What Is an Oracle WebLogic Server Domain?

What Is an Oracle Instance?

What Is a Middleware Home?

What Is a WebLogic Server Home?

What Is an Oracle Home and the Oracle Common Home?

What Is the Oracle Metadata Repository?

2.1 Understanding Key Oracle Fusion Middleware Concepts

Oracle Fusion Middleware provides two types of components:

A Java component, which is an Oracle Fusion Middleware component that is
deployed as one or more Java EE applications and a set of resources. Java
components are deployed to an Oracle WebLogic Server domain as part of a
domain template. Examples of Java components are the Oracle SOA Suite, Oracle
WebCenter Portal, and Oracle WebCenter Content components.

A system component, which is a manageable process that is not deployed as a
Java application. Instead, a system component is managed by Oracle Process
Manager and Notification (OPMN). The system components are:

s Oracle HTTP Server

= Oracle Web Cache

s Oracle Internet Directory

= Oracle Virtual Directory

s Oracle Forms Services

= Oracle Reports

s Oracle Business Intelligence Discoverer

= Oracle Business Intelligence
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A Java component and a system component are peers.

After you install and configure Oracle Fusion Middleware, your Oracle Fusion
Middleware environment contains the following:

= An Oracle WebLogic Server domain, which contains one Administration Server
and one or more Managed Servers. The Administration Server contains Oracle
WebLogic Server Administration Console and Fusion Middleware Control. The
Managed Servers contain components, such as Oracle WebCenter Portal and
Oracle SOA Suite.

See Section 2.2 for information about Oracle WebLogic Server domains.

= If your environment includes system components, one or more Oracle instances.
See Section 2.3 for information about Oracle instances.

= A database that is used as a metadata repository, if the components you installed
require one. For example, Oracle SOA Suite requires a metadata repository. See
Section 2.7 for information about metadata repositories.

Figure 2-1 shows an Oracle Fusion Middleware environment with an Oracle WebLogic
Server domain that contains an Administration Server, two Managed Servers, and an
Oracle instance. The environment also includes a metadata repository.

Figure 2-1 Oracle Fusion Middleware Environment
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Your environment also includes a Middleware home, which consists of the Oracle
WebLogic Server home, and, optionally, an Oracle Common home and one or more
Oracle homes. See Section 2.4 for more information.

Note: You can also use Oracle Fusion Middleware with IBM
WebSphere. For more information, see the Third-Party Application
Server Guide.

2.2 What Is an Oracle WebLogic Server Domain?

An Oracle WebLogic Server administration domain is a logically related group of Java
components. A domain includes a special WebLogic Server instance called the
Administration Server, which is the central point from which you configure and
manage all resources in the domain. Usually, you configure a domain to include
additional WebLogic Server instances called Managed Servers. You deploy Java
components, such as Web applications, E]Bs, and Web services, and other resources, to
the Managed Servers and use the Administration Server for configuration and
management purposes only.

Managed Servers in a domain can be grouped together into a cluster.

The directory structure of a domain is separate from the directory structure of the
WebLogic Server home. It can reside anywhere; it need not be within the Middleware
home directory. The top-level directory of a domain is referred to as the domain home.

A domain is a peer of an Oracle instance. Both contain specific configurations outside
of their Oracle homes.

Figure 2-2 shows a domain with an Administration Server, three standalone Managed
Servers, and three Managed Servers in a cluster.

Figure 2-2 Oracle WebLogic Server Domain

Domain

Managed Managed

Managed

Server Server Server

Cluster

Managed
Server

Managed

Managed

Server Server

See Also: Oracle Fusion Middleware Understanding Domain
Configuration for Oracle WebLogic Server for more information about
domain configuration

The following topics describe entities in the domain:

s What Is the Administration Server?
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s Understanding Managed Servers and Managed Server Clusters

= What Is Node Manager?

2.2.1 What Is the Administration Server?

The Administration Server operates as the central control entity for the configuration
of the entire domain. It maintains the domain's configuration documents and
distributes changes in the configuration documents to Managed Servers. The
Administration Server serves as a central location from which to manage and monitor
all resources in a domain.

Each domain must have one server instance that acts as the Administration Server.

To interact with the Administration Server, you can use the Oracle WebLogic Server
Administration Console, Oracle WebLogic Scripting Tool (WLST), or create your own
JMX client. In addition, you can use Fusion Middleware Control for some tasks.

Oracle WebLogic Server Administration Console and Fusion Middleware Control run
in the Administration Server. Oracle WebLogic Server Administration Console is the
Web-based administration console used to manage the resources in an Oracle
WebLogic Server domain, including the Administration Server and Managed Servers.
Fusion Middleware Control is a Web-based administration console used to manage
Oracle Fusion Middleware, including components such as Oracle HTTP Server, Oracle
SOA Suite, Oracle WebCenter Portal, Oracle Portal, and Oracle Identity Management.

See Also:

m  Section 3.3 for more information about Fusion Middleware
Control

m  Section 3.4 of this book, as well as the Oracle Fusion Middleware
Introduction to Oracle WebLogic Server and the Oracle WebLogic
Server Administration Console Online help, for more information
about Oracle WebLogic Server Administration Console

2.2.2 Understanding Managed Servers and Managed Server Clusters

Managed Servers host business applications, application components, Web services,
and their associated resources. To optimize performance, Managed Servers maintain a
read-only copy of the domain's configuration document. When a Managed Server
starts, it connects to the domain's Administration Server to synchronize its
configuration document with the document that the Administration Server maintains.

When you create a domain, you create it using a particular domain template. That
template supports a particular component or group of components, such as the Oracle
SOA Suite. The Managed Servers in the domain are created specifically to host those
particular Oracle Fusion Middleware components.

Oracle Fusion Middleware Java components (such as Oracle SOA Suite, Oracle
WebCenter Portal, and some Identity Management components), as well as
customer-developed applications, are deployed to Managed Servers in the domain.

If you want to add other components, such as Oracle WebCenter Portal, to a domain
that was created using a template that supports another component, you can extend
the domain by creating additional Managed Servers in the domain, using a domain
template for the component that you want to add. See Section 20.2 for more
information.

For production environments that require increased application performance,
throughput, or high availability, you can configure two or more Managed Servers to
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operate as a cluster. A cluster is a collection of multiple WebLogic Server instances
running simultaneously and working together to provide increased scalability and
reliability. In a cluster, most resources and services are deployed identically to each
Managed Server (as opposed to a single Managed Server), enabling failover and load
balancing. A single domain can contain multiple Oracle WebLogic Server clusters, as
well as multiple Managed Servers that are not configured as clusters. The key
difference between clustered and nonclustered Managed Servers is support for failover
and load balancing. These features are available only in a cluster of Managed Servers.

See Also: "Understanding WebLogic Server Clustering" in Oracle
Fusion Middleware Using Clusters for Oracle WebLogic Server

2.2.3 What Is Node Manager?

Node Manager is a Java utility that runs as a separate process from Oracle WebLogic
Server and allows you to perform common operations for a Managed Server,
regardless of its location with respect to its Administration Server. While use of Node
Manager is optional, it provides valuable benefits if your Oracle WebLogic Server
environment hosts applications with high-availability requirements.

If you run Node Manager on a computer that hosts Managed Servers, you can start
and stop the Managed Servers remotely using the Administration Console, Fusion
Middleware Control, or the command line. Node Manager can also automatically
restart a Managed Server after an unexpected failure.

See Also: Oracle Fusion Middleware Node Manager Administrator’s
Guide for Oracle WebLogic Server

2.3 What Is an Oracle Instance?

An Oracle instance contains one or more system components, such as Oracle Web
Cache, Oracle HTTP Server, or Oracle Internet Directory. The system components in
an Oracle instance must reside on the same computer. An Oracle instance directory
contains updatable files, such as configuration files, log files, and temporary files.

An Oracle instance is a peer of an Oracle WebLogic Server domain. Both contain
specific configurations outside of their Oracle homes.

The directory structure of an Oracle instance is separate from the directory structure of
the Oracle home. It can reside anywhere; it need not be within the Middleware home
directory.

2.4 What Is a Middleware Home?

A Middleware home is a container for the Oracle WebLogic Server home, and,
optionally, one Oracle Common home and one or more Oracle homes.

A Middleware home can reside on a local file system or on a remote shared disk that is
accessible through NFS.

See Section 2.5 for information about Oracle WebLogic Server homes. See Section 2.6
for information about Oracle homes.

Understanding Oracle Fusion Middleware Concepts 2-5



What Is a WebLogic Server Home?

2.5 What Is a WebLogic Server Home?

A WebLogic Server home contains installed files necessary to host a WebLogic Server.
The WebLogic Server home directory is a peer of Oracle home directories and resides
within the directory structure of the Middleware home.

2.6 What Is an Oracle Home and the Oracle Common Home?

An Oracle home contains installed files necessary to host a specific component or
software suite. For example, the SOA Oracle home contains a directory that contains
binary and library files for Oracle SOA Suite.

An Oracle home resides within the directory structure of the Middleware home. Each
Oracle home can be associated with multiple Oracle instances or Oracle WebLogic
Server domains. There can be multiple Oracle homes within each Middleware home.

The Oracle Common home contains the binary and library files required for Fusion
Middleware Control and Java Required Files (JRF). There can be only one Oracle
Common home within each Middleware home.

2.7 What Is the Oracle Metadata Repository?

The Oracle Metadata Repository contains metadata for Oracle Fusion Middleware
components, such as Oracle BPEL Process Manager, Oracle B2B, and Oracle Portal. It
can also contain metadata about the configuration of Oracle Fusion Middleware and
metadata for your applications.

A metadata repository can be database-based or file-based. If it is database-based, you
can create it in an existing database using the Repository Creation Utility (RCU).

Oracle Fusion Middleware supports multiple repository types. A repository type
represents a specific schema or set of schemas that belong to a specific Oracle Fusion
Middleware component (for example, Oracle SOA Suite or Oracle Internet Directory.)

A particular type of repository, the Oracle Metadata Services (MDS) repository,
contains metadata for most Oracle Fusion Middleware components, such as Oracle
B2B, and for certain types of applications.

See Also: Chapter 15 for more information about metadata
repositories
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Part Il

Basic Administration

This part describes basic administration tasks for Oracle Fusion Middleware.
Part II contains the following chapters:

»  Chapter 3, "Getting Started Managing Oracle Fusion Middleware"

»  Chapter 4, "Starting and Stopping Oracle Fusion Middleware"

s Chapter 5, "Managing Ports"
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Getting Started Managing Oracle Fusion
Middleware

When you install Oracle Fusion Middleware, you install the binary files, such as
executable files, jar files, and libraries. Then, you use configuration tools to configure
the software. This chapter provides information you need to get started managing
Oracle Fusion Middleware, including information about the tools you use.

This chapter includes the following topics:

s Setting Up Environment Variables

s Overview of Oracle Fusion Middleware Administration Tools

»  Getting Started Using Oracle Enterprise Manager Fusion Middleware Control
s  Getting Started Using Oracle WebLogic Server Administration Console

»  Getting Started Using Command-Line Tools

s Getting Started Using the Fusion Middleware Control MBean Browsers

= Managing Components

s Changing the Administrative User Password

= Basic Tasks for Configuring and Managing Oracle Fusion Middleware

3.1 Setting Up Environment Variables

When you installed Oracle Fusion Middleware, you were logged in to your operating
system as a particular user. You should always log in as this user to manage your
installation because this user has permission to view and modify the files in your
installation's Oracle home.

To use Oracle Fusion Middleware, you must set environment variables as shown in the
following tables:

s Table 3-1, " Environment Variables for Linux and UNIX"

s Table 3-2, " Environment Variables for Windows"

Table 3—1 Environment Variables for Linux and UNIX

Environment Variable Value

DISPLAY hostname:display_number.screen_number
Very few tools, such as oidadmin, require the DISPLAY variable.
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Table 3—-1 (Cont.) Environment Variables for Linux and UNIX

Environment Variable Value

LD_LIBRARY_PATH On Solaris, ensure that the value contains the following directory:
SORACLE_HOME/1ib32

On Linux and HP-UX, ensure that the value contains the following
directory:

$ORACLE_HOME/1lib
On IBM AIX, ensure that this environment variable is not set.

(IBM AIX only) If the calling application is a 32-bit application, ensure that the
LIBPATH value contains the following directory:

SORACLE_HOME/1ib32

If the calling application is a 64-bit application, ensure that the
value contains the following directory:

$SORACLE_HOME/lib

(Solaris only) Ensure that the value contains the following directory:

LD_LIBRARY_PATH_64 SORACLE_HOME/1ib

(HP-UX only) Ensure that the value contains the following directory:

SHLIB_PATH $ORACLE_HOME/1ib32

MW_HOME Set the value to the full path of the installation's Middleware home.
Do not use a trailing slash in the definition. The following example
shows the full path:

/scratch/Oracle/Middleware

ORACLE_HOME Setting this is useful if you are working with just one Oracle home.
Set to the full path of the Oracle home. Do not use a trailing slash in
the definition. The following example shows the full path:

/scratch/Oracle/Middleware/ORACLE_HOME_SOA1l

ORACLE_INSTANCE Optional. Setting this is useful if you have only one Oracle instance
in your environment or if you are working with just that one
instance. Set to the full path of an Oracle instance. Do not use a
trailing slash in the definition. The following example shows the
full path of a Web Tier installation:

/scratch/Oracle/Middleware/WebTier/instances/instancel

PATH Ensure that the value contains the following directories, which
contains basic commands used by all installations:

SORACLE_COMMON_HOME/bin
$SORACLE_COMMON_HOME/common/bin

When you start to work with specific components, you may want
to add additional directories to your path, as recommended by the
component documentation.

JAVA_HOME Ensure that the value contains the following directory:
MwW_HOME/jdkn

CLASSPATH Ensure that the value contains the following directories:
$ORACLE_HOME/1lib:Mw_HOME/jdkn/lib

Table 3-2 shows the environment variables for Windows.

3-2 Oracle Fusion Middleware Administrator's Guide



Setting Up Environment Variables

Table 3-2 Environment Variables for Windows

Environment Variable Value

MW_HOME Set the value to the full path of the installation's Middleware home.
Do not use a trailing backslash in the definition. The following
example shows the full path:

C:\oracle\Middleware

ORACLE_HOME Setting this is useful if you are working with just one Oracle home.
Set the value to the full path of the Oracle home. Do not use a
trailing backslash in the definition. The following example shows
the full path:

C:\oracle\Middleware\ORACLE_SOAl

ORACLE_INSTANCE Optional. Setting this is useful if you have only one Oracle instance
in your environment or if you are working with just that one
instance. Set the value to the full path of an Oracle instance. Do not
use a trailing backslash in the definition. The following example
shows the full path of a Web Tier installation:

C:\oracle\Middleware\WebTier\instances\instancel

PATH Ensure that the value contains the following directory, which
contains basic commands used by all installations:

ORACLE_COMMON_HOME\bin
ORACLE_COMMON_HOME\ common\bin

JAVA_HOME Ensure that the value contains the following directory:
Mw_HOME\ jdkn

CLASSPATH Ensure that the value contains the following directories:
ORACLE_HOME\1ib:Mw_HOME\jdkn\1ib

TEMP Set the value to your temp directory, for example, C:\temp.

T™P Set the value to your temp directory, for example, C:\temp.

Best Practices for Multiple Installations on a UNIX Host

If you have multiple installations of Oracle Fusion Middleware on a UNIX host, it is
very important to completely set your environment when managing a particular
installation.

Some Oracle Fusion Middleware commands use the MW_HOME and ORACLE_
HOME environment variables to determine which installation to operate on, and some
use the directory location of the command. It is, therefore, not sufficient to simply reset
your environment variables or change directories to a different Oracle home as you
move between installations. You must fully change to the new installation as follows:

1. Log in as the user who installed Oracle Fusion Middleware.

On UNIX hosts, you may also use the su command to switch to the user, but be
sure to use the dash (-) option so that your environment is set the same as it
would have been had you actually logged in as that user. For example:

su - user

2. Set the correct environment variables for the installation, as described in Table 3-1.

3. Execute commands in the Middleware home and Oracle home of the correct
installation.

Multiple Installations by the Same User If you installed multiple installations as the
same user, ensure that you are in the correct Middleware home and Oracle home and
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have the correct environment variables set when working on a particular installation.
You may want to set up some scripts to make it easy to change from one installation to
another.

3.2 Overview of Oracle Fusion Middleware Administration Tools

After you install and configure Oracle Fusion Middleware, you can use the graphical
user interfaces or command-line tools to manage your environment.

Oracle offers the following primary tools for managing your Oracle Fusion
Middleware installations:

s Oracle Enterprise Manager Fusion Middleware Control. See Section 3.3.
»  Oracle WebLogic Server Administration Console. See Section 3.4

s The Oracle Fusion Middleware command-line tools. See Section 3.5.

s The Fusion Middleware Control MBean Browser. See Section 3.6.

Note that you should use these tools, rather than directly editing configuration files, to
perform all administrative tasks unless a specific procedure requires you to edit a file.
Editing a file may cause the settings to be inconsistent and generate problems.

Note: For information about using administration tools for IBM
WebSphere, see "Summary of the Oracle Fusion Middleware
Management Tools on IBM WebSphere" in the Third-Party Application
Server Guide.

Both Fusion Middleware Control and Oracle WebLogic Server Administration Console
are graphical user interfaces that you can use to monitor and administer your Oracle
Fusion Middleware environment. You can install Fusion Middleware Control and the
Administration Console when you install most Oracle Fusion Middleware
components.

Note the following:

s If you install a standalone Oracle WebLogic Server, Fusion Middleware Control is
not installed. Only the Administration Console is installed.

= If you install Oracle JDeveloper, neither Fusion Middleware Control or the
Administration Console are installed. They can be installed if you install Oracle
Fusion Middleware Application Developer.

You can perform some tasks with either tool, but for other tasks, you can only use one
of the tools. Table 3-3 lists some common tasks and the recommended tool.

Table 3-3 Comparing Fusion Middleware Control and WebLogic Server Administration

Console

Task Tool to Use

Manage Oracle WebLogic Server Use:

Create additional Managed Servers WebLogic Server Administration Console
Clone Managed Servers WebLogic Server Administration Console
Cluster Managed Servers WebLogic Server Administration Console

Start and stop Oracle WebLogic Server =~ Fusion Middleware Control or WebLogic Server
Administration Console
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Table 3-3 (Cont.) Comparing Fusion Middleware Control and WebLogic Server

Administration Console

Task

Tool to Use

Add users and groups

WebLogic Server Administration Console if using the
default embedded LDAP; if using another LDAP
server, use the LDAP server's tool

Manage Data Sources

Use:

Create data sources

WebLogic Server Administration Console

Create connection pools

WebLogic Server Administration Console

Manage JMS Resources

Use:

Create JMS queues

WebLogic Server Administration Console

Configure advanced queuing

WebLogic Server Administration Console

Manage SOA environment

Use:

Deploy SOA Composite applications

Fusion Middleware Control

Monitor SOA Composite applications

Fusion Middleware Control

Modify Oracle BPEL Process Manager
MBean properties

Fusion Middleware Control

Debug applications such as Oracle
BPEL Process Manager applications

Fusion Middleware Control

ADF Applications

Use:

Deploy ADF applications

Fusion Middleware Control

Java EE applications

Use:

Deploy Java EE applications

WebLogic Server Administration Console or Fusion
Middleware Control

Security

Use:

Configure and manage auditing

Fusion Middleware Control

Configure SSL

WebLogic Server Administration Console for Oracle
WebLogic Server

Fusion Middleware Control for Java components and
system components. See Chapter 6.

Change passwords

WebLogic Server Administration Console

Manage Components

Use:

View and manage log files

Fusion Middleware Control for most log files

WebLogic Server Administration Console for the
following logs:

DOMAIN_HOME/servers/server.
name/logs/access.log
DOMAIN_HOME/servers/server.
name/data/ldap/log/EmbeddedLDAP. log
DOMAIN_HOME/servers/server.
name/data/ldap/log/EmbeddedLDAPAccess.log

Change ports

WebLogic Server Administration Console for Oracle
WebLogic Server and Java components

For some system components, Fusion Middleware
Control. See the Administration Guide for the
component.
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Table 3-3 (Cont.) Comparing Fusion Middleware Control and WebLogic Server
Administration Console

Task Tool to Use

Manage Oracle HTTP Server Fusion Middleware Control
Manage Oracle Web Cache Fusion Middleware Control
Start and stop components Fusion Middleware Control
Start and stop applications Fusion Middleware Control

3.3 Getting Started Using Oracle Enterprise Manager Fusion Middleware

Control

Fusion Middleware Control is a Web browser-based, graphical user interface that you
can use to monitor and administer a farm.

A farm is a collection of components managed by Fusion Middleware Control. It can
contain an Oracle WebLogic Server domain, one Administration Server, one or more
Managed Servers, clusters, one or more Oracle instances, and the Oracle Fusion
Middleware components that are installed, configured, and running in the domain or
Oracle instances.

Fusion Middleware Control organizes a wide variety of performance data and
administrative functions into distinct, Web-based home pages for the farm, domain,
servers, components, and applications. The Fusion Middleware Control home pages
make it easy to locate the most important monitoring data and the most commonly
used administrative functions—all from your Web browser.

The following topics are discussed in this section:

= Displaying Fusion Middleware Control

= Using Fusion Middleware Control Help

= Navigating Within Fusion Middleware Control

s Understanding Users and Roles for Fusion Middleware Control
= Viewing and Managing the Farm

= Viewing and Managing Components

= Viewing the Status of Applications

3.3.1 Displaying Fusion Middleware Control

To display Fusion Middleware Control, you enter the Fusion Middleware Control
URL, which includes the name of the host and the administration port number
assigned during the installation. The following shows the format of the URL:

http://hostname.domain:port/em

The port number is the port number of the Administration Server. By default, the port
number is 7001. The port number is listed in the following file:
DOMAIN_HOME/config/config.xml

For some installation types, such as SOA or Web Tier, if you saved the installation

information by clicking Save on the last installation screen, the URL for Fusion
Middleware Control is included in the file that is written to disk (by default to your
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home directory). For other installation types, the information is displayed on the
Create Domain screen of the Configuration Wizard when the configuration completes.

To display Fusion Middleware Control:
1. Enter the URL in your Web browser. For example:

http://hostl.example.com:7001/em

The following shows the login page:

ORACLE T

Enterprise Manager 119
Fusion Middleware Control

Login to Oracle Fusion Middleware Control

Farm Farm_soa_domain

* Lser Mame ||

* Password

EVEEatires
*/ Menu Based Navigation */ S0& Management Manage and Secure Web Services and SOA Applications
Finding a feature in Enterprise Manager Yfou can manage, monitar and diagnose Yo can manage and secure Web services and S04 applications.

is now easy with menus, Well-designed the S04 infrastructure, as well as the ‘Yiau can define new service policies, You can enforce service

menu navigation makes the product composite applications you deplay. You policies of service endpoints, You can alsn test Weh service
easy ko learn and remember. can configure service engines such as endpoints and monitar their performance and Faults.

[ Interactive Correlation Charts EPEL, Mediator, Human Work Flow and

L= Dynamic Context Menu can deploy and manage SCA composite

applications,
> Identity Management
[ WebCenter Management
., Complete Security and Audit

- Context Sensitive Help

2. Enter the Oracle Fusion Middleware administrator user name and password and
click Login.

The default user name for the administrator user is weblogic. This is the account
you can use to log in to Fusion Middleware Control for the first time. The
password is the one you supplied during the installation of Oracle Fusion
Middleware.

3.3.2 Using Fusion Middleware Control Help

At any time while using the Fusion Middleware Control Console, you can click Help
at the top of the page to get more information. In most cases, the Help window
displays a help topic about the current page. Click Contents in the Help window to
browse the list of help topics, or click Search to search for a particular word or phrase.

3.3.3 Navigating Within Fusion Middleware Control

Fusion Middleware Control displays the target navigation pane on the left and the
content pane on the right. For example, when you first log in to Fusion Middleware
Control, the farm home page is displayed on the right.

From the target navigation pane, you can expand the tree and select an Oracle
WebLogic Server domain, an Oracle WebLogic Server Managed Server, a component,
an application, or a Metadata Repository.
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When you select a target, such as a Managed Server or a component, the target's home
page is displayed in the content pane and that target's menu is displayed at the top of

the page, in the context pane. For example, if you select a Managed Server, the
WebLogic Server menu is displayed. You can also view the menu for a target by
right-clicking the target in the navigation pane.

The following figure shows the target navigation pane and the home page of an
Managed Server. Because a Managed Server was selected, the dynamic target menu
listed in the context pane is the WebLogic Server menu.

Target Navigation Pane

Farm Menu
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Target Information lcon
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[ [ application Deployments
SO8
_/ & ~| Summary @
" [ webLogic Domnain
7 25 soa_damain General
] v To configure and
5 e Hpgatlize) 201 Enage thingebLogic
&l bam_servert Sl 12:18_:40 Rt Server, use the Oracle
&l sna_servert Stabe Running ‘Weblogic Server
Health K Administration Console.
CPU 0,85
= mds-owsm": Usage Work Manager
Right-Click =] ' ) Requests 1,088.70
Target Menu - User Messag ~ Home lap 530,82 (per
Administration + i i e
Register/Dereqister Perding 2
General Informatian g 2N Requests
Microsystemns
Vendar
Inc.
Java 1.6.0_29
‘ersion
4
Servlets and 15Ps ™Ms
Active Sessions 0 IS Servers S
Request 0 Pending Messages 0
Pracessing Time Current Messages 0
{ms)
Requests {per 0,00
minuke)
EJBs JDBC and ITA Usage
Beansin Use 0 Open JDEC 0
Bean Accesses 2,90 Connections
{per minute) JDEC 0,38
Bean Access 0,00 Connection
Successes (Ya) Creates (295
Bean 0.99 T
Transaction Active 2
Camrmits {per Transactions
minuke) Transackion 69,28
Bean 0,62 Commit_s {per
Transaction minte}
Eollbacks {per Transaction 95.79

Context Pane Refresh Icon

Setup + Help +  Log dut

|Host:
Page Refreshed Aug 24, 2012 6:493:20 AM PDT [$]

~| Response and Load @ ke

1.0

05

06

0.4

0z /_F

oo ul
18

L 16

J4
0z
o0

0642 Ah 0647 0652

Aug 2412
24 »

= Request Processing Time (ms) - =
== Reguests (per minute)

Table Yiew

In the preceding figure, the following items are called out:

»  Target Navigation Pane lists all of the targets in the farm in a navigation tree.

= Content Pane shows the current page for the target. When you first select a target,
that target's home page is displayed.

= Farm Menu provides a list of operations that you can perform on the farm. The
Farm menu is always available.

= Dynamic Target Menu provides a list of operations that you can perform on the
currently selected target. The menu that is displayed depends on the target you
select. The menu for a specific target contains the same operations as those in the
Right-Click Target Menu.
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= Right-Click Target Menu provides a list of operations that you can perform on the
currently selected target. The menu is displayed when you right-click the target
name in the target navigation pane. In the figure, even though the WebLogic
Server is selected and its home page is displayed, the right-click target menu
displays the operations for a metadata repository because the user has
right-clicked the metadata repository.

The menu for a specific target contains the same operations as those in the
Dynamic Target Menu.

»  Target Name is the name of the currently selected target.

s Target Information Icon provides information about the target. For example, for a
domain, it displays the target name, the version, and the domain home.

= Context Pane provides the name of the target, the name of the current user, the
host name, and the time of the last page refresh, as well as the Refresh icon.

= Expand All/Collapse All lets you expand or collapse the navigation tree.

= Refresh indicates when the page is being refreshed. Click it to refresh a page with
new data. (Refreshing the browser window refreshes the page but does not
retrieve new data.)

= Return to login takes you to the login page when you click the Oracle Enterprise
Manager logo.

In addition, from Fusion Middleware Control, from the home pages of targets such as
the Administration Server or Managed Servers, you can access the WebLogic Server
Administration Console. For information about configuring Single Sign-On between
Fusion Middleware Control and the WebLogic Server Administration Console, see
"Configuring Single Sign-On for Administration Consoles" in the Enterprise Deployment
Guide for Oracle Identity Management.

Table 3—4 describes some common ways you can navigate within Fusion Middleware
Control.

Table 3—-4 Navigating Within Fusion Middleware Control

To: Take This Action:

View all of the targets in the Click the Expand All icon at the top of the target navigation
farm pane.

Navigate to the farm Select the farm from the target navigation pane. The farm's
home page is displayed in the content pane.

Operate on the farm Select the Farm menu, which is always available at the top left of
Fusion Middleware Control.

Operate on a target Right-click the target in the target navigation pane. The target
menu is displayed.

Alternatively, you can select the target and use the dynamic
target menu in the context pane.

Return to the target's home Click the target name at the top left-hand corner of the context
page pane.

Refresh a page with new Click the Refresh icon in the top right of the context pane.
data
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Table 3—-4 (Cont.) Navigating Within Fusion Middleware Control
To: Take This Action:

Return to a previous page  Click the breadcrumbs, which appear below the context pane.
The breadcrumbs appear when you drill down in a target. For
example, choose Logs from the WebLogic Server menu, then
View Log Messages. Select a log file and click View Log File. The
breadcrumbs show:

Log Messages > Log Files > View Log File: logfile_name

View the host on which the Select the target in the target navigation pane and view the host
target is running name in the target's context pane. You can also view the host
name by clicking the Target Information icon.

Return to the login page Click the Oracle Enterprise Manager logo at the top left of the
page.

View a server log file Right-click the server name in the target navigation pane.
Choose Logs, and then View Log Messages to see a summary of
log messages and to search log files.

3.3.4 Understanding Users and Roles for Fusion Middleware Control

To access Fusion Middleware Control and perform tasks, you must have the
appropriate role. Fusion Middleware Control uses the Oracle WebLogic Server security
realm and the roles defined in that realm. If a user is not granted one of these roles, the
user cannot access Fusion Middleware Control.

Each role defines the type of access a user has. For example, a user with the role
Admin has full privileges. A user with the role Operator has privileges to perform
essential day-to-day operations. A user with the role Monitor has privileges only to
view the configuration.

See Also: "Users, Groups, and Security Roles" in the Oracle Fusion
Middleware Securing Resources Using Roles and Policies for Oracle
WebLogic Server

3.3.5 Viewing and Managing the Farm

When you log in to Fusion Middleware Control, the first page you see is the Farm
home page. You can also view this page at any time by selecting the farm in the target
navigation pane.

The following figure shows the Farm home page:
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The Farm menu is displayed at the top of the page. From the Farm menu, you can take
the following actions:

Create and delete components and create clusters

View log messages.

Specify monitoring credentials

The Farm menu is always displayed, even if you have selected other entities.

3.3.6 Viewing and Managing Components

From the target navigation pane, you can drill down to view and manage the
components in your farm.

For example, to view and manage Oracle SOA Suite, take the following steps:

1.
2

In the target navigation pane, expand the farm, then SOA.

Select the SOA instance.

The home page for the SOA instance is displayed, as shown in the following

figure:
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3. From the SOA Infrastructure menu, you can perform many administrative tasks,
such as starting, stopping, and monitoring Oracle SOA Suite and deploying SOA
composite applications.

As another example, to view and manage Oracle HTTP Server, take the following
steps:

1. In the target navigation pane, expand the farm, then Web Tier.
2. Select the Oracle HTTP Server instance, for example, ohsl.

The home page for the Oracle HTTP Server ohsl is displayed, as shown in the
following figure:
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ﬁ ohs1 ® Logged in as weblogic |Host
@ Cracle HTTP Server ~ Page Refreshed Qct 15, 2012 12:42:08 P POT 02
~|Response and Load LR ~| CPU and Memory Usage —
20 1.0
05
10 0g
0.4
0z
o m 1 0o 160
05 120
0.4 a0
00 ol
12:29 PM 1233 1257 1241 0
October 15 2012 12:29 P 1233 1237 124
K] 5 October 15 2012
== Reqguest Processing Time (mill seconds) i L
== Reguest Throughput (requests per second) = CPL Usage (%) = Memory Lzage (ME)
Table Yiew Table Yiew
~| ¥irtual Hosts LR ~|Module Request Statistics LR
ﬂ |Name |Request Throughputl Response Size (KB} |P0rt Mame Throughputl Processedl
*:4443-5Ic01fkr.us.0r1 0,00 0,00 444 mod_log_config.c 0.00 o ~
*:9999-5Ic01fkr.us.0r1 0.00 0,00 299 mod_authz_host.c 0.00 o
mod_actions.c 0.00 o
mod_authn_dbm.c 0.00 o
mod_status,c 0.00 o
< 5 mod_dir.c 0.00 o
o mod_expires.c 0.00 o
| Resource Center ik mod_auth_basic.c 0.00 o
Before You Begin A~ rnod _riime. o 0.00 a
(@) Tntroduction to Oracls HTTR Server mad_speling.c 0.00 o v
@) Getting Started with Managing Oracle HTTP Server with r 3

Cracle Enterprise Manager

3. From the HTTP Server menu, you can perform many administrative tasks, such as
starting, stopping, and monitoring Oracle HTTP Server.

See Also: Section 12.1.5 for more information about monitoring
components

3.3.7 Viewing the Status of Applications

From the target navigation pane, you can drill down to view and manage the
applications in your farm.

To view Java EE applications:

1. From the target navigation pane, expand the farm and then Application
Deployments.

2. Select the application that you want to view.

The application's home page is displayed. In this page, you can view a summary
of the application's status, entry points to the application, Web services and
modules associated with the application, and the response and load.

To view SOA Composite Applications:
1. From the target navigation pane, expand the farm, then SOA, and then soa-infra.
2. Select the application that you want to view.

The application's home page is displayed. It shows information about the
application, such as the recent instances of the application, the faults and rejected
messages and the policies.
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3.4 Getting Started Using Oracle WebLogic Server Administration

Console

Oracle WebLogic Server Administration Console is a Web browser-based, graphical
user interface that you use to manage an Oracle WebLogic Server domain. It is
accessible from any supported Web browser with network access to the
Administration Server.

Use the Administration Console to:

Configure, start, and stop WebLogic Server instances
Configure WebLogic Server clusters

Configure WebLogic Server services, such as database connectivity (JDBC) and
messaging (JMS)

Configure security parameters, including creating and managing users, groups,
and roles

Configure and deploy Java EE applications
Monitor server and application performance
View server and domain log files

View application deployment descriptors

Edit selected run-time application deployment descriptor elements

3.4.1 Displaying the Oracle WebLogic Server Administration Console
To display the Administration Console:

1.

Enter the following URL in a browser:

http://hostname: port_number/console

The port number is the port number of the Administration Server. By default, the
port number is 7001.

The login page is displayed.

Log in using the user name and password supplied during installation or another
administrative user that you created.

Oracle WebLogic Server Administration Console is displayed as shown in the
following figure:
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Alternatively, you can access the Administration Console from Fusion Middleware
Control, from the home pages of targets such as the Administration Server or
Managed Servers.

3.4.2 Locking the WebLogic Server Configuration

Before you make configuration changes, lock the domain configuration, so you can
make changes to the configuration while preventing other accounts from making
changes during your edit session. To lock the domain configuration:

1. Locate the Change Center in the upper left of the Administration Console screen.
2. Click Lock & Edit to lock the configuration edit hierarchy for the domain.

As you make configuration changes using the Administration Console, you click Save
(or in some cases Finish) on the appropriate pages. This does not cause the changes to
take effect immediately. The changes take effect when you click Activate Changes in
the Change Center. At that point, the configuration changes are distributed to each of
the servers in the domain. If the changes are acceptable to each of the servers, then
they take effect. If any server cannot accept a change, then all of the changes are rolled
back from all of the servers in the domain. The changes are left in a pending state; you
can then either edit the pending changes to resolve the problem or revert to the
previous configuration.

You can also lock the configuration by using the WLST command, startEdit:

startEdit ()
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For more information about the startEdit command and the stopEdit command, which
releases locks, see "startEdit" and "stopEdit" in the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

3.5 Getting Started Using Command-Line Tools

The following topics describe the primary command-line tools you can use to manage
most Oracle Fusion Middleware components:

s Getting Started Using the Oracle WebLogic Scripting Tool (WLST)

s  Getting Started Using Oracle Process Manager and Notification Server

3.5.1 Getting Started Using the Oracle WebLogic Scripting Tool (WLST)

The Oracle WebLogic Scripting Tool (WLST) is a command-line scripting environment
that you can use to create, manage, and monitor Oracle WebLogic Server domains. It is
based on the Java scripting interpreter, Jython. In addition to supporting standard
Jython features such as local variables, conditional variables, and flow-control
statements, WLST provides a set of scripting functions (commands) that are specific to
WebLogic Server. You can extend the WebLogic scripting language to suit your needs
by following the Jython language syntax.

You can use WLST commands in the following ways:
= Interactively, on the command line

s Inscript mode, supplied in a file

s Embedded in Java code

For example, to invoke WLST interactively, and connect to the WebLogic Server, use
the following commands:

WL_HOME/server/bin/setWLSEnv.sh
WL_HOME/common/bin/wlst.sh
connect ('username', 'password', 'localhost:7001")

To display information about WLST commands and variables, enter the help
command. For example, to display a list of categories for online commands, enter the

following:

wls:/base_domain/serverConfig> help('online')
help('activate') Activate the changes.
help('addListener') Add a JMX listener to the specified MBean.
help ('adminHome") Administration MBeanHome.
help('cancelEdit"') Cancel an edit session.
help('cd") Navigate the hierarchy of beans.
help('cmo') Current Management Object.

To monitor the status, you use the WLST state command, using the following format:

state(name, type)

For example to get the status of the Managed Server soa_serverl, use the following

command:
wls:/SOA_domain/serverConfig> state('soa_serverl',6 'Server')
Current state of 'soa_serverl' : RUNNING
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See Also: Oracle Fusion Middleware WebLogic Scripting Tool Command
Reference

3.5.1.1 Using Custom WLST Commands

Many components, such as Oracle SOA Suite, Oracle Platform Security Services
(OPSS), Oracle Fusion Middleware Audit Framework, and MDS, and services such as
SSL and logging, provide custom WLST commands.

To use those custom commands, you must invoke the WLST script from the
appropriate Oracle home. Do not use the WLST script in the WebLogic Server home.

= For the following components and services, invoke WLST from the Oracle
Common home:

Oracle Application Development Framework
Oracle Fusion Middleware Audit Framework
Oracle Access Manager

Oracle Platform Security Services

Oracle Metadata Services

Diagnostic Framework

Dynamic Monitoring Service (DMS)

Logging

Secure Sockets Layer (SSL)

Oracle JRF

Oracle Web Services

Oracle Web Services Manager

The script is located at:

(UNIX) ORACLE_COMMON_HOME/common/bin/wlst.sh
(Windows) ORACLE_COMMON_HOME\common\bin\wlst.cmd

»  For other components, such as Oracle HTTP Server, Oracle SOA Suite, or Oracle
WebCenter Portal, invoke WLST from the Oracle home in which the component
has been installed. The script is located at:

(UNIX) ORACLE_HOME_for_component/common/bin/wlst.sh
(Windows) ORACLE_HOME_for_component\common\bin\wlst.cmd

For example, to run the custom WLST commands for Oracle SOA Suite on a Linux
system, use the following commands:

cd ORACLE_HOME_for SOA/common/bin
./wlst.sh

3.5.1.2 Using WLST Commands for System Components

In addition to the commands provided by WLST for Oracle WebLogic Server, WLST
provides a subset of commands to manage system components. These commands are:

s startproc(componentName [, componentType] [, componentSet): Starts the specified
component.

= stopproc(componentName [, componentType] [, componentSet): Stops the specified
component.
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»  status(componentName [, componentType] [, componentSet): Obtains the status of the
specified component.

»  proclist(): Obtains the list of components.

To use these custom commands, you must invoke the WLST script from the Oracle
home in which the component has been installed. Do not use the WLST script in the
WebLogic Server home. The script is located at:

(UNIX) ORACLE_HOME_for_component/common/bin/wlst.sh
(Windows) ORACLE_HOME_for._component\common\bin\wlst.cmd

3.5.2 Getting Started Using Oracle Process Manager and Notification Server

Oracle Process Manager and Notification Server (OPMN) manages and monitors the
following Oracle Fusion Middleware components, referred to as system components:

s Oracle HTTP Server

= Oracle Web Cache

s Oracle Internet Directory

s Oracle Virtual Directory

s Oracle Forms Services

= Oracle Reports

= Oracle Business Intelligence Discoverer
= Oracle Business Intelligence

OPMN provides the opmnctl command. The executable file is located in the following
directories:

s  ORACLE_HOME/opmn/bin/opmnctl: The opmnctl command from this location
should be used only to create an Oracle instance or a component for an Oracle
instance on the local system. Any opmnctl commands generated from this location
should not be used to manage system processes or to start OPMN.

On Windows, if you start OPMN using the opmnctl start command from this
location, OPMN and its processes terminate when the Windows user has logged
out.

s ORACLE_INSTANCE /bin/opmnctl: The opmnctl command from this location
provides a per Oracle instance instantiation of opmnctl. Use opmnctl commands
from this location to manage processes for this Oracle instance. You can also use
this opmnctl to create components for the Oracle instance.

On Windows, if you start OPMN using the opmnctl start command from this
location, it starts OPMN as a Windows service. As a result, the OPMN parent
process, and the processes which it manages, persist after the MS Windows user
has logged out.

To view the status of all system components in an Oracle instance, use the following
command:

opmnctl status
Processes in Instance: webtier_inst

————————————————————————————————— e
ias-component | process-type | pid | status
————————————————————————————————— S
webcachel | WebCache-admin | 19556 | Alive
webcachel | WebCache | 19555 | Alive
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ohsl | oHs | 7249 | Alive
To view the status of a particular component or component type, use the following
command:

opmnctl status componentName [, componentType] [, componentSet]

For example, to view the status of an Oracle Virtual Directory instance named ovdl,
use the following command:

opmnctl status ias-component=ovdl

You can use OPMN to start and stop system components, monitor system
components, and perform many other tasks related to process management. For

example, you can use the following commands to start and stop OPMN and all
OPMN-managed processes, such as Oracle HTTP Server and Oracle Web Cache:

opmnctl startall
opmnctl stopall

To start a component, use the following command:

opmnctl startproc componentName [, componentType] [, componentSet

For example, to start an Oracle HTTP Server instance named ohs1, use the following
command:

opmnctl startproc ias-component=ohsl

See Also:

s Chapter 4 for information about starting and stopping your
Oracle Fusion Middleware environment

s Chapter 12 for more information about monitoring your Oracle
Fusion Middleware environment

»  Oracle Process Manager and Notification Server Administrator’s Guide

3.6 Getting Started Using the Fusion Middleware Control MBean

Browsers

A managed bean (MBean) is a Java object that represents a JMX manageable resource
in a distributed environment, such as an application, a service, a component or a
device.

MBeans are defined in the Java EE Management Specification (JSR-77), which is part of
Java Management Extensions, or JMX, a set of specifications that allow standard
interfaces to be created for managing applications in a Java EE environment. For
information about JSR-77, see:

http://java.sun.com/j2ee/tools/management/
You can create MBeans for deployment with an application into Oracle WebLogic

Server, enabling the application or its components to be managed and monitored
through Fusion Middleware Control.

See Also: "Understanding WebLogic Server MBeans" in the Oracle
Fusion Middleware Developing Custom Management Utilities With JMX for
Oracle WebLogic Server
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Fusion Middleware Control provides a set of MBean browsers that allow to you
browse the MBeans for an Oracle WebLogic Server or for a selected application. You
can also perform specific monitoring and configuration tasks from the MBean browser.

The MBeans are organized into three groups: Configuration MBeans, Runtime
MBeans, and Application-Defined MBeans.

The following topics describe how to view or configure MBeans:
s Using the System MBean Browser
= Using the MBeans for a Selected Application

3.6.1 Using the System MBean Browser

You can view the System MBean Browser for many entities, including an Oracle
WebLogic Server domain, an Administration Server, a Managed Server, or an
application. You can search for an MBean, filter the list of MBeans, and refresh the list
of MBeans in the MBean navigation tree.

To view the System MBean Browser specific to a particular Oracle WebLogic Server
Managed Server and to configure and use the MBeans:

1. From the target navigation pane, expand the farm, then WebLogic Domain, and
then the domain.

2. Select the Managed Server.
3. From the WebLogic Server menu, choose System MBean Browser.
The System MBean Browser page is displayed.

4. Expand a node in the MBean navigation tree and drill down to the MBean you
want to access. Select an MBean instance.

If you do not know the location of an MBean, you can search for the MBean:
a. Click the Find icon at the top of the MBean navigation tree.
b. For Find, select MBean Name.
You can also select Attributes, Operations, or JMX syntax.
c. Enter the name of the MBean and click the arrow.

5. To view the MBean's attributes, select the Attributes tab. Some attributes allow
you to change their values. To do so, enter the value in the Value column.

6. To view the available operations, select the Operations tab. To perform an
operation, click the operation. The Operations page appears. Enter any applicable
values and click Invoke.

See Also: The Fusion Middleware Control online help

3.6.2 Using the MBeans for a Selected Application

You can view, configure, and use the MBeans for a specific application by taking the
steps described in Section 3.6.1, and drilling down to the application. As an
alternative, you can navigate to an application's MBeans using the following steps:

1. From the target navigation pane, expand the farm, then Application
Deployments.

2. Select the application.

3. From the Application Deployments menu, choose System MBean Browser.
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The System MBean Browser page is displayed, along with the MBean information
for the application.

4. To view the MBean's attributes, select the Attributes tab. Some attributes allow
you to change their values. To do so, enter the value in the Value column.

5. To view the available operations, select the Operations tab. To perform an
operation, click the operation. The Operations page appears. Enter any applicable
values and click Invoke.

3.7 Managing Components

Oracle Fusion Middleware components include Oracle WebLogic Server, Java
components that are part of Oracle SOA Suite and WebCenter Portal, such as Oracle
BPEL Process Manager or Oracle Business Activity Monitoring, and system
components such as Oracle Web Cache.

To manage the Oracle WebLogic Server and Java components, you can use WLST,
Oracle WebLogic Server Administration Console, or Fusion Middleware Control.

To manage system components, you can use OPMN, WLST, or Fusion Middleware
Control.
See:

»  Installation Planning Guide and the individual installation guides
for information about installing and configuring components

» Installation Guide for Oracle WebLogic Server for installing and
configuring Oracle WebLogic Server

s The administration guide for each component or suite for more
information about managing these components.

3.8 Changing the Administrative User Password

During the Oracle Fusion Middleware installation, you must specify a password for
the administration account. Then, you can use this account to log in to Fusion
Middleware Control and the Oracle WebLogic Server Administration Console for the
first time. You can create additional administrative accounts using the WLST
command line or the Oracle WebLogic Server Administration Console.

See Also: "Understanding Users and Roles" in the Application
Security Guide

You can change the password of the administrative user using the Oracle WebLogic
Server Administration Console or the WLST command line.

3.8.1 Changing the Administrative User Password Using the Command Line

To change the administrative user password or other user passwords using the
command line, you invoke the UserPasswordEditorMBean.changeUserPassword
method, which is extended by the security realm's AuthenticationProvider MBean.

For more information, see the changeUserPassword method in the Oracle Fusion
Middleware Oracle WebLogic Server MBean Reference.
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3.8.2 Changing the Administrative User Password Using the Administration Console

To change the password of an administrative user using the Oracle WebLogic Server
Administration Console:

1.

® N o

Navigate to the Oracle WebLogic Server Administration Console. (For example,
from the home page of the domain in Fusion Middleware Control, select To
configure and managed this WebLogic Domain, use the Oracle WebLogic Server
Administration Console.)

From the Domain Structure pane, select Security Realms.

The Summary of Security Realms page is displayed.

Select a realm, such as myrealm.

The Settings for the realm page is displayed.

Select the Users and Groups tab, then the Users tab. Select the user.
The Settings for user page is displayed.

Select the Passwords tab.

Enter the new password, then enter it again to confirm it.

Click Save.

If your environment includes components that are managed by Oracle
Management Agent, you must update the targets.xml file, which is located at:

ORACLE_INSTANCE/EMAGENT/emagent_<instanceName>/sysman/emd/targets.xml

Take the following steps:
a. Back up the targets.xml file.

b. Identify all the targets that need to be updated with the new password. Then,
in the target.xml file, for each target, set the WeblogicPassword property to:

<Property NAME="WeblogicPassword" VALUE="new_password"
ENCRYPTED="FALSE" />

c. Restart the Oracle Management Agent, as described in Section 4.5.

3.9 Basic Tasks for Configuring and Managing Oracle Fusion Middleware

The following provides a summary of the steps you need to take to configure and
manage a basic Oracle Fusion Middleware environment after you have installed the
software:

1.

Configure Oracle WebLogic Server and components, such as Oracle SOA Suite,
Oracle HTTP Server, or Oracle Web Cache. See Installation Planning Guide.

Configure SSL. See Chapter 6.

Create and manage metadata repositories, including the MDS Repository. See
Section 15.2.

Deploy an application. See Chapter 11.

Configure load balancing. You can configure load balancing between different
components or applications. See the High Availability Guide.

Back up your environment. See Chapter 17.

Monitor your environment and manage log files. See Chapter 12 and Chapter 13.
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8. Expand your environment. See Chapter 20.

This guide also describes other tasks that you may need to perform, depending on
your Oracle Fusion Middleware environment.
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4

Starting and Stopping Oracle Fusion
Middleware

This chapter describes procedures for starting and stopping Oracle Fusion
Middleware, including the Administration Server, Managed Servers, and components.

It contains the following topics:

s Overview of Starting and Stopping Procedures

= Starting and Stopping Oracle WebLogic Server Instances

= Starting and Stopping Components

s Starting and Stopping Fusion Middleware Control

s Starting and Stopping Oracle Management Agent

= Starting and Stopping Applications

= Starting and Stopping Your Oracle Fusion Middleware Environment

»  Starting and Stopping: Special Topics

4.1 Overview of Starting and Stopping Procedures

Oracle Fusion Middleware is a flexible product that you can start and stop in different
ways, depending on your requirements. In most situations, you can use Fusion
Middleware Control, Oracle WebLogic Server Administration Console, or the WLST or
OPMN commands to start or stop Oracle Fusion Middleware components.

These tools are completely compatible and, in most cases, can be used interchangeably.
For example, you can start a J2EE component using WLST and stop it using Fusion
Middleware Control.

Note: For information about starting and stopping servers for IBM
WebSphere, see "Starting and Stopping Servers on IBM WebSphere" in
the Third-Party Application Server Guide.

4.2 Starting and Stopping Oracle WebLogic Server Instances

You can start Oracle WebLogic Server Administration Servers using the WLST
command line. You can start and stop Managed Servers using scripts, the WLST
command line, the WebLogic Server Administration Console, or Fusion Middleware
Control. The following sections describe how to start and stop WebLogic Servers using
the WLST command line, Fusion Middleware Control, or both:
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s Configuring Node Manager to Start Managed Servers

s Starting and Stopping Administration Servers

= Starting and Stopping Managed Servers

= Enabling Servers to Start Without Supplying Credentials

s Setting Up an Oracle WebLogic Server as a Windows Service

4.2.1 Configuring Node Manager to Start Managed Servers

If a Managed Server contains other Oracle Fusion Middleware products, such as
Oracle SOA Suite, Oracle WebCenter Portal, or Oracle JRF, the Managed Servers
environment must be configured to set the correct classpath and parameters. This
environment information is provided through the start scripts, such as startWebLogic
and setDomainEnv, which are located in the following directory:

DOMAIN_HOME/bin

If the Managed Servers are started by Node Manager (as is the case when the servers
are started by the Oracle WebLogic Server Administration Console or Fusion
Middleware Control), Node Manager must be instructed to use these start scripts so
that the server environments are correctly configured. Specifically, Node Manager
must be started with the property StartScriptEnabled=true.

There are several ways to ensure that Node Manager starts with this property enabled.
As a convenience, Oracle Fusion Middleware provides the following script, which
adds the property StartScriptEnabled=true to the nodemanager.properties file:

(UNIX) ORACLE_COMMON_HOME/common/bin/setNMProps.sh.
(Windows) ORACLE_COMMON_HOME\common\bin\setNMProps.cmd

For example, on Linux, execute the setNMProps script and start Node Manager:

ORACLE_COMMON_HOME/ common/bin/setNMProps . sh
MW_HOME/wlserver_n/server/bin/startNodeManager.sh

When you start Node Manager, it reads the nodemanager.properties file with the
StartScriptEnabled=true property, and uses the start scripts when it subsequently
starts Managed Servers. Note that you need to run the setNMProps script only once.

Also note that when the StartScriptEnable property is set to true, the Node Manager
reads the startWebLogic script, which in turns reads the setDomainEnv script. As a
result, you must make any tuning changes by editing the setDomainEnv script. Any
changes that are performed using the command line or Administration Console will
not be implemented when Node Manager starts the servers. For example, if you use
the Administration Console to change the server start arguments, those changes are
written to config.xml, but the Node Manager ignores these settings and uses those in
setDomainEnv.

See Also: "Using Node Manager" in the Oracle Fusion Middleware
Node Manager Administrator’s Guide for Oracle WebLogic Server for other
methods of configuring and starting Node Manager

4.2.2 Starting and Stopping Administration Servers

You can start and stop Oracle WebLogic Server Administration Servers using the
WLST command line or a script. When you start or stop the Administration Server,
you also start or stop the processes running in the Administration Server, including
the WebLogic Server Administration Console and Fusion Middleware Control.
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For example, to start an Administration Server, use the following script:

DOMAIN_HOME/bin/startWebLogic.sh

To stop an Administration Server, use the following script:

DOMAIN_HOME/bin/bin/stopWebLogic.sh
username password [admin_url]

4.2.3 Starting and Stopping Managed Servers

You can start and stop Managed Servers using Fusion Middleware Control or WLST
commands and scripts, as described in the following topics:

= Starting and Stopping Managed Servers Using Fusion Middleware Control
= Starting and Stopping Managed Servers Using WLST

4.2.3.1 Starting and Stopping Managed Servers Using Fusion Middleware Control

Fusion Middleware Control and the Oracle WebLogic Server Administration Console
use Node Manager to start Managed Servers. If you are starting a Managed Server that
does not contain Oracle Fusion Middleware products other than Oracle WebLogic
Server, you can start the servers using the procedure in this section.

However, if the Managed Server contains other Oracle Fusion Middleware products,
such as Oracle SOA Suite, Oracle WebCenter Portal, or Oracle JRF, you must first
configure Node Manager, as described in Section 4.2.1.

To start or stop a WebLogic Server Managed Server using Fusion Middleware Control:

1. From the navigation pane, expand the farm, then WebLogic Domain, and then the
domain.

2. Select the Managed Server.
3. From the WebLogic Server menu, choose Control, then Start Up or Shut Down.

Alternatively, you can right-click the server, then choose Control, then Start Up or
Shut Down.

4.2.3.2 Starting and Stopping Managed Servers Using WLST
You can use a script or WLST to start and stop a WebLogic Server Managed Server.
For example, to start a WebLogic Server Managed Server, use the following script:

(UNIX) DOMAIN_HOME/bin/startManagedWebLogic.sh
managed_server_name admin_url

(Windows) DOMAIN_HOME\bin\startManagedWebLogic.cmd
managed_server_name admin_url

When prompted, enter your user name and password.
To stop a WebLogic Server Managed Server, use the following script:

(UNIX) DOMAIN_HOME/bin/stopManagedWebLogic.sh
managed_server_name admin_url username password

(Windows) DOMAIN_HOME\bin\stopManagedWebLogic.cmd
managed_server._name admin_url username password
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4.2.4 Enabling Servers to Start Without Supplying Credentials

You can enable the Administration Server and Managed Servers to start without
prompting you for the administrator user name and password.

1. For the Administration Server, create a boot.properties file:
a. Create the following directory:
Mi_HOME/user_
projects/domains/domain_name/servers/AdminServer/security
b. Use a text editor to create a file called boot.properties in the security directory
created in the previous step, and enter the following lines in the file:
username=adminuser
password=password
2. For each Managed Server:
a. Create the following directory:
Mi_HOME/user_
projects/domains/domain_name/servers/server_name/security
b. Copy the boot.properties file you created for the Administration Server to the
security directory you created in the previous step.

3. Restart the Administration Server and Managed Servers, as described in
Section 4.2.2 and Section 4.2.3.

Note: When you start the Administration Server or Managed Server,
the user name and password entries in the file are encrypted.

For security reasons, minimize the time the entries in the file are left
unencrypted. After you edit the file, start the server as soon as
possible in order for the entries to be encrypted.

See Also: "Boot Identity Files" in the Oracle Fusion Middleware
Managing Server Startup and Shutdown for Oracle WebLogic Server for
more information

4.2.5 Setting Up an Oracle WebLogic Server as a Windows Service

If you want a WebLogic Server instance to start automatically when you boot a
Windows host computer, you can set up the server as a Windows service. For complete
information, see "Setting Up a WebLogic Server Instance as a Windows Service" in the
Oracle Fusion Middleware Managing Server Startup and Shutdown for Oracle WebLogic
Server.

However, that chapter describes the process for a standalone Oracle WebLogic Server
installation. When Oracle WebLogic Server is part of an Oracle Fusion Middleware
environment, you must set the environment to include references to ORACLE_
COMMON. To do that, the script that you create is slightly different from that in
"Example Script for Setting Up a Server as a Windows Service". The following shows
the correct script:

echo off

SETLOCAL

set DOMAIN_NAME=myWLSdomain

set USERDOMAIN_HOME=d:\Oracle\config\domains\myWLSdomain
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set SERVER_NAME=myWLSserver

set PRODUCTION_MODE=true

set

JAVA_OPTIONS=-Dweblogic.Stdout="d:\Oracle\config\domains\myWLSdomain\
stdout.txt" -Dweblogic.Stderr="d:\Oracle\config\domains\myWLSdomain\stderr.txt"
set ADMIN_URL=http://adminserver:7501

set MEM_ARGS=-Xms40m -Xmx250m

call $USERDOMAIN_HOME%\bin\setDomainEnv.cmd

call "d:\Oracle\Middleware\wlserver_10.3\server\bin\installSvc.cmd"

ENDLOCAL

4.3 Starting and Stopping Components

You can start and stop components using the command line, the WebLogic Server
Administration Console, or Fusion Middleware Control, depending upon the
component. The following topics describe how to start and stop components using
Fusion Middleware Control and the command line:

s Starting and Stopping Components Using Fusion Middleware Control
s Starting and Stopping Components Using the Command Line

4.3.1 Starting and Stopping Components Using Fusion Middleware Control
To start or stop a component:
1. From the navigation pane, expand the farm, then navigate to the component.
2. Select the component, such as Soalnfra.

3. From the dynamic target menu, choose Control, then Start Up or Shut Down.

Note: If OPMN is not started, you cannot start system components
such as Oracle HTTP Server or Oracle Internet Directory using Fusion
Middleware Control. To start OPMN, use the following command:

opmnctl start

4.3.2 Starting and Stopping Components Using the Command Line

If a component is a Java component, you use WLST commands to start and stop the
component. If a component is a system component, you use opmnctl commands to
start and stop the components.

= To start and stop Java components, use the WLST startApplication and
stopApplication commands:

startApplication (appName, [options])
stopApplication(appName, [options])
For example, to start Oracle Directory Integration Platform, use the following
command:
startApplication("DIP")

= To start and stop system components, use the opmnctl command-line tool. It is
located in the following directory:

(UNIX) ORACLE_INSTANCE/bin
(Windows) ORACLE_INSTANCE\bin

Starting and Stopping Oracle Fusion Middleware 4-5



Starting and Stopping Fusion Middleware Control

To start or stop OPMN and all system processes, such as Oracle HTTP Server:

opmnctl startall
opmnctl stopall

To start, stop, or restart a component using opmnctl:

opmnctl startproc ias-component=component_name
opmnctl stopproc ias-component=component_name
opmnctl restartproc ias-component=component_name

For example, to start Oracle HTTP Server, ohsl:

opmnctl startproc ias-component=ohsl

To start, stop, or restart the subprocess of a component:

opmnctl stopproc process-type=process
opmnctl startproc process-type=process
opmnctl restartproc process-type=process

4.4 Starting and Stopping Fusion Middleware Control

If Fusion Middleware Control is configured for a domain, it is automatically started or
stopped when you start or stop an Oracle WebLogic Server Administration Server, as
described in Section 4.2.2.

4.5 Starting and Stopping Oracle Management Agent

Oracle Management Agent is designed specifically for monitoring particular Oracle
Fusion Middleware components.

To start Oracle Management Agent, use the following command:

opmnctl startproc ias-component=EMAGENT

To stop Oracle Management Agent, use the following command:

opmnctl stopproc ias-component=EMAGENT

4.6 Starting and Stopping Applications

You can start and stop applications using Fusion Middleware Control, the WebLogic
Server Administration Console, or the WLST command line. The following topics
describe how to start and stop applications using Fusion Middleware Control and the
command line:

= Starting and Stopping Java EE Applications Using Fusion Middleware Control
= Starting and Stopping Java EE Applications Using WLST

4.6.1 Starting and Stopping Java EE Applications Using Fusion Middleware Control

To start or stop a Java EE application using Fusion Middleware Control:
1. From the navigation pane, expand Application Deployments.
2. Select the application.

3. From the Application Deployment menu, choose Control, then Start Up or Shut
Down.
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To start or stop a SOA Composite application using Fusion Middleware Control:
1. From the navigation pane, expand the farm, then SOA, and then soa-infra.
2. Select the application.

3. On the SOA Composite page, click Start Up or Shut Down.

4.6.2 Starting and Stopping Java EE Applications Using WLST

To start or stop a Java EE application with the WLST command line, use the following
commands:

startApplication (appName, [options])
stopApplication (appName, [options])

The application must be fully configured and available in the domain. The
startApplication command returns a WLSTProgress object that you can access to
check the status of the command. In the event of an error, the command returns a
WLSTException. For more information about the WLSTProgress object, see
"WLSTProgress Object" in the Oracle Fusion Middleware Oracle WebLogic Scripting Tool.

4.7 Starting and Stopping Your Oracle Fusion Middleware Environment

This section provides procedures for starting and stopping an Oracle Fusion
Middleware environment. An environment can consist of an Oracle WebLogic Server
domain, an Administration Server, multiple Managed Servers, Java components,
system components, including Identity Management components, and a database
used as a repository for metadata. The components may be dependent on each other.
Therefore, it is important to start and stop them in the proper order.

You can follow these procedures when you need to completely shut down your Oracle
Fusion Middleware environment. For example, when preparing to perform a complete
backup of your environment, or apply a patch.

4.7.1 Starting an Oracle Fusion Middleware Environment
To start an Oracle Fusion Middleware environment:
1. Start any database-based repository:

a. Setthe ORACLE_HOME environment variable to the Oracle home for the
database.

b. Set the ORACLE_SID environment variable to the SID for the database
(default is orcl.)

c. Start the Net Listener:

ORACLE_HOME/bin/lsnrctl start

d. Start the database instance:

ORACLE_HOME/bin/sglplus /nolog
SQL> connect SYS as SYSDBA
SQL> startup

SQL> quit

2. Start the Oracle WebLogic Server Administration Server as described in
Section 4.2.2.
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3. If you have not already done so, configure Node Manager, as described in
Section 4.2.1.

4. Ensure Node Manager is running. If Node Manager is not running, start it by
executing the following command:

(UNIX) DOMAIN_HOME/bin/startNodeManager.sh
(Windows) DOMAIN_HOME\bin\startNodeManager.sh
5. Start Oracle Identity Management system components:

a. Set the ORACLE_HOME environment variable to the Oracle home and
ORACLE_INSTANCE environment variables for the Identity Management
components.

b. Start OPMN and all system components:
(UNIX) ORACLE_INSTANCE/bin/opmnctl startall
(Windows) ORACLE_INSTANCE\bin\opmnctl startall
6. Start the Oracle WebLogic Server Managed Servers as described in Section 4.2.3.2.
Any applications deployed to the server are also started.

7. Start OPMN and all other system components, such as Oracle HTTP Server.

a. Set the ORACLE_HOME and ORACLE_INSTANCE environment variables to
the Oracle home and Oracle instance for the system components.

b. Start OPMN and all system components in that Oracle instance:
(UNIX) ORACLE_INSTANCE/bin/opmnctl startall
(Windows) ORACLE_INSTANCE\bin\opmnctl startall

8. If your environment includes components that are targets monitored by Oracle
Management Agent, start Oracle Management Agent, as described in Section 4.5.

4.7.2 Stopping an Oracle Fusion Middleware Environment

To stop an Oracle Fusion Middleware environment:

1. Stop system components, such as Oracle HTTP Server. You can stop them in any
order.

a. Set the ORACLE_HOME and ORACLE_INSTANCE environment variables to
the Oracle home and Oracle instance for the system components.

b. Stop OPMN and all system components in that Oracle instance:

(UNIX) ORACLE_INSTANCE/bin/opmnctl stopall
(Windows) ORACLE_INSTANCE\bin\opmnctl stoptall

2, If your environment includes components that are targets monitored by Oracle
Management Agent, stop Oracle Management Agent, as described in Section 4.5.

3. Stop the Oracle WebLogic Server Managed Servers, as described in Section 4.2.
Any applications deployed to the server are also stopped.

4. Stop Oracle Identity Management components:

a. Setthe ORACLE_HOME environment variable to the Oracle home for the
Identity Management components.

b. Stop OPMN and all system components:

(UNIX) ORACLE_INSTANCE/bin/opmnctl stopall
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(Windows) ORACLE_INSTANCE\bin\opmnctl stoptall

5. Stop the Administration Server as described in Section 4.2.2.
6. If you want to stop Node Manager, you can use the kill command:

kill -9 PID

7. Stop any database-based repository:

a. Setthe ORACLE_HOME environment variable to the Oracle home for the
database.

b. Setthe ORACLE_SID environment variable to the SID for the database
(default is orcl).

c. Stop the database instance:

ORACLE_HOME/bin/sglplus /nolog
SQL> connect SYS as SYSDBA
SQL> shutdown
SQL> quit

d. Stop the Net Listener:

ORACLE_HOME/bin/lsnrctl stop

4.8 Starting and Stopping: Special Topics

This section contains the following special topics about starting and stopping Oracle
Fusion Middleware:

s Starting and Stopping in High Availability Environments

s Forcing a Shutdown of Oracle Database

4.8.1 Starting and Stopping in High Availability Environments

There are special considerations and procedures for starting and stopping High
Availability environments, such as:

m  Oracle Fusion Middleware Cold Failover Cluster

s Oracle Application Server Disaster Recovery

See: High Availability Guide for information about starting and
stopping in high-availability environments

4.8.2 Forcing a Shutdown of Oracle Database

If you find that the Oracle Database instance is taking a long time to shut down, you
can use the following commands to force an immediate shutdown:

ORACLE_HOME/bin/sglplus /nolog
SQL> connect SYS as SYSDBA
SQL> SHUTDOWN IMMEDIATE;

An immediate database shutdown proceeds with the following conditions:

= No new connections are allowed, nor are new transactions allowed to be started,
after the statement is issued.
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= Any uncommitted transactions are rolled back. (If long uncommitted transactions
exist, this method of shutdown might not complete quickly, despite its name.)

s Oracle does not wait for users currently connected to the database to disconnect.
Oracle implicitly rolls back active transactions and disconnects all connected users.

The next startup of the database will not require any instance recovery procedures.

See Also: Oracle Database Administrator’s Guide in the Oracle
Database 11g documentation library
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Managing Ports

This chapter describes how to view and change Oracle Fusion Middleware port
numbers, such as port numbers used by Oracle WebLogic Server or Oracle HTTP
Server.

It contains the following topics:
= About Managing Ports
= Viewing Port Numbers

s Changing the Port Numbers Used by Oracle Fusion Middleware

5.1 About Managing Ports

Many Oracle Fusion Middleware components and services use ports. Most port
numbers are assigned during installation. As an administrator, it is important to know
the port numbers used by these services, and to ensure that the same port number is
not used by two services on your host.

For some ports, you can specify a port number assignment during installation.
See Also: Appendix D for a list of port numbers. Refer to the

installation guide for directions on overriding port assignments
during installation.

5.2 Viewing Port Numbers

You can view the port numbers currently in use with the command line or Fusion
Middleware Control, as described in the following topics:

= Viewing Port Numbers Using the Command Line

= Viewing Port Numbers Using Fusion Middleware Control

5.2.1 Viewing Port Numbers Using the Command Line

To view the current port numbers for system components, use the following
command:

(UNIX) ORACLE_INSTANCE/bin/opmnctl status -1
(Windows) ORACLE_INSTANCE\bin\opmnctl status -1

To view the port numbers for Oracle WebLogic Server, you can use the WLST get
command, with an attribute. For example, to get the Administration Port, use the
following command:
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wls:/SOA_domain/serverConfig> get ('AdministrationPort')
9002

5.2.2 Viewing Port Numbers Using Fusion Middleware Control

You can view the port numbers of the domain, the Administration Server, Managed
Servers, or components, such as the SOA Infrastructure and Oracle Web Cache, using
Fusion Middleware Control.

For example, to view the ports of a domain:

1. From the navigation pane, expand the farm and then WebLogic Domain.
2. Select the domain.

3. From the WebLogic Domain menu, choose Port Usage.

The Port Usage page is displayed, as shown in the following figure:

WC_domain ® Logged in as weblogic
£l webLogic Domain = Page Refrashed Oct 15, 2012 12:09:57 P POT 02
Port Usage
Show | Al v
Part in Use |IP Address |Component |Channel |Protocal
7001 [2606:b400:2010:4047:2 AdminServer Default[ldap] ldap ~
7001 [D:0:0:0e0ee0:1] AdminServer Default[http][4] http
G559 10,240,582.231 WiC_Partlet Default[t3]1] k3
7001 [D:0:0:00ee0:1] AdminServer Default[snmp][4] snmp
FO01 10,240,82,231 AdminServer Default[ldap][1] ldap
7001 [feS0:0:0:0:216: 3eff:FeS AdminServer Default[http][2] http
7001 127.0.0.1 AdminServer Default[http][3] http
8889 10,240,82,231 W _Portlet Defaulfldap][1] ldap
85589 [2606:b400:2010:4047:2 WC_Portlet Default[t3] [ec]
7001 127.0.0.1 AdminServer Default[snmp][3] snmp
G559 10,240,582.231 WiC_Partlet Defaultfiop][1] fiap
8389 [feB0:0:0:0:216:3eff:Fe5 Wi _Portlet Defaultfiop][2] iiop
7001 [2606:b400:2010:4047:2 AdminServer Defaulk[b3] b3
FO01 10,240,82,231 AdminServer Default[E3][1] 3
7001 [feSl:00:0:216: 3eff:Fes AdminServer Defaul[ldap][2] ldap
8389 [feB0:0:0:0:216:3eff:Fe5 Wi _Portlet Default[snmp][2] snmp
8359 [feB0:0:0:0:216:3eff:Fe5 Wi _Portlet Default[E3][2] [
7001 127.0.0.1 AdminServer Defaultfiop][3] iiop
7001 [2606:b400:2010:4047:2 AdminServer Defaultfiiop] iiop
7001 [feS0:0:0:0:216: 3eff:FeS AdminServer Defaultfiop][2] iiop
8359 [0:0:000m0:1] W _Portlet Default[snmp][4] snmp
5589 127.0.0.1 WiZ_Partlet Default[3][3] k3
FO01 10,240,82,231 AdminServer Default[snmp][1] snmp 2
a1 A PR OY oo diFimIFan a

Optionally, you can filter the ports shown by selecting a Managed Server from
Show.

The Port Usage detail table shows the ports that are in use, the IP Address, the
component, the channel, and the protocol.

You can also view similar pages for the Administration Server, Managed Servers, and
components, such as the SOA Infrastructure and Oracle Web Cache, by navigating to
the target and choosing Port Usage from the target's menu.

5.3 Changing the Port Numbers Used by Oracle Fusion Middleware

You can change the port numbers for some Oracle Fusion Middleware components,
using Fusion Middleware Control, Oracle WebLogic Server Administration Console,
or the command line.
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Note: You can change a port number to any number you want, if it is
an unused port. You do not have to use a port in the allotted port
range for the component. See Appendix D for information on allotted
port ranges.

This section provides the following topics:

s Changing the Oracle WebLogic Server Listen Ports
s Changing the Oracle HTTP Server Listen Ports

s Changing Oracle Web Cache Ports

s Changing OPMN Ports (ONS Local and Remote)

s Changing Oracle Portal Ports

= Changing the Oracle Database Net Listener Port
For information about changing other ports, see:

= "Configuring Server Properties" or "Setting System Configuration Attributes by
Using ldapmodify" in the Administrator's Guide for Oracle Internet Directory for
information about changing Oracle Internet Directory ports

= "Overview of Node Manager Configuration" in the Oracle Fusion Middleware Node
Manager Administrator’s Guide for Oracle WebLogic Server for information about
changing the Node Manager port.

= "Configuring Oracle Virtual Directory to Listen on Privileged Ports" in the
Administrator’s Guide for Oracle Virtual Directory

See Also: The Enterprise Deployment Guide for your environment for
information about which ports you must open in your firewall. For
example, see "About Firewalls and Ports" in the Enterprise Deployment
Guide for Oracle SOA Suite.

5.3.1 Changing the Oracle WebLogic Server Listen Ports

You can change the non-SSL (HTTP) listen port and the SSL (HTTPS) listen port for a

WebLogic Server Administration Server or a Managed Server using the Oracle

WebLogic Server Administration Console or WLST, as described in the following

topics:

= Changing the Oracle WebLogic Server Listen Ports Using the Administration
Console

s Changing the Oracle WebLogic Server Listen Ports Using WLST

See Also: Oracle Fusion Middleware Configuring Server Environments
for Oracle WebLogic Server for more information about changing Oracle
WebLogic Server ports

5.3.1.1 Changing the Oracle WebLogic Server Listen Ports Using the
Administration Console

To change the non-SSL (HTTP) listen port and the SSL (HTTPS) listen port for a
WebLogic Server Administration Server or a Managed Server using the Oracle
WebLogic Server Administration Console:

1. Navigate to the server.
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The Settings for server_name page is displayed.
2. On the General tab, change the number of the Listen Port or SSL Listen Port.
3. If the server is running, restart the server.

4. If other components rely on the Oracle WebLogic Server listen ports, you must
reconfigure those components. For example for Oracle Portal, if the listen port for
the Oracle WebLogic Server configured as WLS_PORTAL is changed, then you
must make a corresponding change to the configuration in Oracle HTTP Server,
which is pointing to the older port. Change the port number in the following file:

ORACLE_INSTANCE/OHS/ohs_name/moduleconf/portal.conf

5.3.1.2 Changing the Oracle WebLogic Server Listen Ports Using WLST

To change the non-SSL (HTTP) listen port and the SSL (HTTPS) listen port for a
WebLogic Server Administration Server or a Managed Server using the WLST
command line. You must run the commands in offline mode; that is, you must not be
connected to a server.

For example to change the Administration Server HTTP listen port to port 8001, use
the following WLST commands:

readDomain ("oracle/config/domains/domain_name")
cd("servers/AdminServer")
cmo.setListenPort (8001)

updateDomain ()

5.3.2 Changing the Oracle HTTP Server Listen Ports

To change the Oracle HTTP Server Listen ports (non-SSL or SSL), there are often
dependencies that must also be set. For example, if you are using Oracle Web Cache to
improve the performance of your Oracle Fusion Middleware environment, you must
modify the Oracle Web Cache origin server settings whenever you modify the Oracle
HTTP Server Listen ports.

The following topics describe how to modify the Oracle HTTP Server HTTP or HTTPS
Listen port:

= Enabling Oracle HTTP Server to Run as Root for Ports Set to Less Than 1024
(UNIX Only)

s Changing the Oracle HTTP Server Non-SSL Listen Port
s Changing the Oracle HTTP Server SSL Listen Port

5.3.2.1 Enabling Oracle HTTP Server to Run as Root for Ports Set to Less Than
1024 (UNIX Only)

On a UNIX system, if you are changing the Listen port to a number less than 1024,
perform these steps before you change the Oracle HTTP Server Listen port.

By default, Oracle HTTP Server runs as a non-root user (the user that installed Oracle
Fusion Middleware). On UNIX systems, if you change the Oracle HTTP Server Listen
port number to a value less than 1024, you must enable Oracle HTTP Server to run as
root, as follows:

1. Log in as root.
2. Run the following commands in the Oracle home:

cd ORACLE_HOME/ohs/bin
chown root .apachectl
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chmod 6750 .apachectl

5.3.2.2 Changing the Oracle HTTP Server Non-SSL Listen Port

To change the Oracle HTTP Server non-SSL (HTTP) Listen port, follow the procedures
in the following tasks. Note that, on a UNIX system, if you are changing the Listen
port to a number less than 1024, you must first perform the steps in Section 5.3.2.1.

s Task 1, "Modify the Oracle HTTP Server Listen Port"
s Task 2, "Update Oracle Web Cache"
s Task 3, "Restart the System Components"

Task 1 Modify the Oracle HTTP Server Listen Port
To change the Oracle HTTP Server Listen port using Fusion Middleware Control:

1. From the navigation pane, expand the farm, then Web Tier, then select the Oracle
HTTP Server instance.

2. From the Oracle HTTP Server menu, choose Administration, then Ports
Configuration.

3. Select the Listen port that uses the HTTP protocol, then click Edit.
4. Change the port number, then click OK.

5. Restart Oracle HTTP Server. (From the Oracle HTTP Server menu, choose Control,
then Restart.)

Task 2 Update Oracle Web Cache

If you are using Oracle Web Cache as a reverse proxy, you must update Oracle Web
Cache:

1. From the Fusion Middleware Control navigation pane, expand the farm, then Web
Tier. Select the Oracle Web Cache instance.

2. From the Web Cache menu, choose Administration, then Origin Servers.

3. Select the origin server for which you have changed the port, and click Edit.
The Edit Origin Server page is displayed.

4. In the Port field, change the port number.

5. Click OK.

6. Restart Oracle Web Cache. (From the Web Cache menu, choose Control, then
Restart.)

Task 3 Restart the System Components
Restart OPMN and all system components in that Oracle instance:

opmnctl stopall
opmnctl startall

5.3.2.3 Changing the Oracle HTTP Server SSL Listen Port

To change the Oracle HTTP Server SSL (HTTPS) Listen port, follow the procedures in
the following tasks. Note that, on a UNIX system, if you are changing the Listen port
to a number less than 1024, you must perform the steps in Section 5.3.2.1.

» Task 1, "Modify the Oracle HTTP Server SSL Listen Port"
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Task 2, "Update Oracle Web Cache"
Task 3, "Re-register mod_osso"

Task 4, "Restart System Components"

Task 1 Modify the Oracle HTTP Server SSL Listen Port
To change the Oracle HTTP Server SSL Listen port using Fusion Middleware Control:

1.

From the navigation pane, expand the farm, then Web Tier, then select the Oracle
HTTP Server instance.

From the Oracle HTTP Server menu, choose Administration, then Ports
Configuration.

Select the Listen port that uses the HTTPS protocol, then click Edit.
Change the port number, then click OK.

Restart Oracle HTTP Server. (From the Oracle HTTP Server menu, choose Control,
then Restart.)

Task 2 Update Oracle Web Cache

If you are using Oracle Web Cache as a reverse proxy, you must update Oracle Web
Cache:

1.

From the Fusion Middleware Control navigation pane, expand the farm, then Web
Tier. Select the Oracle Web Cache instance.

From the Web Cache menu, choose Administration, then Origin Servers.
Select the origin server for which you have changed the port, and click Edit.
The Edit Origin Server page is displayed.

In the Port field, change the port number.

Click OK.

Restart Oracle Web Cache. (From the Web Cache menu, choose Control, then
Restart.)

Task 3 Re-register mod_osso

If you are using Oracle Single Sign-On, you must use Release 10.1.4.3. If you have
enabled Oracle Single Sign-On authentication (that is, you registered mod_osso),
follow these steps to re-register mod_osso:

1.

On the Oracle Single Sign-On host, set the environment variables ORACLE_
HOME and ORACLE_SID.

On the Oracle Single Sign-On host, run the ssoreg script, using the -remote_
midtier option. The script is located at:

(UNIX) ORACLE_HOME/sso/bin/ssoreg.sh
(Windows) ORACLE_HOME\sso\bin\ssoreg.bat

For example, on LINUX:

SORACLE_HOME/sso/bin/ssoreg.sh -oracle_home_path $ORACLE_HOME
-config_mod_osso TRUE

-site_name example.com:7778

-remote_midtier

-config_file $ORACLE_HOME/Apache/Apache/conf/osso/myosso.conf
-mod_osso_url http://example.com:7778

5-6 Oracle Fusion Middleware Administrator's Guide



Changing the Port Numbers Used by Oracle Fusion Middleware

The resulting configuration file (myosso.conf in the example) is an obfuscated
o0sso configuration file.

Copy the obfuscated osso configuration file to the Oracle HTTP Server host
moduleconf directory for editing:

ORACLE_INSTANCE/config/OHS/ohs_name/moduleconf

Task 4 Restart System Components
Restart OPMN and the system components in that Oracle instance:

opmnctl stopall
opmnctl startall

5.3.3 Changing Oracle Web Cache Ports

You can change the HTTP and HTTPS listen ports, the administration port, the
statistics port and the invalidation port for Oracle Web Cache using Fusion
Middleware Control.

To change the port number:

1.

o ©Dbd

From the navigation pane, expand the farm, then Web Tier, then select the Oracle
Web Cache instance.

From the Web Cache menu, choose Administration, then Ports Configuration.
Select a port, then click Edit.
Change the port number, then click OK.

Restart Oracle Web Cache. (From the Web Cache menu, choose Control, then
Restart.)

If you reconfigure the Web Cache invalidation port and you use Oracle Portal, you
must update the port information maintained by Oracle Portal, as described in
Section 5.3.5.2.

Note: To configure Oracle Web Cache to start as root, see "Running
webcached with Root Privilege" in the Administrator’s Guide for Oracle
Web Cache.

5.3.4 Changing OPMN Ports (ONS Local and Remote)

This section describes how to change any of the following port numbers:

ONS Local port
ONS Remote port

To change these ports:

1.

Stop OPMN, and all OPMN-managed processes:

(UNIX) ORACLE_INSTANCE/bin/opmnctl stopall
(Windows) ORACLE_INSTANCE\bin\opmnctl stopall

Open the opmn . xm1 file:

(UNIX) ORACLE_INSTANCE/config/OPMN/opmn
(Windows) ORACLE_INSTANCE\config\OPMN\opmn
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Under the <notification-server> element, modify the local, remote, or request
parameter, depending on the port you are changing, in the <port> element, and
then save the file.

For example:

<port local="6101" remote="6201" request="6004"/>

Start OPMN, and all OPMN-managed processes:

(UNIX) ORACLE_INSTANCE/bin/opmnctl startall
(Windows) ORACLE_INSTANCE\bin\opmnctl startall

If this instance is registered with the Oracle WebLogic Server Administration
Server so that it can be administered using Fusion Middleware Control, you will
not be able to start or stop the instance using Fusion Middleware Control after you
changed the ONS port. You must unregister, then reregister the instance with the
Administration Server:

a. Unregister the instance:

ORACLE_INSTANCE/bin/opmnctl unregisterinstance -instanceName instance_name
-adminHost hostname
-adminPort weblogic_port
-adminUsername weblogic_admin

b. Register the instance:

ORACLE_INSTANCE/bin/opmnctl registerinstance -instanceName instance name
-adminHost hostname
-adminPort weblogic_port
-adminUsername weblogic_admin
-adminPasswordFile 'file_with_weblogic_admin_password'

Now, you can refresh the Fusion Middleware Control page and start or stop the
instance.

5.3.5 Changing Oracle Portal Ports

Oracle Portal maintains information about some of the ports used by its underlying
components. This section describes how to manage Oracle Portal ports. It includes the
following topics:

Changing the Oracle Portal Midtier Port

Changing the Oracle Web Cache Invalidation Port for Oracle Portal
Changing the Oracle Internet Directory Port for Oracle Portal
Changing the PPE Loopback Port

Changing Oracle Portal SQL*Net Listener Port

Restarting WLS_PORTAL Managed Server
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Note: When you change these ports as described in this section, only
the Oracle Portal configuration is updated. To update or change the
port numbers of an underlying component, such as Oracle Web Cache
or Oracle Internet Directory, see the component-specific
documentation for information about managing ports.

The configuration procedures described in this section require you to
restart the WLS_PORTAL Managed Server.

5.3.5.1 Changing the Oracle Portal Midtier Port

In a default installation, you can access Oracle Portal through the Oracle Web Cache
port, such as 8090. This port is referred to as the Oracle Portal midtier port. You must
update this port if Oracle Web Cache is configured to listen on a different port or
Oracle Web Cache is front-ended by a Proxy or Load Balancing Router (LBR).

To change the Oracle Portal midtier port using Fusion Middleware Control:

1. From the navigation pane, expand the farm, choose Portal, and select the Portal
instance.

From the Portal menu, choose Settings, and then Wire Configuration,
Select the Database Access Descriptor, such as portal.

Expand the Portal Midtier section.

Change the port number, and click Apply.

@ o » w N

Restart the WLS_PORTAL Managed Server. For more information, see
Section 5.3.5.6.

5.3.5.2 Changing the Oracle Web Cache Invalidation Port for Oracle Portal

Oracle Portal caches content in Oracle Web Cache. When content changes, Oracle
Portal invalidates such cached content and maintains the Oracle Web Cache
invalidation port. If you reconfigure the Web Cache invalidation port, you must
update the port information maintained by Oracle Portal.

To change the Oracle Portal Invalidation port using Fusion Middleware Control:

1. From the navigation pane, expand the farm, choose Portal, and select the Portal
instance.

From the Portal menu, choose Settings, and then Wire Configuration.
Select the Database Access Descriptor, such as portal.

Expand the Web Cache section.

o » © Db

Change the Invalidation Port number. If the Invalidation user name and the
password are blank, enter the user name and the password.

Note: The Port number, Invalidation user name, and Invalidation
password entered here must match the corresponding values of the
Oracle Web Cache instance used by Oracle Portal. For more
information about resetting these values, see the Administrator’s Guide
for Oracle Web Cache.

6. Click Apply.

Managing Ports 5-9



Changing the Port Numbers Used by Oracle Fusion Middleware

7. Restart the WLS_PORTAL Managed Server. For more information, see
Section 5.3.5.6.

5.3.5.3 Changing the Oracle Internet Directory Port for Oracle Portal

Oracle Portal maintains information about Oracle Internet Directory ports.

To change the Oracle Portal Oracle Internet Directory (OID) port using Fusion
Middleware Control:

1. From the navigation pane, expand the farm, choose Portal. and select the Portal
instance.

From the Portal menu, choose Settings, and then Wire Configuration.
Select the Database Access Descriptor, such as portal.

Expand the OID section.

Change the port number.

Enter the Oracle Internet Directory user name and the password.
Click Apply.

Restart the WLS_PORTAL Managed Server. For more information, see
Section 5.3.5.6.

® N o g »~ 0 b

5.3.5.4 Changing the PPE Loopback Port

While servicing Portal pages, Oracle Portal makes loopback calls using the default site
port. In some configurations, such as external SSL, you must configure the loopback
call to a port other than the default site port.

To change the PPE Loopback port using Fusion Middleware Control:

1. From the navigation pane, expand the farm, choose Portal, and select the Portal
instance.

From the Portal menu, choose Settings, and then Page Engine.
Expand the Advanced Properties section.

Change the port number in the Use Port.

Specify the protocol in the Use Protocol field.

Click Apply.

Restart the WLS_PORTAL Managed Server. For more information, see
Section 5.3.5.6.

N o g Db

5.3.5.5 Changing Oracle Portal SQL*Net Listener Port

Oracle Portal maintains information about the repository connection in the
host:port:servicename format inside a Database Access Descriptor (in a file named
portal_dads.conf). If the SQL*Net listener is reconfigured to listen on a different port,
you must reconfigure this port value in Oracle Portal.

To change the Oracle Portal SQL*Net Listener port in Fusion Middleware Control:

1. From the navigation pane, expand the farm, choose Portal, and select the Portal
instance.

2. From the Portal menu, choose Settings, and then Database Access Descriptor.

3. Select the Database Access Descriptor, such as /pls/portal.
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Click Edit.

Expand the Portal Database Access Details section.

Update the Database Connect String field to reflect the new port.
Click OK.

Restart the WLS_PORTAL Managed Server. For more information, see
Section 5.3.5.6.

® N o o &

5.3.5.6 Restarting WLS_PORTAL Managed Server
To restart WLS_PORTAL Managed Server in Fusion Middleware Control:

1. Expand the Farm domain, such as Farm_ClassicDomain.
Expand WebLogic Domain.

Expand the domain, such as Classic Domain.

Expand cluster_portal, when applicable.

Choose WLS_PORTAL.

From the WLS_PORTAL WebLogic Server menu, choose Control, then Shut
Down. Ensure that the status of WLS_PORTAL shows Down.

7. From the WLS_PORTAL WebLogic Server menu, choose Control, then Start Up.
Ensure that the status of WLS_PORTAL shows Up.

o g k& 0 b

5.3.6 Changing the Oracle Database Net Listener Port

If your environment includes an Oracle Database that functions as a metadata
repository, and you want to change the listener port number for that database, perform
the procedure in this section.

First, determine if it is necessary to change the listener port number. If you are
concerned that you have another database on your host using the same port, both
databases can possibly use the same port.

Note that multiple Oracle Database 10g and Oracle Database 11g databases can share
the same Oracle Net listener port. If you are using an Oracle Database as a metadata
repository on the same host that contains another Oracle Database 10g or Oracle
Database 11g database, they can all use port 1521. There is no need to change the
listener port number.

Note: To run two listeners that use the same key value on one
host, refer to Section 5.3.6.1, "Changing the KEY Value for an IPC
Listener"

A metadata repository may be used in several different ways. Use the following table
to determine the steps that are required for changing your type of metadata repository:
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If the Metadata Repository is used as

follows:

Follow these tasks to change its Oracle Net listener port:

Identity Management repository and Task 1, "Stop Components"

product metadata repository

Task 2, "Change the Metadata Repository for Oracle Net Listener Port"
Task 3, "Change the System Data Source"

Task 4, "Update Oracle Internet Directory”

Task 5, "Update Oracle Single Sign-On 10g"

Task 6, "Update Oracle Portal"

Task 7, "Update Other Components"

Identity Management repository only Task 1, "Stop Components"

Task 2, "Change the Metadata Repository for Oracle Net Listener Port"
Task 4, "Update Oracle Internet Directory”
Task 5, "Update Oracle Single Sign-On 10g"

Product metadata repository Task 1, "Stop Components"

Task 2, "Change the Metadata Repository for Oracle Net Listener Port"
Task 3, "Change the System Data Source"

Task 4, "Update Oracle Internet Directory”

Task 6, "Update Oracle Portal"

Task 7, "Update Other Components"

The procedure consists of the following tasks:

Task 1, "Stop Components"

Task 2, "Change the Metadata Repository for Oracle Net Listener Port"
Task 3, "Change the System Data Source"

Task 4, "Update Oracle Internet Directory"

Task 5, "Update Oracle Single Sign-On 10g"

Task 6, "Update Oracle Portal"

Task 7, "Update Other Components"

Task 1 Stop Components
Stop all components that use the Metadata Repository. See Chapter 4 for instructions.

Task 2 Change the Metadata Repository for Oracle Net Listener Port
On the metadata repository host:

1.

Ensure that the ORACLE_HOME and ORACLE_SID environment variables are
set.

Stop the metadata repository listener:

lsnrctl stop

Edit the 1istener.ora file, which is located at:

(UNIX) ORACLE_HOME/network/admin/listener.ora
(Windows) ORACLE_HOME\network\admin\listener.ora

Under the LISTENER entry, update the value for PORT. Save the file.
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Edit the tnsnames. ora file. The default location is:

(UNIX) ORACLE_HOME/network/admin/tnsnames.ora

(Windows) ORACLE_HOME\network\admin\tnsnames.ora

Make the following changes to the file:

a. Update the PORT value in each entry that applies to MDS Repository.
b. Add an entry similar to the following:

newnetport =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = tcp) (HOST = hostname) (PORT = port)))

In the example, hostname is the fully qualified host name and port is the new
port number.
Start the metadata repository listener:
lsnrctl start
Using SQL*Plus, log in to the metadata repository as the SYSTEM user with
SYSDBA privileges and run the following command:

SQL> ALTER SYSTEM SET local_listener='newnetport' scope=spfile;

Using SQL*Plus, restart the metadata repository:
SQL> SHUTDOWN

SQL> STARTUP

Start Oracle Internet Directory:

opmnctl start
opmnctl startproc ias-component=0ID

Task 3 Change the System Data Source

Change the system data source to use the new port number for the metadata
repository. To do so, you use Oracle WebLogic Server Administration Console:

1.
2.

In the Change Center, click Lock & Edit.

In the Domain Structure section, expand Services and select Data Sources.
The Summary of JDBC Data Sources page is displayed.

Select the data source you want to change.

The Settings page is displayed.

Select the Connection Pool tab.

To change the database port, modify the URL field. For example:

jdbc:oracle:thin:@hostname.domainname.com:1522/orcl

Click Save.

Restart the servers that use this data source. (Click the Target tab to see the servers
that use this data source.)

Task 4 Update Oracle Internet Directory

On the Identity Management host, update Oracle Internet Directory with the new
Oracle Net listener port number:
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Update the port number in tnsnames.ora file, which is located in the following
directory:

(UNIX) ORACLE_INSTANCE/config
(Windows) ORACLE_INSTANCE\config

Update the registration of the component with the Administration Server, using
the opmnctl updatecomponentregistration command with the new port number,
as shown in the following example:

opmnctl updatecomponentregistration -Db_info DBHostName:TNSPORT: DBSERVICENAME
-componentName 0idl -componentType OID

Start OPMN and all processes in the Oracle instance in the Oracle Internet

Directory Oracle home:

opmnctl startall

Task 5 Update Oracle Single Sign-On 10g
If you are using Oracle Single Sign-On 10g, from the Oracle Single Sign-On Oracle
home:

1.

On UNIX systems, set the LD_LIBRARY_PATH, LD_LIBRARY_PATH_64, LIB_
PATH, or SHLIB_PATH environment variables to the proper values, as shown in
Table 3-1. The actual environment variables and values that you must set depend
on the type of your UNIX operating system.

Update Oracle Single Sign-On with the new repository port number by executing
the following command:

= On UNIX systems:
SORACLE_HOME/jdk/bin/java -jar SORACLE_HOME/sso/lib/ossoca.jar reassoc
-repos $ORACLE_HOME

= On Windows systems:

%ORACLE_HOME%\jdk\bin\java -jar %ORACLE_HOME%\sso\lib\ossoca.jar reassoc
-repos $ORACLE_HOMES%

Task 6 Update Oracle Portal
To update Oracle Portal, follow the steps in Section 5.3.5.5.

Task 7 Update Other Components
In each Oracle instance that uses the metadata repository:

1.

Update the following file with the new Oracle Net listener port number:
(UNIX) ORACLE_INSTANCE/config/tnsnames.ora

(Windows) ORACLE_INSTANCE\config\tnsnames.ora

Check the following file:

(UNIX) ORACLE_HOME/ohs/conf/dads.conf

(Windows) ORACLE_HOME\ohs\modplsqgl\conf\dads.conf

Locate the line that begins with P1sqlDatabaseConnectString.

»  If the line ends with ServiceNameFormat or SIDFormat, update the line with
the new MDS Repository port number, save the file, and restart Oracle HTTP
Server.
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s If the line ends with NetServiceNameFormat, you do not need to do anything.

3. Start the components that use the metadata repository, as described in Section 4.3.

5.3.6.1 Changing the KEY Value for an IPC Listener

It is not possible to run two listeners at the same time that are configured to use the
same KEY value in their IPC protocol address. By default, the metadata repository
listener has its IPC KEY value set to EXTPROC. Hence, if your computer has another
IPC listener that uses the EXTPROC key, you should configure the metadata repository
listener to use some other key value such as EXTPROCI.

To change the KEY value of an IPC listener:

1. Stop the listener (ensure that your ORACLE_HOME environment variable is set
first):

lsnrctl stop

2. Edit the listener.ora and tnsnames.ora files. In each file, find the following line:

(ADDRESS = (PROTOCOL = IPC) (KEY = EXTPROC))

Change it to the following;:

(ADDRESS = (PROTOCOL = IPC) (KEY = EXTPROC1))

3. Restart the listener:

lsnrctl start
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Part Il

Secure Sockets Layer

This part describes how to secure communications between Oracle Fusion Middleware
components using the Secure Sockets Layer (SSL) and how to use Oracle Fusion
Middleware security features to administer keystores, wallets, and certificates.

Part I1I contains the following chapters:

= Chapter 6, "Configuring SSL in Oracle Fusion Middleware"
»  Chapter 7, "Using the SSL Automation Tool"

s Chapter 8, "Managing Keystores, Wallets, and Certificates"
»  Chapter 9, "FIPS 140 Support in Oracle Fusion Middleware"






6

Configuring SSL in Oracle Fusion Middleware

You can configure Oracle Fusion Middleware to secure communications between
Oracle Fusion Middleware components using SSL, which is an industry standard for
securing communications. Oracle Fusion Middleware supports SSL version 3, as well
as TLS version 1.

Note: SSL version 2 has been desupported in 11g Release 1 (11.1.1.9)
due to security concerns; components or applications that used SSL
version 2 in pre-11g Release 1 (11.1.1.9) will automatically be
upgraded to use other SSL versions, that is, SSL version 3 and TLS
version 1.

See Also : Chapter 7, "Using the SSL Automation Tool." The SSL
Automation Tool enables you to configure SSL for multiple
components using a domain-specific CA.

This chapter provides an overview of SSL and how you can use it with Oracle Fusion
Middleware components and applications. It contains these topics:

How SSL Works

About SSL in Oracle Fusion Middleware
Configuring SSL for Configuration Tools
Configuring SSL for the Web Tier
Configuring SSL for the Middle Tier
Configuring SSL for the Data Tier
Advanced SSL Scenarios

Best Practices for SSL

WLST Reference for SSL

Note: Where SSL connections are configured within Oracle
WebLogic Server, this chapter provides references to the relevant
Oracle WebLogic Server documentation rather than duplicating the
instructions here.
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6.1 How SSL Works

This section introduces basic SSL concepts. It contains these topics:
= What SSL Provides

= About Private and Public Key Cryptography

= Keystores and Wallets

= How SSL Sessions Are Conducted

6.1.1 What SSL Provides

SSL secures communication by providing message encryption, integrity, and
authentication. The SSL standard allows the involved components (such as browsers
and HTTP servers) to negotiate which encryption, authentication, and integrity
mechanisms to use.

= Encryption provides confidentiality by allowing only the intended recipient to
read the message. SSL can use different encryption algorithms to encrypt
messages. During the SSL handshake that occurs at the start of each SSL session,
the client and the server negotiate which algorithm to use. Examples of encryption
algorithms supported by SSL include AES, RC4, and 3DES.

= Integrity ensures that a message sent by a client is received intact by the server,
untampered. To ensure message integrity, the client hashes the message into a
digest using a hash function and sends this message digest to the server. The
server also hashes the message into a digest and compares the digests. Because
SSL uses hash functions that make it computationally infeasible to produce the
same digest from two different messages, the server can tell that if the digests do
not match, then someone had tampered with the message. An example of a hash
function supported by SSL is SHA1.

= Authentication enables the server and client to check that the other party is who it
claims to be. When a client initiates an SSL session, the server typically sends its
certificate to the client. Certificates are digital identities that are issued by trusted
certificate authorities, such as Verisign. Chapter 8, "Managing Keystores, Wallets,
and Certificates" describes certificates in more detail.

The client verifies that the server is authentic and not an imposter by validating
the certificate chain in the server certificate. The server certificate is guaranteed by
the certificate authority (CA) who signed the server certificate.

The server can also require the client to have a certificate, if the server needs to
authenticate the identity of the client.

6.1.2 About Private and Public Key Cryptography

To provide message integrity, authentication, and encryption, SSL uses both private
and public key cryptography.

Secret Key Cryptography

Symmetric key cryptography requires a single, secret key shared by two or more
parties to secure communication. This key is used to encrypt and decrypt secure
messages sent between the parties. This requires prior and secure distribution of the
key to each party. The problem with this method is that it is difficult to securely
transmit and store the key.
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In SSL, each party calculates the secret key individually using random values known
to each side. The parties then send messages encrypted using the secret key.

Public Key Cryptography

Public key cryptography solves this problem by employing public and private key
pairs and a secure method for key distribution. The freely available public key is used
to encrypt messages that can only be decrypted by the holder of the associated private
key. The private key is securely stored, together with other security credentials, in an
encrypted container such as an Oracle wallet.

Public key algorithms can guarantee the secrecy of a message, but they do not
necessarily guarantee secure communication because they do not verify the identities
of the communicating parties. To establish secure communication, it is important to
verify that the public key used to encrypt a message does in fact belong to the target
recipient. Otherwise, a third party can potentially eavesdrop on the communication
and intercept public key requests, substituting its own public key for a legitimate key
(the man-in-the-middle attack).

To avoid such an attack, it is necessary to verify the owner of the public key, a process
called authentication. Authentication can be accomplished through a certificate
authority (CA), which is a third party trusted by both of the communicating parties.

The CA issues public key certificates that contain an entity's name, public key, and
certain other security credentials. Such credentials typically include the CA name, the
CA signature, and the certificate effective dates (From Date, To Date).

The CA uses its private key to encrypt a message, while the public key is used to
decrypt it, thus verifying that the message was encrypted by the CA. The CA public
key is well known, and does not have to be authenticated each time it is accessed. Such
CA public keys are stored in wallets.

6.1.3 Keystores and Wallets

In Oracle Fusion Middleware, most components use the Oracle wallet as their storage
mechanism. An Oracle wallet is a container that stores your credentials, such as
certificates, trusted certificates, certificate requests, and private keys. You can store
Oracle wallets on the file system or in LDAP directories such as Oracle Internet
Directory. Oracle wallets can be auto-login or password-protected wallets.

Components that use Oracle wallet include:
s Oracle HTTP Server

s Oracle Web Cache

s Oracle Internet Directory

Configuring SSL for these components thus requires setting up and using Oracle
wallets.

A component such as Oracle Virtual Directory uses a JKS keystore to store keys and
certificates. Configuring SSL for Oracle Virtual Directory thus requires setting up and
using JKS keystores.

For more information about configuring keystores and wallets, see:

= Section 6.2, "About SSL in Oracle Fusion Middleware" for a fuller description of
keystore and wallet usage in Oracle Fusion Middleware

»  Chapter 8, "Managing Keystores, Wallets, and Certificates" for a discussion of
these terms, and administration details
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6.1.4 How SSL Sessions Are Conducted

The SSL protocol has two phases: the handshake phase and the data transfer phase.
The handshake phase authenticates the server and optionally the client, and
establishes the cryptographic keys that will be used to protect the data to be
transmitted in the data transfer phase.

When a client requests an SSL connection to a server, the client and server first
exchange messages in the handshake phase. (A common scenario is a browser
requesting a page using the https:// instead of http: // protocol from a server. The
HTTPS protocol indicates the usage of SSL with HTTP.)

Figure 6-1 shows the handshake messages for a typical SSL connection between a Web
server and a browser. The following steps are shown in the figure:

1.

The client sends a Hello message to the server.

The message includes a list of algorithms supported by the client and a random
number that will be used to generate the keys.

The server responds by sending a Hello message to the client. This message
includes:

s The algorithm to use. The server selected this from the list sent by the client.
= Arandom number, which will be used to generate the keys.
The server sends its certificate to the client.

The client authenticates the server by checking the validity of the server's
certificate, the issuer CA, and optionally, by checking that the host name of the
server matches the subject DN. The client sends a Session ID for session caching.

The client generates a random value ("pre-master secret"), encrypts it using the
server's public key, and sends it to the server.

The server uses its private key to decrypt the message to retrieve the pre-master
secret.

The client and server separately calculate the keys that will be used in the SSL
session.

These keys are not sent to each other because the keys are calculated based on the
pre-master secret and the random numbers, which are known to each side. The
keys include:

= Encryption key that the client uses to encrypt data before sending it to the
server

= Encryption key that the server uses to encrypt data before sending it to the
client

= Key that the client uses to create a message digest of the data
»  Key that the server uses to create a message digest of the data

The encryption keys are symmetric, that is, the same key is used to encrypt and
decrypt the data.

The client and server send a Finished message to each other. These are the first
messages that are sent using the keys generated in the previous step (the first
"secure” messages).

The Finished message includes all the previous handshake messages that each
side sent. Each side verifies that the previous messages that it received match the
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messages included in the Finished message. This checks that the handshake
messages were not tampered with.

9. The client and server now transfer data using the encryption and hashing keys
and algorithms.

Figure 6—1 SSL Handshake
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6.2 About SSL in Oracle Fusion Middleware

This section introduces SSL in Oracle Fusion Middleware. It contains these topics:
= SSL in the Oracle Fusion Middleware Architecture

= Keystores and Oracle Wallets

= Authentication Modes

= Tools for SSL Configuration
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6.2.1 SSL in the Oracle Fusion Middleware Architecture

Figure 6—2 SSL in Oracle Fusion Middleware
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Notes:

= In Figure 6-2, the label "Oracle Enterprise Manager" refers to the
Fusion Middleware Control user interface.

s Other administrative tools, such as opmn, are available for specific
tasks.

In the Oracle Fusion Middleware architecture shown in Figure 6-2, the numbered
circles represent the endpoints that can be SSL-enabled. For configuration details
about each endpoint, see:

1.

Section 6.4.2.1, "Enable Inbound SSL for Oracle Web Cache Using Fusion
Middleware Control" and Section 6.4.2.2, "Enable Inbound SSL for Oracle Web
Cache Using WLST"

Section 6.4.2.3, "Enable Outbound SSL for Oracle Web Cache Using Fusion
Middleware Control" and Section 6.4.2.4, "Specify the Wallet for Outbound SSL
from Oracle Web Cache Using WLST"

Section 6.4.3.1, "Enable SSL for Inbound Requests to Oracle HTTP Server Virtual
Hosts Using Fusion Middleware Control" and Section 6.4.3.2, "Enable SSL for
Inbound Requests to Oracle HTTP Server Virtual Hosts Using WLST"

Section 6.4.3.3, "Enable SSL for Outbound Requests from Oracle HTTP Server"
Section 6.5.1.1, "Inbound SSL to Oracle WebLogic Server"

Outbound connections to the LDAP server can originate from Oracle Platform
Security Services or from Oracle WebLogic Server:

a. Section 6.5.1.2.1, "Outbound SSL from Oracle Platform Security Services to
LDAP"
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b. Section 6.5.1.2.3, "Outbound SSL from LDAP Authenticator to LDAP"

7. Section 6.6.1.1, "Enable Inbound SSL on an Oracle Internet Directory Listener
Using Fusion Middleware Control" and Section 6.6.1.2, "Enabling Inbound SSL on
an Oracle Internet Directory Listener Using WLST"

8. Section 6.6.3.2, "SSL-Enable a Data Source"

9. Section 6.6.3.1, "SSL-Enable Oracle Database"

10. Section 6.5.6, "Client-Side SSL for Applications"

11. Section 6.5.2, "Configuring SSL for Oracle SOA Suite"

12. Section 6.5.3, "Configuring SSL for Oracle WebCenter Portal"
13. Section 6.3.3, "WLST Command-Line Tool"

14. Section 6.6.1.3, "Enabling Outbound SSL from Oracle Internet Directory to Oracle
Database"

15. Section 6.6.3.1, "SSL-Enable Oracle Database"

In addition, you can configure SSL for identity management components. For details,
see:

= Section 6.5.4.1, "Configuring SSL for Oracle Directory Integration Platform"
= Section 6.5.4.2, "Configuring SSL for Oracle Identity Federation"
= Section 6.5.4.3, "Configuring SSL for Oracle Directory Services Manager"

Keystores and Wallets

Keystores and wallets are central to SSL configuration and are used to store certificates
and keys.

For details, see Section 6.2.2, "Keystores and Oracle Wallets."

6.2.2 Keystores and Oracle Wallets

Oracle Fusion Middleware supports two types of keystores for keys and certificates:
»  JKS-based keystore and truststore
s Oracle wallet

In 11g Release 1 (11.1.1.9), all Java components and applications use the JKS keystore.
Thus all Java components and applications running on Oracle WebLogic Server use
the JKS-based KeyStore and TrustStore.

The following system components continue to use the Oracle wallet:
s Oracle HTTP Server

s Oracle Web Cache

s Oracle Internet Directory

You can use Fusion Middleware Control or the command-line WLST and orapki
interfaces, to manage wallets and their certificates for these system components. You
can use either the Fusion Middleware Control or WLST to SSL-enable the listeners for
these components.

Oracle Virtual Directory uses a JKS-based keystore. You can use Fusion Middleware
Control or WLST to manage JKS keystores and their certificates for Oracle Virtual
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Directory. You can use either the Fusion Middleware Control or WLST to SSL-enable
the listeners for Oracle Virtual Directory.

JDK's keytool utility manages the keystore used by Oracle WebLogic Server listeners
for Java EE applications. This is the only keystore tool to manage these keystores; no
graphical user interface is available for this purpose.

For more information about these types of stores, and when to use which type of store,
see Section 6.1.3, "Keystores and Wallets".

See Also: Section 8.1, "Key and Certificate Storage in Oracle Fusion
Middleware" for keystore management

6.2.3 Authentication Modes

The following authentication modes are supported:
»  In no-authentication mode, neither server nor client are required to authenticate.

Other names for this mode include Anonymous SSL/No
Authentication/Diffie-Hellman. This mode is considered unsecured.

s In server authentication mode, a server authenticates itself to a client.
This mode is also referred to as One-way SSL/Server Authentication.

» In mutual authentication mode, a client authenticates itself to a server and that server
authenticates itself to the client.

This mode is also known as Two-way SSL/Client Authentication.

» In optional client authentication mode, the server authenticates itself to the client, but
the client may or may not authenticate itself to the server. Even if the client does
not authenticate itself, the SSL session still goes through.

6.2.4 Tools for SSL Configuration

Oracle Fusion Middleware uses two kinds of configuration tools, common and
advanced.

Common Tools
s Fusion Middleware Control

s WLST command-line interface
= Oracle WebLogic Server Administration Console
»  keytool command-line tool

These tools allow you to configure SSL and manage Oracle Wallet/JKS keystore for
any listener or component in Oracle Fusion Middleware.

The first three tools on this list are usable when the component is associated with the
application server domain (when the component is not a stand-alone installation).

Advanced Tools
s Oracle Wallet Manager graphical user interface

s orapki command-line interface

These tools are needed to manage wallets for stand-alone Web tier and stand-alone
Oracle Internet Directory installations.
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In addition, these tools allow you to configure advanced features like managing
file-based CRLs, PKCS11-based wallets, and so on.

See Also: Section 8.1, "Key and Certificate Storage in Oracle Fusion
Middleware" for keystore management

6.3 Configuring SSL for Configuration Tools

Several tools are available for Oracle Fusion Middleware configuration. This section
describes how to configure SSL for these tools to enable them to connect to an
SSL-enabled Oracle WebLogic Server.

See Also: Section 6.5.1.1 for details about enabling inbound SSL on
Oracle WebLogic Server.
For a list of all the configuration tools, see Section 6.2.4, "Tools for SSL Configuration.".
This section contains these topics:
s Oracle Enterprise Manager Fusion Middleware Control
s Oracle WebLogic Server Administration Console

s WLST Command-Line Tool

6.3.1 Oracle Enterprise Manager Fusion Middleware Control
Take these steps:

= Ensure that the SSL port is enabled on the Oracle WebLogic Server instance on
which Fusion Middleware Control is deployed, and that the browser (from which
you will launch Fusion Middleware Control) trusts the server certificate.

= Now launch Fusion Middleware Control using an SSL-based URL, in the format
https:/ /host :port.

6.3.2 Oracle WebLogic Server Administration Console

Ensure that the SSL port is enabled on the Oracle WebLogic Server instance. Now
launch the administration console by providing the SSL port in the URL. You may get
a warning that the certificate is not trusted; accept this certificate and continue.

6.3.3 WLST Command-Line Tool
For details about configuring SSL for WLST, take these steps:

1. Launch the WLST shell.
2. Execute the WLST command:

help('connect')

Follow the instructions described in the help text to set up the WLST shell in SSL
mode.

See Also: Section 6.9 and Section 3.5.1 for details about using WLST.

6.4 Configuring SSL for the Web Tier

This section contains these topics:
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s Configuring Load Balancers
= Enabling SSL for Oracle Web Cache Endpoints
= Enabling SSL for Oracle HTTP Server Virtual Hosts

Note: aThis discussion applies to the Web Tier in the context of an
Oracle WebLogic Server domain. For stand-alone Web Tier
installations, see "Configuring Oracle Web Cache for HTTPS
Requests" in the Administrator’s Guide for Oracle Web Cache.

»  The order in which these topics appear should not be confused
with the sequence in which SSL is enabled (which varies
depending on topology). Rather, they are arranged in order
starting with the most front-ending component.

6.4.1 Configuring Load Balancers

Use the instructions specific to your load-balancing device to configure load balancers
in your Oracle Fusion Middleware environment.

6.4.2 Enabling SSL for Oracle Web Cache Endpoints

This section explains how to enable SSL for Oracle Web Cache listening endpoints
using Fusion Middleware Control and WLST.

6.4.2.1 Enable Inbound SSL for Oracle Web Cache Using Fusion Middleware
Control

You can SSL-enable inbound traffic to Oracle Web Cache listening endpoints using
these steps:

Note: This information applies only to inbound communication; for
information about SSL-enabling outbound traffic from Oracle Web
Cache to Oracle HTTP Server, see Section 6.4.2.3, "Enable Outbound
SSL for Oracle Web Cache Using Fusion Middleware Control".

1. Select the Oracle Web Cache instance in the navigation pane on the left.

2. Create a wallet, if necessary, by navigating to Oracle Web Cache, then Security,
then Wallets.

For details about wallet creation and maintenance, see Chapter 8, "Managing
Keystores, Wallets, and Certificates".

3. Navigate to Oracle Web Cache, then Security, then SSL Configuration.

The SSL Configuration page contains two sets of information:
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The top table shows the inbound settings for a list of listening endpoints. A check
in the SSL Enabled column indicates that the endpoint is configured for SSL.

The bottom portion of the page shows outbound SSL configuration. For more
information about outbound SSL, see Section 6.4.2.3, "Enable Outbound SSL for
Oracle Web Cache Using Fusion Middleware Control.".

Select an endpoint, and click Edit.
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The Edit Port page appears. This page contains two sections—a top portion with
general details like port and IP address, and a bottom section that configures SSL
parameters.

To disable SSL, uncheck Enable SSL; restart the component instance by navigating
to Oracle Web Cache, then Control, then Restart.

To enable SSL for this endpoint, check Enable SSL. Next, enter SSL configuration
parameters:

= Select an Oracle wallet from the drop-down list.

Note: Ensure that the wallet contains the server certificate and its
corresponding CA certificate.

= Select the type of SSL authentication.

= Select the protocol version (the available options are determined by your
choice of authentication).

Click OK.
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8. On Windows platforms only, open Windows Explorer and navigate to your
cwallet.sso file. Under properties, security, add SYSTEM in "group or user names".

9. Restart the Oracle Web Cache instance by navigating to Oracle Web Cache, then
Control, then Restart.

See Also: Section 8.4.1.3, "Sharing Wallets Across Instances"

6.4.2.2 Enable Inbound SSL for Oracle Web Cache Using WLST

See Also: Section 6.3.3 for details about how to use WLST.

You can enable SSL for inbound traffic to Oracle Web Cache using the WLST
command-line tool.

SSL-Enable Oracle Web Cache Inbound in server-auth Mode Using WLST
Take these steps:

See Also: See Section 6.9 for details about using WLST commands,
including the definition of each command parameter shown in this
procedure.

1. Determine the listening endpoints for this Oracle Web Cache instance by running
the following command:

listListeners('instl', 'wcl")
This command will list all the listening endpoints for this instance; select the one

that needs to be configured for SSL. For example, select the endpoint named
CACHE. index1.LISTEN. index1.

See Also: Section 6.9 for details about using WLST.

2. Configure the listening endpoint with SSL properties:

configureSSL('instl',
'wel',
'webcache',
'CACHE.index1.LISTEN. indexl1"')

Note:

s configureSSL uses defaults for all SSL attributes; see Table 6-5 for
details.

= You may also specify a properties file as a parameter to
configureSsL; see Table 64 for details.

»  See Oracle Fusion Middleware WebLogic Scripting Tool Command
Reference for details of properties file usage.

3. On Windows platforms only, open Windows Explorer and navigate to your
cwallet.sso file. Under properties, security, add SYSTEM in "group or user names'".
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6.4.2.3 Enable Outbound SSL for Oracle Web Cache Using Fusion Middleware
Control

Outbound Oracle Web Cache refers to traffic from Oracle Web Cache to Oracle HTTP
Server.

There are two aspects to set up SSL for outbound traffic from Oracle Web Cache:
selecting a wallet for outbound SSL and configuring SSL.

Wallet Selection
Take these steps:

1.

Navigate to Oracle Web Cache, then Security, then SSL Configuration.

[&] web Cache » Pags Refrashed Feb &, 2003 2:12:21 PM PST

8SL Configuration
All ports configured For this system component are shown, 551 can be configured For a port during edit operation,

vieww 7 Edi...

Port Port Type Host Mame: IP Address 551 Enal
FITE NORM lncalhask ANY
FFEZ NORM localhost ANY v
7773 ADMIMISTRATION  localhost ARY
7781 INVALIDATION localhost ANV
FrE0 STATISTICS localhost AN

< >

SSL Communication Between WebtCache and Oracle HTTP Server (OHS)

Select the wallet that would be used for communication between this \WebCache instance and Oracle HTTP Servers (OHS).

Client Wallet Mame  default | Change Wallet...

2. At the bottom of the page, click Change Wallet to display the available wallets for
this listener.
Web Cache v Page Refrashed Feb
8SL configuration
il ports canfigured For Ehis system component are shawn. 551 can be configured far 3 port during edit operation.
Vieww 7 Edi
Port Part Type Host Mame: P Address 59 Enal
7778 NORM Iocalhost AT
7782 NORM loclhes!  gelect Client Wallet ]
7779 ADMINISTRATION  locahos)
7781 INVALIDATION localhos!
7780 STATISTICS lacalhos| Client Wallet Name f”j: a;:jasswnrd
default ‘1
<
E188L Communication Between Web(
Select the wallet that would be used For communicati]
Cliert wallet name  default Change Wallet. ..
& Cancel
Note: The root CA certificate(s) that signed the certificate (for OHS or other
component to which Webcache is connecting) must be loaded into this wallet. See
Section 8.4.7.5 for details.
3. Select the desired wallet for outbound SSL and click OK.
SSL Configuration
Take these steps:
1. Navigate to the Oracle Web Cache instance, then Administration, then Origin

Servers.
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This page displays the Oracle HTTP Servers with which this Oracle Web Cache
instance can communicate. For example, if Oracle Web Cache can talk to two
different Oracle HTTP Servers you would see two rows in the table.

weh Carhe + Page Refrashed Feb &, 2009 2:20:08 PM ST Tl

(i) Information
All Fields on this page will require a restart to take effect,

origin Servers Apply | Revert

Configure Web Cache with the application Web servers for internal sites and proxy servers For external sites outside a firewall ta which it sends cache
misses. These settings are required for load balancing, Failover, and site-to-server mappings.

jcreate... A Edt.. 3 Delete. .

Host Port: Protocol Routing Enabled Caparity Prosey Server
In this example, the Oracle Web Cache instance is currently configured for
non-SSL communication to the origin server over this host and port.

2. To enable SSL for outbound traffic to this origin server, select the row and click
Edit.

3. The Edit Origin Server page appears:

(i) Information
All Fields on this page will require a restart to take effect,

Edit Origin Server @) ok | car
Specify the settings for the origin server, In order for Web Cache to Forward requests ko origin server, you must map a site to the origin server on the
Sikes page,

*Host | stanel4.us.oracle.com
* Port a555
Capacity 100
Protocol | HTTRP
Routing Enabled

4. Use the Protocol drop-down box to change the protocol to https.

5. Click OK.

6. On Windows platforms only, open Windows Explorer and navigate to your
cwallet.sso file. Under properties, security, add SYSTEM in "group or user names".

7. Restart the Oracle Web Cache instance by navigating to Oracle Web Cache, then
Control, then Restart.

Oracle Web Cache is now configured to communicate to the origin server over
SSL.

Note: When editing the origin server settings on this page, ensure
that Oracle HTTP Server is listening at this port in SSL mode.

6.4.2.4 Specify the Wallet for Outbound SSL from Oracle Web Cache Using WLST

See Also: See Section 6.9 for details about using WLST commands,
including the definition of each command parameter shown in this
procedure.

To change the wallet in use for outbound SSL connections from Oracle Web Cache, use
a command like the following:
configureSSL('instl',

'wel',

'webcache',

'CACHE. index0.CLIENTSSL'
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'property-file.prop')

where:

= instl is the name of the application server instance

= wcl is the name of the Oracle Web Cache instance

= webcache is the component type

m  CACHE.index(.CLIENTSSL is the listener name for client SSL
m property-file.prop contains:

KeyStore=wallet-path

6.4.3 Enabling SSL for Oracle HTTP Server Virtual Hosts

This section shows how to manage SSL configuration for Oracle HTTP Server virtual
hosts operating in an Oracle WebLogic Server environment.

Note: For Oracle HTTP Server in standalone mode, see
Administrator’s Guide for Oracle HTTP Server.

For inbound traffic:

»  Section 6.4.3.1 (using Fusion Middleware Control)
= Section 6.4.3.2 (using WLST)

For outbound traffic:

»  Section 6.4.3.3 (using either Fusion Middleware Control or WLST)

6.4.3.1 Enable SSL for Inbound Requests to Oracle HTTP Server Virtual Hosts
Using Fusion Middleware Control

You can SSL-enable inbound traffic to Oracle HTTP Server virtual hosts using these
steps:

1. Select the Oracle HTTP Server instance in the navigation pane on the left.

2. Create a wallet, if necessary, by navigating to Oracle HTTP Server, then Security,
then Wallets.

For details about wallet creation and maintenance, see Chapter 8, "Managing
Keystores, Wallets, and Certificates".

3. Navigate to Oracle HTTP Server, then Administration, then Virtual Hosts.

This page shows what hosts are currently configured, and whether they are
configured for http or https.

@ Oracle HTTP Server « Page Refreshed Feb B, 2009 2:22:50 PM PST ($]

Virtual Hosts
Create virtual hosts o maintain more than one server on one computer, as differentiated by their apparent hostname, enabling Oracle HTTP Server to serve

different Web sites simultaneously, You can select a virtual host row From the table and using the Configure menu specify mod_weblogic, mod_perl, 55L,
mime and log configuration for selected row,

Gﬂ- Create... 38 Remave Configure | =

Marme Server Mame Type Ports Protocol
*15859 IP_EASED G859 HTTPS
*14443 IP_BASED 4443 HTTPS
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4. Select the virtual host you wish to update, and click Configure, then SSL
Configuration. (Note: If creating a new virtual host, see Administrator’s Guide for
Oracle HTTP Server.)

@ Oracle HTTP Server = Page Refreshed Feb B, 2009 2:25:08 PM PST [$]

Virtual Hosts

Create virtual hosts o maintain more than one server on one computer, as differentiated by their apparent hostname, enabling Oracle HTTP Server to serve
different Web sites simultaneously, You can select a virtual host row From the table and using the Configure menu specify mod_weblogic, mod_perl, 55L,
mime and log configuration for selected row,

Gﬂ- Create... 22 Remave Configure |+

Mame Sed Server Configuration Ports Protocol

* 15559 MIME Configuration 2889 HTTRS
*14443 4443 HTTRS

Log Configuration
mod_perl Configuration
55L Configuration

mod_weblogic Configuration

The SSL Configuration page appears.
5. You can convert an https port to http by simply unchecking Enable SSL.
To configure SSL for a virtual host that is currently using http:
s Check the Enable SSL box.
= Select a wallet from the drop-down list.

@ Oracle HTTP Server = Page Refreshed Feb B, 2009 2:25:56 PM PST [$]
(i) Information
All Fields on this page will require a restart to take effect,

$5L Configuration @) ok || Cancel

Enable 551

Server Wallet Mame | default
@ TIP ‘wWallet is not required for no-auth mode but is needed in ather modes.
=l Advanced SSL Settings

Server S5L properties
S5L Authentication | Seryer Authentication v

* Cipher Suite all

* 350 Protocal Version

L]

s From the Server SSL properties, select the SSL authentication type, cipher
suites to use, and the SSL protocol version.

Note: The default values are appropriate in most situations.

Note: aThis assumes that the certificate is available in Fusion
Middleware Control. If it was created through orapki or Oracle
Wallet Manager, import it first as explained in Section 8.4.4.9.

= The choice of authentication type determines the available cipher
suites, and the selected cipher suites determine the available
protocol versions. For more information about ciphers and
protocol versions, see Section 6.9.28.

6. Click OK to apply the changes.
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On Windows platforms only, open Windows Explorer and navigate to your
cwallet.sso file. Under properties, security, add SYSTEM in "group or user names".

Restart the Oracle HTTP Server instance by navigating to Oracle HTTP Server,
then Control, then Restart.

Open a browser session and connect to the port number that was SSL-enabled.

6.4.3.2 Enable SSL for Inbound Requests to Oracle HTTP Server Virtual Hosts
Using WLST

See Also: Section 6.3.3 for details about how to use WLST.

Take these steps:

1.

3.

Determine the virtual hosts for this Oracle HTTP Server instance by running the
following command:

listListeners('instl', 'ohsl' )

This command lists all the virtual hosts for this instance; select the one that needs
to be configured for SSL. For example, you can select vhostl. For details about this
command, see Oracle Fusion Middleware WebLogic Scripting Tool Command Reference.

Configure the virtual host with SSL properties:

configureSSL('instl',
'ohsl',
'ohs',
'vhostl')

Note:

s configureSSL uses defaults for all SSL attributes; see Table 6-5 for
details.

= You could also specify a properties file as a parameter to
configureSSL. See Table 6—4 for details about the parameters. See
configureSsL in the Oracle Fusion Middleware WebLogic Scripting
Tool Command Reference for examples of how to use a properties
file.

s For details about this command, see Section 6.9.

On Windows platforms only, open Windows Explorer and navigate to your
cwallet.sso file. Under properties, security, add SYSTEM in "group or user names".

6.4.3.3 Enable SSL for Outbound Requests from Oracle HTTP Server

You enable SSL for outbound requests from Oracle HTTP Server by configuring mod_
wl_ohs.

See Also: Knowledge Database article 1268723.1 at
www.oracle.com/technetwork.

One-way SSL
The steps are as follows:
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1. Generate a custom keystore for Oracle WebLogic Server (see Section 6.5.1,
"Configuring SSL for Oracle WebLogic Server") containing a certificate.

2. Import the certificate used by Oracle WebLogic Server from Step 1 into the Oracle
HTTP Server wallet as a trusted certificate. You can use any available utility such
as WLST or Fusion Middleware Control for this task. (Note: The wallet mentioned
here is the one that the Oracle HTTP Server listen port uses for SSL. The trusted
(root) CA certificate that signed the Oracle WebLogic Server certificate must exist
in this wallet. For details on importing trusted certificates see Section 8.3.5.)

3. Edit the Oracle HTTP Server configuration file INSTANCE_
HOME/config/OHS/ohs1l/ssl.conf and add the following line to the SSL
configuration under mod_weblogic:

W1lSSLWallet "${ORACLE_INSTANCE}/config/{COMPONENT_TYPE}/{COMPONENT_
NAME} /keystores/default"

where default is the name of the Oracle HTTP Server wallet in Step 2.
Here is an example of how the configuration should look:

<IfModule mod_weblogic.c>

WebLogicHost myweblogic.server.com

WebLogicPort 7002

MatchExpression *.jsp

SecureProxy On

W1SSLWallet "S${ORACLE_INSTANCE}/config/OHS/ohsl/keystores/default"
</IfModule>

Save the file and exit.

4. On Windows platforms only, open Windows Explorer and navigate to your
cwallet.sso file. Under properties, security, add SYSTEM in "group or user names".

5. Restart Oracle HTTP Server to activate the changes. See Administrator’s Guide for
Oracle HTTP Server for details.

6. Ensure that your Oracle WebLogic Server instance is configured to use the custom
keystore generated in Step 1, and that the alias points to the alias value used in
generating the certificate. Restart the Oracle WebLogic Server instance.

Two-way SSL
mod_wl_ohs also supports two-way SSL. communication. To configure two-way SSL:

1. Perform Steps 1 through 4 of the preceding procedure for one-way SSL.

2. Generate a trust store, trust. jks, for Oracle WebLogic Server. For details see
Oracle Fusion Middleware Securing Oracle WebLogic Server.

The keystore created for one-way SSL (Step 1 of the preceding procedure) could
also be used to store trusted certificates, but it is recommended that you create a
separate truststore for this procedure.

3. Export the user certificate from the Oracle HTTP Server wallet, and import it into
the truststore created in Step 2.

You can use any available utility such as WLST or Fusion Middleware Control for
export, and the keytool utility for import. See Section 8.4.7 for details.

4. From the Oracle WebLogic Server Administration Console, select the Keystores
tab for the server being configured.
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5. Set the custom trust store with the trust. jks file location of the trust store that
was created in Step 2 (use the full name).

6. Set the keystore type as JKS, and set the passphrase used to create the keystore.

7. Under the SSL tab, ensure that Trusted Certificate Authorities is set as from
Custom Trust Keystore.

8. Ensure that Oracle WebLogic Server is configured for two-way SSL. For details,
see "Configuring SSL" in Oracle Fusion Middleware Securing Oracle WebLogic Server.

6.5 Configuring SSL for the Middle Tier
Using SSL in the middle tier includes:
= SSL-enabling the application server
= SSL-enabling components and applications running on the application server
This section addresses mid-tier SSL configuration and contains these topics:
s Configuring SSL for Oracle WebLogic Server
= Configuring SSL for Oracle SOA Suite
= Configuring SSL for Oracle WebCenter Portal
s Configuring SSL for Oracle Identity and Access Management
»  SSL-Enable Oracle Reports, Forms, Discoverer, and Portal

s Client-Side SSL for Applications

6.5.1 Configuring SSL for Oracle WebLogic Server

This section describes configuration for the application server.

6.5.1.1 Inbound SSL to Oracle WebLogic Server

For information and details about implementing SSL to secure Oracle WebLogic
Server, see Oracle Fusion Middleware Securing Oracle WebLogic Server.

6.5.1.2 Outbound SSL from Oracle WebLogic Server

This section describes how to SSL-enable outbound connections from Oracle WebLogic
Server.

s Outbound SSL from Oracle Platform Security Services to LDAP

s Outbound SSL from Oracle Platform Security Services to Oracle Database

s Outbound SSL from LDAP Authenticator to LDAP

s Outbound SSL to Database

6.5.1.2.1 Outbound SSL from Oracle Platform Security Services to LDAP This section explains

how to configure SSL (needs server- and client-side) for policy store and credential
store connections to an LDAP directory. Anonymous and one-way SSL is supported.

See Application Security Guide for details about the jps-config.xml file referenced in
this section.

Anonymous SSL (Server-side)

Start the LDAP server in anonymous authentication mode.
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For Oracle Internet Directory, see Section 6.6.1.1, "Enable Inbound SSL on an Oracle
Internet Directory Listener Using Fusion Middleware Control".

If using another directory, consult your LDAP server documentation for information
on this task.

Anonymous SSL (Client-side)

In your jps-config.xml file, you must set the protocol to 1daps and specify the
appropriate port for the property l1dap.url. This information needs to be updated for
policy store, credential store, key store and any other service instances that use
ldap.url.

One-Way SSL (Server-side)

Prerequisite: LDAP server in SSL Server Authentication Mode.

For details on this procedure, see the Administrator’s Guide for Oracle Internet Directory.
One-Way SSL (Client-side)

The following must be in place for the client-side configuration:

1. The JVM needs to know where to find the trust store that it uses to trust
certificates from LDAP. You do this by setting:

-Djavax.net.ssl.trustStore=path_to_jks_file
This property is added either to the JavaSE program, or to the server start-up
properties in a JavaEE environment. Examples of how to do this are available on

the Java Technical Documentation sites at http://docs.oracle.com/javase/
(JavaSE) and http://docs.oracle.com/javaee/ (JavaEE).

2. Inyour jps-config.xml file, you must set the protocol to 1daps and specify the
appropriate port for the property 1dap.url. This information needs to be updated
for policy store, credential store, key store and any other service instances that use
ldap.url.

3. Using keytool, import the LDAP server's certificate into the trust store specified in
step 1. For an example of keytool usage, see Section ].3.2.

6.5.1.2.2 Outbound SSL from Oracle Platform Security Services to Oracle Database You can

set up a one-way or two-way SSL connection to a database-based OPSS security store.

For details about configuring the database server and clients, see Application Security

Guide.

6.5.1.2.3 Outbound SSL from LDAP Authenticator to LDAP When you configure an LDAP
authenticator in Oracle WebLogic Server, you can specify that connections to the
LDAP store should use SSL.

Take these steps to configure the authenticator:
1. Log in to the Oracle WebLogic Server Administration Console.

2. In the left pane, select Security Realms and click the name of the realm you are
configuring.

3. Select Providers, then Authentication and click New.
4. In the Name field, enter a name for the authentication provider.

5. From the Type drop-down list, select the type of the Authentication provider and
click OK.
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For example, if using Oracle Internet Directory, choose
OracleInternetDirectoryAuthenticator.

6. Select Providers, then Authentication and click the name of the new
authentication provider to complete its configuration.

7. On the Configuration page for the authentication provider, set the desired values
on the Common and Provider-Specific tabs.

a. Common Tab

Set the Control Flag to SUFFICIENT for all authenticators, including the
DefaultAuthenticator

b. Provider-Specific Tab

host: host-name

port: port-number

principal: cn=orcladmin

credential /confirm: password

user base dn: cn=Users, dc=us, dc=oracle, dc=com

group base dn: cn=Groups, dc=us, dc=oracle, dc=com
8. Save your changes and restart the server.
6.5.1.24 Outbound SSL to Database Configuring SSL between Oracle WebLogic Server
and the database requires two sets of steps:
s Configuring SSL Listener for the Database
s Configuring SSL for the Data Source on Oracle WebLogic Server
Configure an SSL Listener on Oracle Database

To configure the database with an SSL listener, you must specify the server's
distinguished name (DN) and TCPS as the protocol in the client network configuration
files to enable server DN matching and TCP/IP with SSL connections. Server DN
matching prevents the database server from faking its identity to the client during
connections by matching the server's global database name against the DN from the
server certificate.

You must manually edit the client network configuration files, tnsnames . ora and
listener.ora, to specify the server's DN and the TCP/IP with SSL protocol.

For details, see Section 6.6.3.1, "SSL-Enable Oracle Database."

See Also: For more information about configuring SSL for the
database listener, see "Configuring Secure Sockets Layer
Authentication" in the Oracle Database Advanced Security
Administrator’s Guide.

SSL-Enable the Data Source On Oracle WebLogic Server

See Section 6.6.3.2, "SSL-Enable a Data Source."

6.5.2 Configuring SSL for Oracle SOA Suite

SSL configuration for Oracle SOA Suite varies with the type of connection being
secured.
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SSL in Oracle WebLogic Server
SSL features in Oracle WebLogic Server include:

s How to set up SSL at the core server.

For details, see Oracle Fusion Middleware Securing Oracle WebLogic Server.
= How to enable SSL for a WebLogic Web service.

For details, see Securing WebLogic Web Services for Oracle WebLogic Server.

SSL for SOA Composites
The following tasks are also needed to secure Oracle SOA Suite applications:

»  SSL-protecting SOA composites
= Accessing SSL-protected Web services from within SOA composites

For these and related topics, see the Administrator’s Guide for Oracle SOA Suite and
Oracle Business Process Management Suite.

6.5.3 Configuring SSL for Oracle WebCenter Portal

For information and details about how to implement SSL connections for Oracle
WebCenter Portal, see the following topics in the Administering Oracle WebCenter Portal:

s Securing the Spaces Connection to Content Server with SSL

= Securing the Browser Connection to Spaces with SSL

6.5.4 Configuring SSL for Oracle Identity and Access Management

You can configure SSL for Oracle Identity and Access Management components
residing on the middle tier:

s Configuring SSL for Oracle Directory Integration Platform
= Configuring SSL for Oracle Identity Federation

»  Configuring SSL for Oracle Directory Services Manager

6.5.4.1 Configuring SSL for Oracle Directory Integration Platform

You can configure Oracle Directory Integration Platform to use SSL for
communications with connected directories. The Administrator’s Guide for Oracle
Directory Integration Platform provides details about the following SSL tasks for Oracle
Directory Integration Platform:

s Configuring Oracle Directory Integration Platform for SSL. Mode 2 Server-Only
Authentication

= Managing the SSL Certificates of Oracle Internet Directory and Connected
Directories

= Bootstrapping in SSL Mode

s Configuring the Third-Party Directory Connector for Synchronization in SSL
Mode

s Configuring and Testing Oracle Internet Directory with SSL Server-Side
Authentication

s Testing SSL Communication Between Oracle Internet Directory and Microsoft
Active Directory
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6.5.4.2 Configuring SSL for Oracle Identity Federation

See "Configuring SSL for Oracle Identity Federation" in the Administrator's Guide for
Oracle Identity Federation for details.

Note: Use Sun Microsystems' keytool utility to manage keystores
and certificates required for SSL configuration in Oracle Identity
Federation.

6.5.4.3 Configuring SSL for Oracle Directory Services Manager

You can configure Oracle Directory Services Manager to use SSL for communications
with connected directories. The Administrator’s Guide for Oracle Virtual Directory
provides details about the following SSL tasks for Oracle Directory Services Manager:

» Logging into the Directory Server from Oracle Directory Services Manager Using
SSL

= Managing Oracle Directory Services Manager's Key Store

= Storing Oracle Directory Services Manager's Certificate in Oracle Virtual Directory

6.5.5 SSL-Enable Oracle Reports, Forms, Discoverer, and Portal

This section contains these topics:
= SSL for Oracle Reports

= SSL for Oracle Forms

= SSL for Oracle Discoverer

s SSL for Oracle Portal

6.5.5.1 SSL for Oracle Reports

To SSL-enable Oracle Reports, you need to enable SSL on the components front-ending
Oracle WebLogic Server.

For example, if you have an Oracle HTTP Server and an Oracle Web Cache
front-ending the Oracle WebLogic Server that hosts Oracle Reports, you need to
configure the following:

s Inbound SSL for Oracle Web Cache

See Section 6.4.2.1, "Enable Inbound SSL for Oracle Web Cache Using Fusion
Middleware Control."

s Inbound SSL for Oracle HTTP Server

See Section 6.4.3.1, "Enable SSL for Inbound Requests to Oracle HTTP Server
Virtual Hosts Using Fusion Middleware Control."

= Inbound SSL for Oracle WebLogic Server
See Section 6.5.1.1, "Inbound SSL to Oracle WebLogic Server."
»  SSL between Oracle Web Cache and Oracle HTTP Server

See Section 6.4.2.3, "Enable Outbound SSL for Oracle Web Cache Using Fusion
Middleware Control."

= SSL between Oracle HTTP Server and Oracle WebLogic Server
See Section 6.4.3.3, "Enable SSL for Outbound Requests from Oracle HTTP Server."
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Note: These steps are necessary only if you wish to set up
end-to-end SSL. In most cases, it is sufficient to enable SSL only on the
first component getting the request, since the other components are
usually within the intranet.

For example, if the request is sent to Oracle Web Cache, you may only
need to follow the first step. If the request is sent to Oracle HTTP
Server, you may only need to follow the second step. Select the steps
as dictated by your topology.

Additionally, Oracle Reports in Fusion Middleware Control accesses the reports
servlet for data. If that communication needs to take place over SSL, you must
complete the manual procedure described in Publishing Reports to the Web with Oracle
Reports Services.

6.5.5.2 SSL for Oracle Forms

To SSL-enable Oracle Forms, you need to enable SSL on the components front-ending
Oracle WebLogic Server.

For example, if you have an Oracle HTTP Server and an Oracle Web Cache
front-ending the Oracle WebLogic Server that hosts Oracle Forms, you need to
configure the following:

Inbound SSL for Oracle Web Cache

See Section 6.4.2.1, "Enable Inbound SSL for Oracle Web Cache Using Fusion
Middleware Control."

Inbound SSL for Oracle HTTP Server

See Section 6.4.3.1, "Enable SSL for Inbound Requests to Oracle HTTP Server
Virtual Hosts Using Fusion Middleware Control."

Inbound SSL for Oracle WebLogic Server
See Section 6.5.1.1, "Inbound SSL to Oracle WebLogic Server."
SSL between Oracle Web Cache and Oracle HTTP Server

See Section 6.4.2.3, "Enable Outbound SSL for Oracle Web Cache Using Fusion
Middleware Control."

SSL between Oracle HTTP Server and Oracle WebLogic Server
See Section 6.4.3.3, "Enable SSL for Outbound Requests from Oracle HTTP Server."

Note: These steps are necessary only if you wish to set up
end-to-end SSL. In most cases, it is sufficient to enable SSL only on the
first component getting the request, since the other components are
usually within the intranet.

For example, if the request is sent to Oracle Web Cache, you may only
need to follow the first step. If the request is sent to Oracle HTTP
Server, you may only need to follow the second step. Select the steps
as dictated by your topology.
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6.5.5.3 SSL for Oracle Discoverer

Running Oracle Discoverer over https requires certain tasks such as enabling SSL for
the Oracle HTTP Server virtual host and Oracle Web Cache front-ending the Oracle
WebLogic Server that hosts Oracle BI Discoverer, among others.

For details, see Configuring End-to-End Secure Sockets Layer for Discoverer in the
Configuration Guide for Oracle Business Intelligence Discoverer.

6.5.5.4 SSL for Oracle Portal

Oracle Portal uses a number of different components (such as the Parallel Page Engine,
Oracle HTTP Server, and Oracle Web Cache) each of which may act as a client or
server in HTTP communication. As a result, each component involving Oracle Portal
in the middle tier is individually configured for https.

For details, see the Administrator’s Guide for Oracle Portal.

6.5.6 Client-Side SSL for Applications

For information on how to write SSL-enabled applications, see "Using SSL
Authentication in Java Clients" in Oracle Fusion Middleware Programming Security for
Oracle WebLogic Server.

1

For best practices, refer to Section 6.8.2, "Best Practices for Application Developers.'

6.6 Configuring SSL for the Data Tier

This section contains these topics:
= Enabling SSL on Oracle Internet Directory Listeners
= Enabling SSL on Oracle Virtual Directory Listeners

= Configuring SSL for the Database

6.6.1 Enabling SSL on Oracle Internet Directory Listeners

Out of the box, Oracle Internet Directory nodes are SSL-enabled in no-auth mode.

This section explains how to SSL-enable Oracle Internet Directory listeners using
Fusion Middleware Control and the WLST command-line tool.

See Also: For details of setting Up Oracle Internet Directory SSL
Mutual Authentication Client and Server Authentication), see Note
1311791.1, which is available on My Oracle Support at
https://support.oracle.com/.

6.6.1.1 Enable Inbound SSL on an Oracle Internet Directory Listener Using Fusion
Middleware Control

In this example, the following steps enable SSL in no-auth mode for an instance of
Oracle Internet Directory using Fusion Middleware Control:

1. Select the Oracle Internet Directory instance in the navigation pane on the left.

2. Navigate to Oracle Internet Directory, then Administration, then Server
Properties.
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Oracle Internet Directory Page Refrashed Feb 6, 2009 2:30:15 PM pST Tl

Server Properties

General Performance SASL Statistics Logging
Server Mode | pead | Writke v

Maximumn number of entries to be returned by 5 search 10000

Maximurn time sllowed For & search to complete (secy 3600
Anoriymous Bind | Disallow except For Read Access on the root DSE
Port Numbers

Man-S5L Port | 389 L))
S50 Port 636 @Change 351 Settings

3. Click Change SSL Settings.
4. On the SSL Settings dialog:

Revert | Apply

Oracle Internet Directory + Page Refreshed Feb 6, 2009 2:32:0¢

(i) Information
All fields on this page will require a restart to take effect.

88L Configuration

Enahle 551
Server Wallet Mame -
@ TIP Wallet is not required For no-auth mode but is needed in other modes.,
=ladvanced SSL Settings

Server SSL properties
S5L Authentication | g Authentication v
* Cipher Suite L]
55L_DH_anon_WITH_RCe_126_MDS
[155L_DH_anon_WITH_DES_CBC_SHA
[[]55L_DH_anon_WITH_3DES_EDE_CBC_SH|

* 350 Protocal Yersion | w1 =

[v3_vaHela

[Cwva

= Select Enable SSL.

= Set SSL Authentication to No Authentication.
= Set Cipher Suite to AlL

= Set SSL protocol version to v3.

n Cth OK.

@ ok

5. Restart the Oracle Internet Directory instance by navigating to Oracle Internet

Directory, then Control, then Restart.

6. To verify that the instance is correctly SSL-enabled, execute an 1dapbind command

of the form:

ldapbind -D cn=orcladmin
-U 1
-h host
-p SSL_port

Notes: -U 1 represents the no-auth mode.

For Oracle Internet Directory listeners in a stand-alone environment, see

Administrator’s Guide for Oracle Internet Directory.

SSL Enabling in Other Authentication Modes

The steps for SSL-enabling in other authentication modes are the same, except that in
the SSL Settings dialog, you would set the appropriate authentication type.
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Note: Other authentication types need an Oracle wallet.

6.6.1.2 Enabling Inbound SSL on an Oracle Internet Directory Listener Using WLST

See Also: Section 6.3.3 for details about how to use WLST.

Configure the listener with SSL properties in no-auth mode as follows:

Note: The Oracle Internet Directory port name is always sslportl.

configureSSL('instl',
'oidl"',
'oid',
'sslportl')

Note:

m configureSSL can use defaults for all SSL attributes; see Table 6-5
for details.

= We could also specify a properties file as a parameter to
configureSsL; see Table 64 for details.

s See also Section 6.9.

SSL Enabling in Other Authentication Modes

You can do this by running the configureSSL command with a properties file as
parameter and specifying an appropriate authentication type parameter value. For
details, see the Administrator’s Guide for Oracle Internet Directory.

6.6.1.3 Enabling Outbound SSL from Oracle Internet Directory to Oracle Database

Two sets of procedures are needed to configure SSL connections from Oracle Internet
Directory to Oracle Database:

= Configure SSL for the Database

= Configure Outbound Oracle Internet Directory

Configure SSL for the Database

The steps to configure Oracle Database for SSL are described in Section 6.6.3.1,
"SSL-Enable Oracle Database."

Configure Outbound Oracle Internet Directory

Take these steps to configure SSL for outbound traffic from Oracle Internet Directory
to Oracle Database:

1. Stop the Oracle Internet Directory server instances whose outbound traffic to the
database is to be configured with SSL using this opmnctl syntax:

SORACLE_INSTANCE/bin/opmnctl stopproc ias-component=componentName

For example:

SORACLE_INSTANCE/bin/opmnctl stopproc ias-component=o0idl
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2. Configure Security Socket Layer authentication on the database to which the
Oracle Internet Directory server instance is connecting.

For details, see Oracle Database Advanced Security Administrator’s Guide.
3. Restart the database/listener as required.
4. Start Oracle Internet Directory server instances using this opmnctl syntax:

SORACLE_INSTANCE/bin/opmnctl startproc ias-component=componentName

For example:

SORACLE_INSTANCE/bin/opmnctl startproc ias-component=oidl

Note: Only the no-authentication mode is supported.

6.6.2 Enabling SSL on Oracle Virtual Directory Listeners

This section explains how to enable SSL for an instance of Oracle Virtual Directory.

The Administrator’s Guide for Oracle Virtual Directory provides additional information
on these topics:

s Configuring SSL for Listeners Using Fusion Middleware Control
s Configuring SSL for Listeners Using WLST

s Configuring a Mutual Authentication SSL Connection Between Oracle Virtual
Directory and Oracle Internet Directory

6.6.2.1 Enable SSL for Oracle Virtual Directory Using Fusion Middleware Control
The steps to enable SSL are as follows (the example illustrates the server-auth mode):

1. Select the Oracle Virtual Directory instance in the navigation pane on the left.

2. Select a keystore to use for the operation by navigating to Oracle Virtual
Directory, then Security, then Keystores

Choose from the list of keystores that appears. If you need to generate a new
keystore, see Section 8.3.3.1, "Creating a Keystore Using Fusion Middleware
Control" for details.

3. To SSL-enable the listener, navigate to Oracle Virtual Directory, then
Administration, then Listeners.

4. Select the LDAP SSL Endpoint listener, and click Edit.

[&] Oracle Virtual Directory + Page Refreshed Feb 6, 2003 2:36:52 PMPST 0

Lolfatttlfa"\fi[fal Directory provides services to clients through connections known as listeners. There bwo types of Listeners: LDAP and HTTP, and both can

be pratected using S5L. This page allows you to configure listeners,
Yiew - Create.,, g Edit...  $§ Delste..,

Mame Enabled Type Threads Listening Port

LDAP Endpoint R LDAP 10 6501

LDAP 55L Endpoint: LDAPS 10 7501

Admin Gateway ADMINS 10 8899

DSML Gateway HTTP 10 8080

x4

The Edit Listener page appears:
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[@] Oracle virtual Directory Page Refreshed Feb 6, 2009 2:37:57 P PST L)

(i) Information
All fields on this page will require a restart to take effect.

Edit Listener - LDAP SSL Endpoint CK | Cancel
Listener Type

Basic
Listener Marme  LDAP 55L Endpoink 551 Configuration Status Enabled Change S50 Settings
Listener Port 7501 Liskener Enabled
Threads 10

Click Change SSL Settings.
On the SSL Settings dialog:

[@] oracle virtual Directary + Page Refrashed Feb &, 2009 2138:23 PM ST T
(i) Information
All Fields on this page will require a restart bo kake effect,

S5L Configuration (@ ok | cancel

Enable 551
Server Keystore Name | pese 4
& TIP wallet is not required For no-auth made but is needed in other modes.
* Server Keystore Password | geessse
Serwer Truststore Mame | pesy 4
& TIP Truststore is not required For no-auth mode but is needed in other modes.
#* Seryver Truststore Password | geesess

=ladvanced SSL Settings

Server SSL properties

S5L Authentication | Server Authentication v
* Cipher Suite all
SSL_RSA_WITH_RC4_128_MDS 2

S5L_R3A_WITH_3DES_EDE_CBC_SHA

* 351 Protocol Yersion | w1;v2Hello hd

w2Hello

m  Select Enable SSL.

»  For Server Keystore Name, select the keystore you created in step 2, for
example, OvDtestJks.

»  For Server Keystore Password, type the keystore password you specified in
step 2.

»  For Server Truststore Name, select the keystore you created in step 2, for
example, OvDtestJks.

»  For Server Truststore Password, type the keystore password you specified in
step 2.

= Expand Advanced SSL Settings.

s For SSL authentication, select Server Authentication. This is the default
setting.

»  For Cipher Suite, select the applicable cipher suite, in this example A11.
= Select a protocol version.
L] Click OK.

Stop and start the Oracle Virtual Directory instance by navigating to Oracle
Virtual Directory, then Control, then Stop and Start.

To verify that the instance is correctly SSL-enabled, execute an 1dapbind command
of the form:

ldapbind -D cn=orcladmin
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-U 2
-h host
-p SSL_port
-W "file:// DIRECTORY_SSL_WALLET"

Note:
s -U 2 represents the server-auth mode.

= DIRECTORY_SSL_WALLET is the path to a wallet file, not including
the wallet file name.

s This wallet must exist and must contain the trusted certificate of
the CA that issued the server certificate.

SSL Enabling in Other Authentication Modes

The steps for SSL-enabling in other authentication modes are similar, except that in the
SSL Settings dialog, you would set the appropriate authentication type.

Note: If configuring SSL for an LDAP listener, SSL communication is
verified using 1dapbind. If it is an http listener, it is verified using a
browser.

6.6.2.2 Enabling SSL on an Oracle Virtual Directory Listener Using WLST

See Also: Section 6.3.3 for details about how to use WLST.

Take these steps to configure the listener in server-auth mode:

1. Determine the listeners for this Oracle Virtual Directory instance by running the
following command:

listListeners('instl', 'ovdl' )
This command lists all the listeners for instance inst1 and component name ovdl;

select the one that needs to be configured for SSL. For this example, select LDAP
SSL Endpoint.

2. Obtain the name of the SSL MBean for the Oracle Virtual Directory listener:

getSSLMBeanName ('instl',
‘ovdl',
‘ovd',
'LDAP SSL Endpoint')

This command will return the SSL MBean name for the specified instance,
component name, component type, and listener.

3. Set the passwords for the keystore and truststore in the MBean with the following
commands:

cd ('SSL_MBean Name')
set ('KeyStorePassword', java.lang.String('password') .toCharArray())
set ('TrustStorePassword', java.lang.String ('password') .toCharArray())

4. Configure the listener with SSL properties:

configureSSL('instl',
‘ovdl',
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‘ovd',
'LDAP SSL Endpoint')

Note: Steps 2 and 3 are required only for server-auth and
mutual-auth modes.

Enabling SSL in Other Authentication Modes

You can do this by running the configureSSL command with a properties file as
parameter and specifying appropriate authentication type parameter value. For
details, see "Creating and Managing Oracle Virtual Directory Listeners" in the
Administrator’s Guide for Oracle Virtual Directory.

6.6.3 Configuring SSL for the Database

This section contains these topics:
s SSL-Enable Oracle Database
s SSL-Enable a Data Source

6.6.3.1 SSL-Enable Oracle Database
Take these steps to SSL-enable Oracle database:

1. Create a root CA and a certificate for the DB. Here is an example:

Note: Self-signed certificates are not recommended for production
use. For information about obtain production wallets, see

Section 8.4.8.3, "Changing a Self-Signed Wallet to a Third-Party
Wallet.".

mkdir root
mkdir server

# Create root wallet, add self-signed certificate and export

orapki wallet create -wallet ./root -pwd password

orapki wallet add -wallet ./root -dn CN=root_test,C=US -keysize 2048 -self_
signed -validity 3650 -pwd password

orapki wallet display -wallet ./root -pwd password

orapki wallet export -wallet ./root -dn CN=root_test,C=US -cert
./root/bbdcertificate.txt -pwd password

#Create server wallet, add self-signed certificate and export

orapki wallet create -wallet ./server -pwd password

orapki wallet add -wallet ./server -dn CN=server_test,C=US -keysize 2048 -pwd
password

orapki wallet display -wallet ./server -pwd password

orapki wallet export -wallet ./server -dn CN=server_test,C=US -request
./server/creq.txt -pwd password

# Import trusted certificates

orapki cert create -wallet ./root -request ./server/creq.txt -cert
./server/cert.txt -validity 3650 -pwd password

orapki cert display -cert ./server/cert.txt -complete

orapki wallet add -wallet ./server -trusted_cert -cert
./root/bbdcertificate.txt -pwd password

orapki wallet add -wallet ./server -user_cert -cert ./server/cert.txt -pwd

Configuring SSL in Oracle Fusion Middleware 6-31



Configuring SSL for the Data Tier

password
orapki wallet create -wallet ./server -auto_login -pwd password}}

2. Update listener.ora, sqlnet.ora, and tnsnames.ora for the database. The
tnsnames.ora file resides in $ORACLE_BASE/network/admin. The other files reside
in $ORACLE_HOME/network/admin.

a. This example shows the default 1istener.ora:

SID_LIST LISTENER =

(SID_LIST =(SID_DESC =(SID_NAME = PLSExtProc) (ORACLE_HOME = /path_ to_O_
H) (PROGRAM = extproc)))

LISTENER =(DESCRIPTION_LIST =(DESCRIPTION =

(ADDRESS = (PROTOCOL = IPC) (KEY = EXTPROC1))

(ADDRESS = (PROTOCOL = TCP) (HOST = mynode.mycorp.com) (PORT = 1521))
(ADDRESS = (PROTOCOL = TCPS) (HOST = mynode.mycorp.com) (PORT = 2490))

))

WALLET_LOCATION= (SOURCE= (METHOD=FILE) (METHOD_DATA= (DIRECTORY=/wallet_
Jlocation)))

SSL_CLIENT_AUTHENTICATION=FALSE}}

And here is an updated listener.ora file, illustrating a scenario with no
client authentication:

SID_LIST LISTENER =
(SID_LIST =
(SID_DESC =
(GLOBAL_DBNAME = dbname)
(ORACLE_HOME = /path_to_O_H)
(SID_NAME = sid)

SSL_CLIENT AUTHENTICATION = FALSE

WALLET LOCATION =
(SOURCE =
(METHOD = FILE)
(METHOD_DATA
(DIRECTORY

/wallet_path)

LISTENER =
(DESCRIPTION_LIST =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = IPC) (KEY = EXTPROC1521))
)
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = mynode.mycorp.com) (PORT = 1521))
)
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCPS) (HOST = mycorp.com) (PORT = 2490))

Note that the SSL port has been added.

b. Likewise, a modified sqlnet.ora file may look like this:
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NAMES.DIRECTORY_PATH= (TNSNAMES, EZCONNECT)

SQLNET .AUTHENTICATION_SERVICES=(BEQ, TCPS,NTS)

WALLET LOCATION=(SOURCE= (METHOD=FILE) (METHOD_DATA= (DIRECTORY=/directory)))
SSL_CLIENT AUTHENTICATION=FALSE

c. A modified tnsnames.ora file may look like this:

0ID =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = mynode.mycorp.com) (PORT = 1521))
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE_NAME = mynode.mycorp.com)
)
)
SSL =
(DESCRIPTION =

(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCPS) (HOST = mynode.mycorp.com) (PORT = 2490))
)
(CONNECT_DATA =
(SERVICE_NAME = mynode.mycorp.com)
or
(SID = mynode.mycorp.com)
)
(SECURITY=(SSL_SERVER_CERT DN=\"CN=server_ test,C=US\"))
)

Test the connection to the database using the new connect string. For example:
S tnsping ssl

$ sglplus username/password@ssl

See Also: The chapter "Configuring Secure Sockets Layer
Authentication” in the Oracle Advanced Security Administrator’s Guide.

6.6.3.2 SSL-Enable a Data Source

Take these steps to configure your data sources on Oracle WebLogic Server to use SSL.

1.

Create a truststore and add the root certificate (which is created when
SSL-enabling the database) as a trusted certificate to the truststore. For details see
Oracle Fusion Middleware Securing Oracle WebLogic Server.

In the Oracle WebLogic Server Administration Console, navigate to the
Connection pool tab of the data source that you are using.

Note: The data source can be an existing source such as an Oracle
WebCenter Portal data source, or a new data source. See Creating a
JDBC Data Source in Oracle Fusion Middleware Configuring and
Managing JDBC Data Sources for Oracle WebLogic Server for details.

The properties you need to specify in the JDBC Properties text box depend on the
type of authentication you wish to configure.

= If you will require client authentication (two-way authentication):

javax.net.ssl.keyStore=.. (password of the keystore)
javax.net.ssl.keyStoreType=JKS
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javax.net.ssl.keyStorePassword=. .. (password of the keystore)
javax.net.ssl.trustStore=... (the truststore location on the disk)
javax.net.ssl.trustStoreType=JKS
javax.net.ssl.trustStorePassword=. .. (password of the truststore)

= If you will require no client authentication:

javax.net.ssl.trustStore=... (the truststore location on the disk)
javax.net.ssl.trustStoreType=JKS
javax.net.ssl.trustStorePassword=. .. (password of the truststore)

3. In the URL text box, enter the JDBC connect string. Ensure that the protocol is
TCPS and that SSL_SERVER_CERT_DN contains the full DN of the database
certificate.

Use the following syntax if tnsnames.ora uses "SERVICE_NAME":

jdbc:oracle:thin:@ (DESCRIPTION= (ADDRESS_

LIST=(ADDRESS= (PROTOCOL=TCPS) (HOST=host-name) (PORT=port-number))) (CONNECT
DATA= (SERVICE_NAME=service)) (SECURITY=(SSL_SERVER_CERT_DN="CN=server_
test,C=US")))

Use the following syntax if tnsnames.ora uses "SID":

jdbc:oracle:thin:@ (DESCRIPTION= (ADDRESS_
LIST=(ADDRESS=(PROTOCOL=TCPS) (HOST=host-name) (PORT=port-number) ) ) (CONNECT_
DATA= (SID=service)) (SECURITY=(SSL_SERVER_CERT_ DN="CN=server_ test,C=US")))

4. Test and verify the connection. Your data source is now configured to use SSL.

6.7 Advanced SSL Scenarios

This section explains how to handle additional SSL configuration scenarios beyond the
basic topologies described earlier:

»  Hardware Security Modules and Accelerators
s CRL Integration with SSL

For details and examples of the commands used in this section see Section 6.9.

6.7.1 Hardware Security Modules and Accelerators

6-34

A Hardware Security Module (HSM) is a physical plug-in card or an external security
device that can be attached to a computer to provide secure storage and use of
sensitive content.

Note: This discussion applies only to Oracle HTTP Server, Oracle
Web Cache, and Oracle Internet Directory, which are the system
components supporting HSM.

Oracle Fusion Middleware supports PKCS#11-compliant HSM devices that provide a
secure storage for private keys.

Take these steps to implement SSL for a component using a PKCS#11 wallet:

1. Install the HSM libraries on the machine where the component is running. This is
a one-time task and is device-dependent.
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2. Next, create a wallet using Oracle Wallet Manager (OWM) or the orapki
command-line tool. Note the following;:

a. Choose PKCS11 as the wallet type.

b. Specify the device-specific PKCS#11 library used to communicate with the
device. This library is part of the HSM software.

On Linux, the library is located at:
For LunaSA (Safenet): /usr/lunasa/lib/libCryptoki2.so
For nCipher: /opt/nfast/toolkits/pkcsll/libcknfast.so
On Windows, the library is located at:
For LunaSA (Safenet): C:\Program Files\LunaSA\cryptoki.dll
3. Now follow the standard procedure for obtaining third-party certificates, that is,

creating a certificate request, getting the request approved by a Certificate
Authority (CA), and installing the certificate signed by that CA.

The wallet you set up is used like any other wallet.
4. Verify the wallet with the orapki utility. Use the following command syntax:

orapki wallet pll_verify [-wallet [wallet]] [-pwd password]

See Also: Appendix I, "Oracle Wallet Manager and orapki" for
details about orapki

5. Configure SSL on your component listener using the configuressL WLST
command, providing a properties file as input. Your properties file should specify
the full path of the PKCS#11 wallet directory on the machine where the component
is running. (Note: Do not save the PKCS#11 wallet in the instance home directory.
Only wallets created and managed through Fusion Middleware Control or WLST
should reside in the instance home.)

A sample properties file could look like this:

SSLEnabled=true
AuthenticationType=Server
PKCS11lWallet=/tmp/lunasa/wallet

Note: You must use the WLST command configureSsL to configure
the PKCS11 wallet. You cannot do this task using Fusion Middleware
Control or any other tool.

6.7.2 CRL Integration with SSL

When managing SSL configuration for Oracle HTTP Server (OHS), Oracle Internet
Directory (OID), or WebCache, you can specify a CRL to use by specifying a file or file
system folder name. The SSL configuration does not itself interpret this file or folder
name; rather, it simply passes this configuration on to the component.
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Note:

s This discussion applies only to Oracle HTTP Server and Oracle
Web Cache in the context of an Oracle WebLogic Server
environment. For SSL configuration in standalone components,
see Administrator’s Guide for Oracle HTTP Server and
Administrator’s Guide for Oracle Web Cache.

s Configuring CRL validation is done through WLST; you cannot
perform this task through Fusion Middleware Control.

= This section does not discuss how to actually manage CRLs. You
manage CRLs using the orapki utility.

Components that use SSL can optionally turn on certificate validation using a
certificate revocation list (CRL). This allows them to validate the peer certificate in the
SSL handshake and ensure that it is not on the list of revoked certificates issued by the
Certificate Authority (CA).

This section describes how to configure a component to use CRL-based validation, and
how to create and set up CRLs on the file system.

6.7.2.1 Configuring CRL Validation for a Component

Configure SSL on your component listener using the configureSsL WLST command,
providing a properties file as input.

The properties file must be set up as follows:

1. The CertValidation attribute must be set to url.

2. The CertValidationPath attribute must be of the form file://file_path or
dir://directory_path.

»  Use the first format if you are using a single CRL file for certificate validation.
This CRL file should contain a concatenation of all CRLs.

»  Use the second format if you are specifying a directory path that contains
multiple CRL files in hashed form.

See Section 6.7.2.2, "Manage CRLs on the File System" on how to create CRLs
in hashed form.

In this example, the properties file specifies a single CRL file:

SSLEnabled=true
AuthenticationType=Server
CertValidation=crl

KeyStore=ohsl
CertValidationPath=file:///tmp/file.crl

In this example, the properties file specifies a directory path to multiple CRL files:

SSLEnabled=true
AuthenticationType=Server
KeyStore=ohsl
CertValidation=crl
CertValidationPath=dir:///tmp
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6.7.2.2 Manage CRLs on the File System

You use the orapki command-line tool to manage CRLs on the file system. For details
on this topic, see Section 1.2.5, "Managing Certificate Revocation Lists (CRLs) with
orapki Utility."

CRL Renaming to Hashed Form

If specifying a CRL storage location, the CRL must be renamed. This enables CRLs to
be loaded in an efficient manner at runtime. This operation creates a symbolic link to
the actual CRL file. On Windows, the CRL is copied to a file with a new name.

To rename a CRL:

orapki crl hash
[-crl [url|filename]] [-wallet wallet] [-symlink directory]
[-copy directory] [-summary] [-pwd password]

For example:

orapki crl hash -crl nzcrl.txt -symlink wltdir -pwd password

If the CRL file name is specified at runtime, multiple CRLs can be concatenated in that
file. The CRL created in this example is in Base64 format, and you can use a text editor
to concatenate the CRLs.

CRL Creation

Note: CRL creation and Certificate Revocation are for test purposes
and only used in conjunction with self-signed certificates. For
production use, obtain production certificates from well-known CAs
and obtain the CRLs from those authorities.

To create a CRL:

orapki crl create
[-crl [url|filename]] [-wallet [cawallet]] [-nextupdate [days]] [-pwd password]

For example:
orapki crl create

-crl nzcrl.crl -wallet rootwlt -nextupdate 3650 -pwd password

Certificate Revocation
Revoking a certificate adds the certificate's serial number to the CRL.

To revoke a certificate:

orapki crl revoke
[-crl [url|fi1ename]] [-wallet [cawallet]] [-cert [revokecert]] [-pwd password]

For example:

orapki crl revoke
-crl nzcrl.txt -wallet rootwlt -cert cert.txt -pwd password

6.7.2.3 Test a Component Configured for CRL Validation

To test that a component is correctly configured for CRL validation, take these steps:

1. Set up a wallet with a certificate to be used in your component.
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Generate a CRL with this certificate in the revoked certificates list. Follow the steps
outlined in Section 6.7.2.2, "Manage CRLs on the File System."

Configure your component to use this CRL. Follow the steps outlined in
Section 6.7.2.1, "Configuring CRL Validation for a Component.”

The SSL handshake should fail when this revoked certificate is used.

6.8 Best Practices for SSL

This section outlines some best practices for Oracle Fusion Middleware component
administrators and application developers. It contains these topics:

Best Practices for Administrators

Best Practices for Application Developers

6.8.1 Best Practices for Administrators

Best practices for system administrators include the following:

Use self-signed wallets only in test environment. You should obtain a CA signed
certificate in the wallet before moving to production environment. For details, see
Chapter 8, "Managing Keystores, Wallets, and Certificates."

It is recommended that components (at least in the Web tier) use certificates that
have the system host name or virtual host or site name as the DN. This allows
browsers to connect in SSL mode without giving unsettling warning messages.

A minimum key size of 1024 bits is recommended for certificates used for SSL.
Higher key size provides more security but at the cost of reduced performance.
Pick an appropriate key size value depending on your security and performance
requirements.

Lack of trust is one of the most common reasons for SSL handshake failures.
Ensure that the client trusts the server (by importing the server CA certificate into
the client keystore) before starting SSL handshake. If client authentication is also
required, then the reverse should also be true.

Certificates generated using *' in CN, OU or O parameters of the certificate
request are permitted in wallets used to configure SSL for Web tier components.
You must be aware of the security implications of implementing this approach in
your environment. A certificate with a CN such as "*.name.oracle.com", where one
can host multiple secure virtual hosts to have two separate listeners on different
IPs and/or ports using the same certificate/key, is a legitimate scenario; however,
a certificate that has "™*" is not as secure, as it could map to any identity.

6.8.2 Best Practices for Application Developers

The following practices are recommended:

Use Java Key Store (JKS) to store certificates for your Java EE applications.

Externalize SSL configuration parameters like keystore path, truststore path, and
authentication type in a configuration file, rather than embedding these values in
the application code. This allows you the flexibility to change SSL configuration
without having to change the application itself.
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6.9 WLST Reference for SSL

Starting with 11¢ Release 1 (11.1.1.9), WLST commands have been added to manage
Oracle wallets and JKS keystores and to configure SSL for Oracle Fusion Middleware

components.

Use the commands listed in Table 6-1,Table 6-2, and Table 6-3 for this task.

See Also: Section 8.2, "Command-Line Interface for Keystores and
Wallets" for important instructions on how to launch the WLST shell
to run SSL-related commands. Do not launch the WLST interface from
any other location.

Note: All WLST commands for SSL configuration must be run in

online mode.

You can obtain help for each command by issuing:

help ('command_name')

Certain commands require parameters like instance name, ias-component and process
type. You can obtain this information with the command:

SORACLE_INSTANCE/bin/opmnctl status

Table 6-1 WLST Commands for SSL Configuration

Use with
Use this command... To... WLST...
configureSSL Set the SSL attributes for a component listener. Online
getSSL Display the SSL attributes for a component listener.  Online
Table 6-2 WLST Commands for Oracle Wallet Management
Use with

Use this command... To... WLST...
addCertificateRequest Generate a certificate signing request in an Oracle Online

wallet.
addSelfSignedCertificate ~ Add a self-signed certificate to an Oracle wallet. Online
changeWalletPassword Change the password to an Oracle wallet. Online
createWallet Create an Oracle wallet. Online
deleteWallet Delete an Oracle wallet. Online
exportWallet Export an Oracle wallet to a file. Online
exportWalletObject Export an object (for example, a certificate) froman  Online

Oracle wallet to a file.
getWalletObject Display a certificate or other object present in an Online

Oracle wallet.
importWallet Import an Oracle wallet from a file. Online
importWalletObject Import a certificate or other object from a filetoan ~ Online

Oracle wallet.
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Table 6-2 (Cont.) WLST Commands for Oracle Wallet Management

Use with
Use this command... To... WLST...
listWalletObjects List all objects (such as certificates) present in an Online
Oracle wallet.
listWallets List all Oracle wallets configured for a component ~ Online
instance.
removeWalletObject Remove a certificate or other object from a Online
component instance's Oracle wallet.
Table 6-3 WLST Commands for Java Keystore (JKS) Management
Use with
Use this command... To... WLST...
changeKeyStorePassword Change the password to a JKS keystore. Online
createKeyStore Create a JKS keystore. Online
deleteKeyStore Delete a JKS keystore. Online
exportKeyStore Export a JKS keystore to a file. Online
exportKeyStoreObject Export an object (for example, a certificate) from a Online
JKS keystore to a file.
generateKey Generate a keypair in a JKS keystore. Online
getKeyStoreObject Display a certificate or other object presentina JKS  Online
keystore.
importKeyStore Import a JKS keystore from a file. Online
importKeyStoreObject Import a certificate or other object from a file to a Online
JKS keystore.
listKeyStoreObjects List all objects (for example, certificates) presentina Online
JKS keystore.
listKeyStores List all JKS keystores configured for a component Online
instance.
removeKeyStoreObject Remove a certificate or other object from a Online
component instance's JKS keystore.
Note: WLST allows you to import certificates only in PEM format.

6.9.1 addCertificateRequest

Online command that generates a certificate signing request in an Oracle wallet.

6.9.1.1 Description

This command generates a certificate signing request in Base64 encoded PKCS#10
format in an Oracle wallet for a component instance (Oracle HTTP Server, Oracle

WebCache or Oracle Internet Directory). To get a certificate signed by a certificate
authority (CA), send the certificate signing request to your CA.

6.9.1.2 Syntax

addCertificateRequest ('instName', 'compName', 'compType', 'walletName',

'password’,

‘DN,

'keySize')
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Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs', 'oid’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

DN Specifies the Distinguished Name of the key pair entry.

keySize Specifies the key size in bits.

6.9.1.3 Example

The following command generates a certificate signing request with DN
cn=www.acme.com and key size 1024 in walletl, for Oracle Internet Directory instance
0idl, in application server instance inst1:

wls:/mydomain/serverConfig> addCertificateRequest('instl', 'oidl',
'oid', 'walletl', 'password', 'cn=www.acme.com',6 '1024',)

6.9.2 addSelfSignedCertificate

Online command that adds a self-signed certificate.

6.9.2.1 Description

This command creates a key pair and wraps it in a self-signed certificate in an Oracle
wallet for the specified component instance (Oracle HTTP Server, Oracle WebCache or
Oracle Internet Directory). Only keys based on the RSA algorithm are generated.

6.9.2.2 Syntax

addSelfSignedCertificate('instName', 'compName', 'compType', 'walletName',
'password', 'DN', 'keySize')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs', 'oid’, and
‘webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

DN Specifies the Distinguished Name of the key pair entry.

keySize Specifies the key size in bits.

6.9.2.3 Example

The following command adds a self-signed certificate with DN cn=www.acme . com, key
size 1024 to walletl, for Oracle Internet Directory instance 0idl, in application server
instance inst1:

wls:/mydomain/serverConfig> addSelfSignedCertificate('instl', 'oidl',
'oid', 'walletl', 'password', 'cn=www.acme.com', '1024")
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6.9.3 changeKeyStorePassword

Online command that changes the keystore password.

6.9.3.1 Description

This command changes the password of a Java Keystore (JKS) file for an Oracle Virtual
Directory instance.

6.9.3.2 Syntax

changeKeyStorePassword ('instName', 'compName', 'compType', 'keystoreName',
'currPassword', 'newPassword')

Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'.
keystoreName Specifies the filename of the keystore.

currPassword Specifies the current keystore password.

newPassword Specifies the new keystore password.

6.9.3.3 Example

The following command changes the password of file keys . jks for Oracle Virtual
Directory instance ovdl in application server instance inst1:

wls:/mydomain/serverConfig> changeKeyStorePassword('instl', 'ovdl',
'ovd', 'keys.jks', 'currpassword',6 'newpassword')

6.9.4 changeWalletPassword

Online command that changes the password of an Oracle wallet.

6.9.4.1 Description

This command changes the password of an Oracle wallet for the specified component
instance (Oracle HTTP Server, Oracle WebCache or Oracle Internet Directory). This
command is only applicable to password-protected wallets.

6.9.4.2 Syntax

changeWalletPassword('instName', 'compName', 'compType',

'walletName', 'currPassword', 'newPassword')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'oid’, 'ohs', and
‘webcache'.

walletName Specifies the filename of the wallet.

currPassword Specifies the current wallet password.

newPassword Specifies the new wallet password.
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6.9.4.3 Example

The following command changes the password for walletl from currpassword to
newpassword for Oracle HTTP Server instance ohs1 in application server instance

instl:
wls:/mydomain/serverConfig> changeWalletPassword('instl', 'ohsl', 'ohs', 'walletl',
'currpassword', 'newpassword')

6.9.5 configureSSL

Online command that sets SSL attributes.

6.9.5.1 Description

This command sets the SSL attributes for a component listener. The attributes are
specified in a properties file format (name=value). If a properties file is not provided,
or it does not contain any SSL attributes, default attribute values are used.

For details about the format of properties files, see Section 6.9.28, "Properties Files for
SSL."

6.9.5.2 Syntax

configureSSL('instName', 'compName', 'compType', 'listener', 'filePath')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'oid’, 'ovd', ohs', and
'webcache'.

listener Specifies the name of the component listener to be configured for SSL.

filePath Specifies the absolute path of the properties file containing the SSL

attributes to set.

6.9.5.3 Examples

The following command configures SSL attributes specified in the properties file
/tmp/ssl.properties for Oracle Virtual Directory instance ovdl in application server
instance instl, for listener listenerl:

wls:/mydomain/serverConfig> configureSSL('instl', 'ovdl', 'ovd',
'listenerl','/tmp/ssl.properties')

The following command configures SSL attributes without specifying a properties file.
Since no file is provided, the default SSL attribute values are used:

wls:/mydomain/serverConfig> configureSSL('instl', 'ovdl', 'ovd',6 'listener2')

6.9.6 createKeyStore

Online command that creates a JKS keystore.

6.9.6.1 Description

This command creates a Java keystore (JKS) for the specified Oracle Virtual Directory
instance. For keystore file location and other information, see Section 8.3.6.1, "Location
of Keystores."
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6.9.6.2 Syntax

createKeyStore ('instName', 'compName', 'compType', 'keystoreName', 'password')
Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'".
keystoreName Specifies the filename of the keystore file to be created.

password Specifies the keystore password.

6.9.6.3 Example

The following command creates JKS file keys . jks with the password password for
Oracle Virtual Directory instance ovdl in application server instance inst1:

wls: /mydomain/serverConfig> createKeyStore('instl', 'ovdl', 'ovd', 'keys.jks',
'password")

6.9.7 createWallet

Online command that creates an Oracle wallet.

6.9.7.1 Description

This command creates an Oracle wallet for the specified component instance (Oracle
HTTP Server, Oracle WebCache or Oracle Internet Directory). Wallets can be of
password-protected or auto-login type. For wallet details, see Chapter 8, "Managing
Keystores, Wallets, and Certificates."

6.9.7.2 Syntax

createWallet ('instName', 'compName', 'compType', 'walletName', 'password')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'oid’, 'ohs', and
‘webcache'.

walletName Specifies the name of the wallet file to be created.

password Specifies the wallet password.

6.9.7.3 Examples

The following command creates a wallet named walletl with password password, for
Oracle HTTP Server instance ohs1 in application server instance inst1:

wls: /mydomain/serverConfig> createWallet('instl', 'ohsl', 'ohs', 'walletl',
'password')

The following command creates an auto-login wallet named wallet2 for Oracle
WebCache instance wcl, in application server instance inst1:

wls:/mydomain/serverConfig> createWallet('instl', 'wcl', 'webcache', 'wallet2', '')
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6.9.8 deleteKeyStore

Online command that deletes a keystore.

6.9.8.1 Description

This command deletes a keystore for a specified Oracle Virtual Directory instance.

6.9.8.2 Syntax

deleteKeyStore('instName', 'compName', 'compType', 'keystoreName')
Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance.
compType Specifies the type of component. Valid value is 'ovd'.
keystoreName Specifies the name of the keystore file to delete.

6.9.8.3 Example

The following command deletes JKS file keys . jks for Oracle Virtual Directory instance
ovdl in application server instance inst1:

wls: /mydomain/serverConfig> deleteKeyStore('instl', 'ovdl', 'ovd', 'keys.jks')

6.9.9 deleteWallet

Online command that deletes an Oracle wallet.

6.9.9.1 Description

This command deletes an Oracle wallet for the specified component instance (Oracle
HTTP Server, Oracle WebCache or Oracle Internet Directory).

6.9.9.2 Syntax

deleteWallet ('instName', 'compName', 'compType', 'walletName')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'oid’, 'ohs', and
‘webcache'.

walletName Specifies the name of the wallet file to be deleted.

6.9.9.3 Example

The following command deletes a wallet named walletl for Oracle HTTP Server
instance ohs1 in application server instance inst1:

wls:/mydomain/serverConfig> deleteWallet('instl', 'ohsl', 'ohs', 'walletl')

6.9.10 exportKeyStore

Online command that exports the keystore to a file.
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6.9.10.1 Description

This command exports a keystore, configured for the specified Oracle Virtual
Directory instance, to a file under the given directory. The exported filename is the
same as the keystore name.

6.9.10.2 Syntax

exportKeyStore ('instName', 'compName', 'compType', 'keystoreName',
'password', 'path')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'".

keystoreName Specifies the name of the keystore file.

password Specifies the password of the keystore.

path Specifies the absolute path of the directory under which the keystore

is exported.

6.9.10.3 Example
The following command exports the keystore keys . jks for Oracle Virtual Directory
instance ovdl to file keys. jks under /tmp:

wls:/mydomain/serverConfig> exportKeyStore('instl', 'ovdl', 'ovd',6 'keys.jks',
'password', '/tmp')

6.9.11 exportKeyStoreObject

Online command that exports an object from a keystore to a file.

6.9.11.1 Description

This command exports a certificate signing request, certificate/certificate chain, or
trusted certificate present in a Java keystore (JKS) to a file for the specified Oracle
Virtual Directory instance. The certificate signing request is generated before exporting
the object. The alias specifies the object to be exported.

6.9.11.2 Syntax

exportKeyStoreObject ('instName', 'compName', 'compType', 'keystoreName',
'password', 'type', 'path', 'alias')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'.

keystoreName Specifies the name of the keystore file.

password Specifies the password of the keystore.

type Specifies the type of the keystore object to be exported. Valid values
are 'CertificateRequest’, 'Certificate’, TrustedCertificate' and
"TrustedChain'.
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Argument Definition

path Specifies the absolute path of the directory under which the object is
exported as a file named base64.txt.

alias Specifies the alias of the keystore object to be exported.

6.9.11.3 Examples

The following command generates and exports a certificate signing request from the
key-pair indicated by alias mykey in keys. jks, for Oracle Virtual Directory instance
ovdl in application server instance instl. The certificate signing request is exported
under the directory /tmp:

wls:/mydomain/serverConfig> exportKeyStoreObject('instl', 'ovdl',
'ovd', 'keys.jks', 'password', 'CertificateRequest', '/tmp', 'mykey')

The following command exports a certificate or certificate chain indicated by alias
mykey in keys. jks, for Oracle Virtual Directory instance ovdl, in application server
instance inst1. The certificate or certificate chain is exported under the directory /tmp:

wls:/mydomain/serverConfig> exportKeyStoreObject('instl', 'ovdl',
'ovd', 'keys.jks', 'password', 'Certificate', '/tmp', 'mykey')

The following command exports a trusted certificate indicated by alias mykey in
keys. jks, for Oracle Virtual Directory instance ovdl, in application server instance
instl. The trusted certificate is exported under the directory /tmp:

wls:/mydomain/serverConfig> exportKeyStoreObject('instl', 'ovdl',
'ovd', 'keys.jks', 'password', 'TrustedCertificate', '/tmp', 'mykey')

6.9.12 exportWallet

Online command that exports an Oracle wallet.

6.9.12.1 Description

This command exports an Oracle wallet, configured for a specified component
instance (Oracle HTTP Server, Oracle WebCache or Oracle Internet Directory), to files
under the given directory. If the exported file is an auto-login only wallet, the file name
is cwallet.sso. If it is password-protected wallet, two files are created—ewallet.p12 and
cwallet.sso.

6.9.12.2 Syntax

exportWallet ('instName', 'compName', 'compType', 'walletName', 'password', 'path')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'oid’, 'ohs', and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

path Specifies the absolute path of the directory under which the object is
exported.
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6.9.12.3 Examples

The following command exports auto-login wallet walletl for Oracle Internet
Directory instance 0idl to file cwallet.sso under /tmp:

wls:/mydomain/serverConfig> exportWallet('instl', 'oidl', 'oid',
'walletl', "', '/tmp")

The following command exports password-protected wallet wallet2 for Oracle
Internet Directory instance oidl to two files, ewallet.pl2 and cwallet.sso, under

/tmp:
wls: /mydomain/serverConfig> exportWallet('instl', 'oidl', 'oid', 'wallet2',
'password', '/tmp')

6.9.13 exportWalletObject

Online command that exports a certificate or other wallet object to a file.

6.9.13.1 Description

This command exports a certificate signing request, certificate, certificate chain or
trusted certificate present in an Oracle wallet to a file for the specified component
instance (Oracle HTTP Server, Oracle WebCache or Oracle Internet Directory). DN
indicates the object to be exported.

6.9.13.2 Syntax

exportWalletObject ('instName', 'compName', 'compType', 'walletName', 'password',
'type', 'path', 'DN')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs', 'oid’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

type Specifies the type of wallet object to be exported. Valid values are

'CertificateRequest', 'Certificate’, "TrustedCertificate' or "TrustedChain'.

path Specifies the absolute path of the directory under which the object is
exported as a file base64.txt.

DN Specifies the Distinguished Name of the wallet object being exported.

6.9.13.3 Examples

The following command exports a certificate signing request with DN
cn=www.acme.comin walletl, for Oracle Internet Directory instance oidl, in
application server instance inst1. The certificate signing request is exported under the
directory /tmp:

wls:/mydomain/serverConfig> exportWalletObject('instl', 'oidl', 'oid', 'walletl',
'password', 'CertificateRequest', '/tmp', 'cn=www.acme.com')
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The following command exports a certificate with DN cn=www.acme.comin walletl,
for Oracle Internet Directory instance oidl, in application server instance inst1. The
certificate or certificate chain is exported under the directory /tmp:

wls: /mydomain/serverConfig> exportWalletObject('instl', 'oidl', 'oid', 'walletl',
'password', 'Certificate', '/tmp', 'cn=www.acme.com')

The following command exports a trusted certificate with DN cn=www.acme.comin
walletl, for Oracle Internet Directory instance 0idl, in application server instance
instl. The trusted certificate is exported under the directory /tmp:

wls:/mydomain/serverConfig> exportWalletObject('instl', 'oidl', 'oid', 'walletl’,

'password', 'TrustedCertificate', '/tmp', 'cn=www.acme.com')

The following command exports a certificate chain with DN cn=www.acme.comin
walletl, for Oracle Internet Directory instance oidl, in application server instance
inst1. The certificate or certificate chain is exported under the directory /tmp:

wls: /mydomain/serverConfig> exportWalletObject('instl', 'oidl', 'oid', 'walletl',
'password', 'TrustedChain', '/tmp', 'cn=www.acme.com')

6.9.14 generateKey

Online command that generates a key pair in a Java keystore.

6.9.14.1 Description

This command generates a key pair in a Java keystore (JKS) for Oracle Virtual
Directory. It also wraps the key pair in a self-signed certificate. Only keys based on the
RSA algorithm are generated.

6.9.14.2 Syntax

generateKey ('instName', 'compName', 'compType', 'keystoreName', 'password',6 'DN',
'keySize', 'alias', 'algorithm')

Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance.
compType Specifies the type of component. Valid value is 'ovd'.
keystoreName Specifies the name of the keystore.

password Specifies the password of the keystore.

DN Specifies the Distinguished Name of the key pair entry.
keySize Specifies the key size in bits.

alias Specifies the alias of the key pair entry in the keystore.
algorithm Specifies the key algorithm. Valid value is 'RSA'.

6.9.14.3 Examples

The following command generates a key pair with DN cn=www.acme. com, key size
1024, algorithm RSA and alias mykey in keys. jks, for Oracle Virtual Directory instance
ovdl in application server instance inst1:

wls:/mydomain/serverConfig> generateKey('instl', 'ovdl', 'ovd', 'keys.jks',
'password', 'cn=www.acme.com', '1024', 'mykey', 'RSA')
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The following command is the same as above, except it does not explicitly specify the

key algorithm:
wls: /mydomain/serverConfig> generateKey('instl', 'ovdl', ‘'ovd', 'keys.jks',
'password', 'cn=www.acme.com', '1024', 'mykey')

6.9.15 getKeyStoreObject

Online command that shows details about a keystore object.

6.9.15.1 Description

This command displays a specific certificate or trusted certificate present in a Java
keystore (JKS) for Oracle Virtual Directory. The keystore object is indicated by its index
number, as given by the 1istKeyStoreObjects command. It shows the certificate
details including DN, key size, algorithm, and other information.

6.9.15.2 Syntax

getKeyStoreObject ('instName', 'compName', 'compType', 'keystoreName', 'password’,
"type', 'index')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'.

keystoreName Specifies the name of the keystore file.

password Specifies the password of the keystore.

type Specifies the type of the keystore object to be listed. Valid values are

'Certificate' and "TrustedCertificate'.

index Specifies the index number of the keystore object as returned by the
listKeyStoreObjects command.

6.9.15.3 Examples

The following command shows a trusted certificate with index 1 present in keys. jks,
for Oracle Virtual Directory instance ovdl, in application server instance inst1:

wls: /mydomain/serverConfig> getKeyStoreObject('instl', 'ovdl', 'ovd', 'keys.jks',
'password', 'TrustedCertificate', '1'")

The following command shows a certificate with index 1 present in keys. jks, for
Oracle Virtual Directory instance ovdl, in application server instance inst1:

wls:/mydomain/serverConfig> getKeyStoreObject ('instl', 'ovdl', 'ovd', 'keys.jks',
'password', 'Certificate', '1l")

6.9.16 getSSL

Online command that lists the configured SSL attributes.
6.9.16.1 Description

This command lists the configured SSL attributes for the specified component listener.
For Oracle Internet Directory, the listener name is always sslportl.
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6.9.16.2 Syntax

getSSL('instName', 'compName', 'compType', 'listener')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ovd’, 'oid’, 'ohs’,

and 'webcache'.

listener Specifies the name of the component listener.

6.9.16.3 Example

The following command shows the SSL attributes configured for Oracle Internet
Directory instance oidl, in application server instance inst1, for listener sslportl:

wls:/mydomain/serverConfig> getSSL('instl', 'oidl', 'oid', 'sslportl')

6.9.17 getWalletObject

Online command that displays information about a certificate or other object in an
Oracle wallet.

6.9.17.1 Description

This command displays a specific certificate signing request, certificate or trusted
certificate present in an Oracle wallet for the specified component instance (Oracle
HTTP Server, Oracle WebCache or Oracle Internet Directory). The wallet object is
indicated by its index number, as given by the listWalletObjects command. For
certificates or trusted certificates, it shows the certificate details including DN, key
size, algorithm and other data. For certificate signing requests, it shows the subject
DN, key size and algorithm.

6.9.17.2 Syntax

getWalletObject ('instName', 'compName', 'compType', 'walletName', 'password',
'type', 'index')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs', 'oid’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

type Specifies the type of wallet object to be exported. Valid values are

'CertificateRequest’, 'Certificate’, and 'TrustedCertificate'.

index Specifies the index number of the wallet object as returned by the
listWalletObjects command.
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6.9.17.3 Examples

The following command shows certificate signing request details for the object with
index 0 present in walletl, for Oracle Internet Directory instance 0idl, in application
server instance inst1:

wls:/mydomain/serverConfig> getKeyStoreObject ('instl', 'oidl"',

'oid', 'walletl', 'password', 'CertificateRequest', '0'")

The following command shows certificate details for the object with index 0 present in
walletl, for Oracle Internet Directory instance oidl, in application server instance

instl:
wls: /mydomain/serverConfig> getKeyStoreObject('instl', 'oidl',
'oid', 'walletl', 'password', 'Certificate', '0')

The following command shows trusted certificate details for the object with index 0,
present in walletl, for Oracle Internet Directory instance oid1l, in application
serverinstance inst1:

wls:/mydomain/serverConfig> getKeyStoreObject('instl', 'oidl"',
'oid', 'walletl', 'password', 'TrustedCertificate', '0')

6.9.18 importKeyStore

Online command that imports a keystore from a file.

6.9.18.1 Description

This command imports a Java keystore (JKS) from a file to the specified Oracle Virtual
Directory instance for manageability. The component instance name must be unique.

6.9.18.2 Syntax

importKeyStore ('instName', 'compName', 'compType', 'keystoreName',
'password', 'filePath')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'.

keystoreName Specifies the name of the keystore being imported. This name must be
unique for this component instance.

password Specifies the password of the keystore.

filePath Specifies the absolute path of the keystore file to be imported.

6.9.18.3 Example

The following command imports the keystore /tmp/keys. jks as file. jks into Oracle
Virtual Directory instance ovdl. Subsequently, the keystore is managed through the
name file. jks:

wls:/mydomain/serverConfig> importKeyStore('instl', 'ovdl', ‘'ovd', 'file.jks',
'password', '/tmp/keys.jks')
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6.9.19 importKeyStoreObject

Online command that imports an object from a file to a keystore.

6.9.19.1 Description

This command imports a certificate, certificate chain, or trusted certificate into a Java
keystore (JKS) for Oracle Virtual Directory, assigning it the specified alias which must
be unique in the keystore. If a certificate or certificate chain is being imported, the alias
must match that of the corresponding key-pair.

6.9.19.2 Syntax

importKeyStoreObject ('instName', 'compName', 'compType', 'keystoreName',
'password', 'type', 'filePath', 'alias')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'".

keystoreName Specifies the name of the keystore.

password Specifies the password of the keystore.

type Specifies the type of the keystore object to be imported. Valid values
are 'Certificate’' and '"TrustedCertificate'.

filePath Specifies the absolute path of the file containing the keystore object.

alias Specifies the alias to assign to the keystore object to be imported.

6.9.19.3 Examples

The following command imports a certificate or certificate chain from file cert. txt
into keys. jks, using alias mykey for Oracle Virtual Directory instance ovdl, in
application server instance instl. The file keys. jks must already have an alias mykey
for a key-pair whose public key matches that in the certificate being imported:

wls:/mydomain/serverConfig> > importKeyStoreObject('instl', 'ovdl',
'ovd', 'keys.jks', 'password', 'Certificate','/tmp/cert.txt', 'mykey')

The following command imports a trusted certificate from file trust. txt into
keys. jks using alias mykey1, for Oracle Virtual Directory instance ovdl in application
server instance inst1:

wls:/mydomain/serverConfig> importKeyStoreObject('instl', 'ovdl',
'ovd', 'keys.jks', 'password', 'TrustedCertificate','/tmp/trust.txt',K 'mykeyl')

6.9.20 importWallet

Online command that imports an Oracle wallet from a file.

6.9.20.1 Description

This command imports an Oracle wallet from a file to the specified component
instance (Oracle HTTP Server, Oracle WebCache, or Oracle Internet Directory) for
manageability. If the wallet being imported is an auto-login wallet, the file path must
point to cwallet. sso; if the wallet is password-protected, it must point to
ewallet.pl2. The wallet name must be unique for the component instance.
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6.9.20.2 Syntax

importWallet ('instName', 'compName', 'compType', 'walletName', 'password',

'filePath')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs', 'oid’, and
'webcache'.

walletName Specifies the name of the wallet being imported. The name must be
unique for the component instance.

password Specifies the password of the wallet.

filePath Specifies the absolute path of the wallet file being imported.

6.9.20.3 Examples

The following command imports the auto-login wallet file /tmp/cwallet.sso as
walletl into Oracle Internet Directory instance oidl. Subsequently, the wallet is
managed with the name walletl. No password is passed since it is an auto-login
wallet:

wls: /mydomain/serverConfig> importWallet('instl', 'oidl', 'oid', 'walletl', ,
'/tmp/cwallet.sso')

The following command imports password-protected wallet /tmp/ewallet.pl2 as
wallet2 into Oracle Internet Directory instance oidl. Subsequently, the wallet is
managed with the name wallet2. The wallet password is passed as a parameter:

wls:/mydomain/serverConfig> importWallet('instl', 'oidl', 'oid', 'wallet2',
'password', '/tmp/ewallet.pl2')

6.9.21 importWalletObject

Online command that imports a certificate or other object into an Oracle wallet.

6.9.21.1 Description

This command imports a certificate, trusted certificate or certificate chain into an
Oracle wallet for the specified component instance (Oracle HTTP Server, Oracle
WebCache component or Oracle Internet Directory). When importing a certificate, use
the same wallet file from which the certificate signing request was generated.

6.9.21.2 Syntax

importWalletObject ('instName', 'compName', 'compType', 'walletName', 'password',
"type', 'filePath')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs', 'oid’, and
‘webcache'.

walletName Specifies the name of the wallet file.
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Argument Definition
password Specifies the password of the wallet.
type Specifies the type of wallet object to be imported. Valid values are

'Certificate’, 'TrustedCertificate' and "TrustedChain'.

filePath Specifies the absolute path of the file containing the wallet object.

6.9.21.3 Examples

The following command imports a certificate chain in PKCS#7 format from file
chain. txt into walletl, for Oracle Internet Directory instance 0idl, in application
server instance inst1:

wls:/mydomain/serverConfig> importWalletObject('instl', 'oidl', 'oid', 'walletl’,
'password', 'TrustedChain','/tmp/chain.txt')

The following command imports a certificate from file cert . txt into walletl, for
Oracle Internet Directory instance 0idl, in application server instance inst1:

wls: /mydomain/serverConfig> > importWalletObject('instl', 'oidl', 'oid', 'walletl',
'password', 'Certificate','/tmp/cert.txt')

The following command imports a trusted certificate from file trust.txt intowalletl,

for Oracle Internet Directory instance 0idl, in application server instance inst1:

wls:/mydomain/serverConfig> importWalletObject('instl', 'oidl', 'oid', 'walletl’,
'password', 'TrustedCertificate','/tmp/trust.txt')

6.9.22 listKeyStoreObjects

Online command that lists the contents of a keystore.

6.9.22.1 Description

This command lists all the certificates or trusted certificates present in a Java keystore
(JKS) for Oracle Virtual Directory.

6.9.22.2 Syntax

listKeyStoreObjects ('instName', 'compName', 'compType', 'keystoreName',
'password', 'type')

Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'.
keystoreName Specifies the name of the keystore file.

password Specifies the password of the keystore.

type Specifies the type of keystore object to be listed. Valid values are

'Certificate' and "TrustedCertificate'.

6.9.22.3 Examples

The following command lists all trusted certificates present in keys. jks, for Oracle
Virtual Directory instance ovdl, in application server instance inst1:
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wls: /mydomain/serverConfig> listKeyStoreObjects('instl', 'ovdl', 'ovd', 'keys.jks',
'password', 'TrustedCertificate')

The following command lists all certificates present in keys. jks, for Oracle Virtual
Directory instance ovdl, in application server instance inst1:

wls:/mydomain/serverConfig> listKeyStoreObjects('instl', 'ovdl', 'ovd', 'keys.jks',
'password', 'Certificate')

6.9.23 listKeyStores

Online command that lists all the keystores for a component.

6.9.23.1 Description

This command lists all the Java keystores (JKS) configured for the specified Oracle
Virtual Directory instance.

6.9.23.2 Syntax

listKeyStores ('instName', 'compName', 'compType')

Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance
compType Specifies the type of component. Valid value is 'ovd'.

6.9.23.3 Example

The following command lists all keystores for Oracle Virtual Directory instance ovdl in
application server instance inst1:

wls: /mydomain/serverConfig> listKeyStores('instl', 'ovdl', 'ovd')

6.9.24 listWalletObjects

Online command that lists all objects in an Oracle wallet.

6.9.24.1 Description

This command lists all certificate signing requests, certificates, or trusted certificates
present in an Oracle wallet for the specified component instance (Oracle HTTP Server,
Oracle WebCache or Oracle Internet Directory).

6.9.24.2 Syntax

listWalletObjects('instName', 'compName', 'compType', 'walletName', password',

"type')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs','oid’, and
‘webcache'.

walletName Specifies the name of the wallet file.
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Argument Definition
password Specifies the password of the wallet.
type Specifies the type of wallet object to be listed. Valid values are

'CertificateRequest’, 'Certificate’, and "TrustedCertificate'.

6.9.24.3 Examples

The following command lists all certificate signing requests in walletl, for Oracle
Internet Directory instance oidl, in application server instance inst1:

wls:/mydomain/serverConfig> > listWalletObjects('instl', 'oidl',
'oid', 'walletl', 'password', 'CertificateRequest')

The following command lists all certificates in walletl, for Oracle Internet Directory
instance 0idl, in application server instance inst1:

wls:/mydomain/serverConfig> listWalletObjects('instl', 'oidl’',

'oid', 'walletl', 'password', 'Certificate')

The following command lists all trusted certificates in walletl, for Oracle Internet
Directory instance 0idl, in application server instance inst1:

wls:/mydomain/serverConfig> listWalletObjects('instl', 'oidl',
'oid', 'walletl', 'password', 'TrustedCertificate')

6.9.25 listWallets

Online command that lists all wallets configured for a component instance.

6.9.25.1 Description

This command displays all the wallets configured for the specified component
instance (Oracle HTTP Server, Oracle WebCache or Oracle Internet Directory), and
identifies the auto-login wallets.

6.9.25.2 Syntax

listWallets('instName', 'compName', 'compType')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance

compType Specifies the type of component. Valid values are 'ohs','oid’, and
'webcache'.

6.9.25.3 Example

The following command lists all wallets for Oracle Internet Directory instance 0idl in
application server instance inst1:

wls:/mydomain/serverConfig> > listWallets('instl', 'oidl', 'oid'")

6.9.26 removeKeyStoreObject

Online command that removes an object from a keystore.
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6.9.26.1 Description

This command removes a certificate request, certificate, trusted certificate, or all
trusted certificates from a Java keystore (JKS) for Oracle Virtual Directory. Use an alias
to remove a specific object; no alias is needed if all trusted certificates are being
removed.

6.9.26.2 Syntax

removeKeyStoreObject ( 'instName', 'compName', 'compType', 'keystoreName',
'password', 'type', 'alias')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'".
keystoreName Specifies the name of the keystore file.

password Specifies the password of the keystore.

type Specifies the type of the keystore object to be removed. Valid values

are 'Certificate’, 'TrustedCertificate' or "TrustedAll'.

alias Specifies the alias of the keystore object to be removed.

6.9.26.3 Examples

The following command removes a certificate or certificate chain denoted by alias
mykey in keys. jks, for Oracle Virtual Directory instance ovdl, in application server
instance inst1:

wls:/mydomain/serverConfig> removeKeyStoreObject('instl', 'ovdl',
'ovd', 'keys.jks', 'password', 'Certificate', 'mykey')

The following command removes a trusted certificate denoted by alias mykey in
keys. jks, for Oracle Virtual Directory instance ovdl, in application server instance
instl:

wls: /mydomain/serverConfig> removeKeyStoreObject('instl', 'ovdl',

'ovd', 'keys.jks', 'password', 'TrustedCertificate', 'mykey')

The following command removes all trusted certificates in keys. jks, for Oracle Virtual
Directory instance ovdl, in application server instance inst1. Since no alias is required,
the value None is passed for that parameter:

wls:/mydomain/serverConfig> removeKeyStoreObject ('instl', 'ovdl',
‘ovd', 'keys.jks', 'password', 'TrustedAll', None)

6.9.27 removeWalletObject

Online command that removes a certificate or other object from an Oracle wallet.

6.9.27.1 Description

This command removes a certificate signing request, certificate, trusted certificate or
all trusted certificates from an Oracle wallet for the specified component instance
(Oracle HTTP Server, Oracle WebCache or Oracle Internet Directory). DN is used to
indicate the object to be removed.
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6.9.27.2 Syntax

removeWalletObject ('instName', 'compName', 'compType', 'walletName', 'password',

: type i , 'DN'’ )

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs','oid’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

type Specifies the type of the keystore object to be removed. Valid values
are 'CertificateRequest’, 'Certificate’, "TrustedCertificate' or
"Trusted All'.

DN Specifies the Distinguished Name of the wallet object to be removed.

6.9.27.3 Examples

The following command removes all trusted certificates from walletl, for Oracle
Internet Directory instance 0idl, in application server instance inst1. It is not
necessary to provide a DN, so you pass null (denoted by None) for the DN parameter:

wls:/mydomain/serverConfig> removeWalletObject ('instl', 'oidl', 'oid', 'walletl’,
'password', 'TrustedAll', None)

The following command removes a certificate signing request indicated by DN
cn=www.acme . com from walletl, for Oracle Internet Directory instance 0idl, in
application server instance inst1:

wls: /mydomain/serverConfig> removeWalletObject('instl', 'oidl', 'oid', 'walletl',

'password', 'CertificateRequest', 'cn=www.acme.com')

The following command removes a certificate indicated by DN cn=www.acme . com from
walletl, for Oracle Internet Directory instance 0idl, in application server instance

instl:
wls:/mydomain/serverConfig> removeWalletObject ('instl', 'oidl', 'oid', 'walletl’,
'password', 'Certificate', 'cn=www.acme.com')

The following command removes a trusted certificate indicated by DN
cn=www.acme . com from walletl, for Oracle Internet Directory instance 0idl, in
application server instance inst1:

wls: /mydomain/serverConfig> removeWalletObject('instl', 'oidl', 'oid', 'walletl',
'password', 'TrustedCertificate', 'cn=www.acme.com')

6.9.28 Properties Files for SSL

SSL configuration employs certain properties files for use with the WLST
configureSSL command. The files contain parameters to specify the desired SSL
configuration, such as authentication type, cipher values, and SSL version.

You can use descriptive names if you need to manage multiple properties files for
different components. For example, you could have properties files named
ohs-ssl-properties.prop or ovd-ssl-properties.prop.
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6.9.28.1 Structure of Properties Files

All the SSL properties files have a consistent structure.

Table 6-4 provides details about the key-value structure and usage of these files.

Table 6—4 Parameters in Properties File

Allowed Values for Oracle HTTP
Server, Oracle Internet Directory, and

Allowed Values for Oracle

Key Mandatory? Oracle Web Cache Virtual Directory Usage
SSLEnabled No true true Either value
false false
Ciphers No SSL_RSA_WITH_RC4_128 MD5 One of more of the ciphers One or more
SSL,_RSA_WITH._RC4_128_SHA allowed by the ]SSE proyider. comma
For the complete list of ciphers separated
SSL_RSA_WITH_3DES_EDE_CBC_SHA  allowed by JDK 1.5, see values
RSA_WITH_AES_128_CBC_SHA256 ARlZlendiX A of the following
guide:
RSA_WITH_AES_256_CBC_SHA256 http://java.sun.com/j2se/1
RSA_WITH_AES_128 GCM_SHA256 .5.0/docs/guide/security/j
sse/JSSERefGuide.html
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
SSLVersions No nzos_Version_3_0 SSLv3 One or more
nzos_Version_3_0_With_2_0_Hello SSLv2Hello (cannot be comma; d
specified alone, must specify serfara €
at least one other version). values
nzos_Version_1_0 TLSv1
CertValidation No none N/A Either value
crl
CertValidation No file:/ /crl_file_path N/A Path of the
Path . . CRL file, or
dir://crl_dir_path directory
containing
CRL files
KeyStore No Valid wallet name Valid keystore name
TrustStore No N/A Valid truststore name
AuthenticationType No None None Any one value
Server Server
Optional Optional
Mutual Mutual

Table 6-5 shows the default values:

Table 6-5 Default Values of Parameters

Default Value for

Default Value for

Default Value for

Oracle Internet

Default Value for Oracle

Key Oracle HTTP Server Oracle Web Cache Directory Virtual Directory
SSLEnabled true true true true

Ciphers null null null null

SSLVersions null null null null
CertValidation none none - -

CertValidation null null - -

Path
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Table 6-5 (Cont.) Default Values of Parameters

Default Value for

Default Value for Default Value for Oracle Internet Default Value for Oracle
Key Oracle HTTP Server Oracle Web Cache Directory Virtual Directory
KeyStore default default null keys.jks
TrustStore - - - keys.jks
Authentication  Server Server none Server
Type
Note:

= Atleast one DH_anon cipher must be used in SSL no-auth mode.
For all other modes, at least one RSA cipher must be used.

»  The value of the KeyStore parameter must be specified when
configuring SSL in server-auth, mutual-auth, or optional client
auth.

= If only AES ciphers have been specified, the SSLversions
parameter must contain TLSv1 or nzos_Version_1 0.

s If you are doing CRL-based validation, the value of the
CertValidation parameter should be crl and the value of the
CertValidationPath parameter should point to the CRL
file/directory.

6.9.28.2 Examples of Properties Files

Some examples demonstrating the use of the properties files follow.

Example 1: Basic Properties File

SSLEnabled=true
AuthenticationType=None
CertValidation=none

This properties file specifies no authentication mode, and default values will be used
during SSL configuration for ciphers and SSL version. Keystore and truststore
properties are not specified since the authentication type is None. For other
authentication types, keystore must be specified.

Example 2: Basic Properties File

SSLEnabled=
AuthenticationType=None
CertValidation=none

This properties file is exactly the same as above, except that SSLEnabled is explicitly
specified without any value. This is the same as not specifying the key at all. In both
cases, the default value will be used.

Therefore, all the following three settings have the same meaning:
»  The setting:

SSLEnabled=true

Here the value true is explicitly specified.
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s The setting:

SSLEnabled=

Since no value is mentioned here, the default value of SSLEnabled (true) is used.
»  The key SSLEnabled is not present in the properties file.

Since the key is not present, its default value (true) is used.

Example 3: Properties File with Version for OHS

SSLEnabled=true
AuthenticationType=Mutual
SSLVersion=nzos_Version_3_0
CertValidation=crl
CertValidationPath=file:///tmp/file.crl
KeyStore=ohsl

This properties file has:

s Default values for ciphers
s Keystore

= SSL version v3

= CRL validation turned on

s Mutual Authentication mode

Example 4: Properties File with Ciphers for Oracle Virtual Directory
AuthenticationType=Server

Ciphers=SSL_RSA_WITH_RC4_128_MD5

SSLVersion=SSLv3, SSLv2Hello

KeyStore=ovdidentity.jks

TrustStore=ovdtrust.jks

SSLEnabled=true

This properties file contains:

= Specific cipher value

s SSL Version

m Server authentication mode
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Using the SSL Automation Tool

This chapter contains the following sections:
s Introduction to the SSI. Automation Tool
m  Prerequisites

»  Generating the CA Certificate

s Configuring a Component Server

= Configuring a Client

7.1 Introduction to the SSL Automation Tool

The Oracle SSL Automation Tool enables you to configure multiple components in a
domain using a domain-specific CA certificate.

The task of enabling SSL in a deployment can be intimidating and cumbersome for
administrators. Manual configuration of SSL generally requires an administrator to
have some expertise in several areas, such as:

= SSL as a technology
= Low-level tools available to perform SSL configuration and administration
= Best security practices

The Oracle SSL Automation Tool replaces manual procedures and simplifies SSL
configuration. It enables you to generate a central, self-signed CA certificate. You can
sign server certificates to set up component servers with the CA-signed certificate, and
provide the CA certificate as a trusted certificate to multiple clients. It ensures that a
network of trust is established in a consistent manner on all clients and servers, and
can be used for both outward facing connections and for connections within the DMZ.

The SSL Automation Tool is based on a trust model, which introduces the concept of
SSL Domains. An SSL domain is the security environment in which all the SSL
components are deployed with the certificates signed by the same CA. Each SSL
domain has associated with it a self-sighed Domain CA. All components within this
SSL domain implicitly trust the Domain CA. Additionally, this Domain CA can
generate SSL Server Certificates for the server components deployed within that SSL
Domain. If the server components in one SSL domain (A) need to be trusted by a client
component in another SSL domain (B), then only the Domain CA certificate from (A)
need be imported and trusted by the client component in SSL domain (B).

The tool consists of a series of shell scripts: three main SSL scripts and several
component-specific scripts.

Table 7-1 lists the main scripts.
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Table 7-1 Main Scripts

Script Function

SSLGenCA.sh Generates the CA certificate and stores it in an LDAP directory
SSLServerConfig.sh Configures the servers

SSLClientConfig.sh Configures the clients

The server and client configuration scripts invoke component-specific scripts,
depending on the value of an option that you specify on the command line when you
invoke the main script.

The scripts use the LDAP Policy Store present in a deployment to centrally store the
SSL Domain CA wallets. These SSL Domain CA wallets are protected by LDAP access
controls, with access granted only to members of the SSL. Administrators group. You
must be a member of the group to run the scripts.

The SSL Automation Tool provides the following benefits:
s It provides a consistent set of interfaces for consumption by administrators.
= It helps to simplify trust point deployment and certificate life cycle management.

= It ensures that only properly authorized SSL administrators are allowed to
perform SSL related administrative tasks.

= It allows support for additional components to be added incrementally without
the need for fundamental changes in trust deployment.

7.2 Prerequisites

Before you attempt to use this tool, ensure that you have performed the tasks
described in this section.

7.2.1 Setting up Oracle Fusion Middleware Environment

All the SSL target components of your Oracle Fusion Middleware environment must
be up and running before you invoke the scripts to configure SSL on those
components.

If your components are running on Windows platforms, you must obtain and install
Cygwin from http: //www.cygwin.com before you can use the scripts. Set the ORACLE_
HOME environment variable in the Cygwin shell. For example:

export ORACLE_HOME='C:/rc8/fmwhome/Oracle_Home/'

7.2.2 Assembling Required Information

Make sure you have the values of the following variables listed in Table 7-2 and
Table 7-3 available before you invoke the SSL scripts.

Table 7-2 Domain-Level Information Variables for SSL Automation Tool

Variable

HOSTNAME
ORACLE_HOME (Fusion Middleware)

ORACLE_COMMON
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Table 7-2 (Cont.) Domain-Level Information Variables for SSL Automation Tool

Variable

MIDDLEWARE_HOME

DOMAIN_NAME

DOMAIN_HOME
DOMAIN_ADMINISTRATOR_USERNAME
DOMAIN_ADMINISTRATION_PASSWORD
DOMAIN_HOST_NAME
ADMINSERVER_PORT
DOMAIN_ADMINISTRATOR_USERNAME
DOMAIN_ADMINISTRATION_PASSWORD
INSTANCE_HOME

INSTANCE_NAME

Table 7-3 Component-Specific Information Variables for SSL Automation Tool

Variable

OVD_NAME

OVD_PORT

OID_NAME

OID_PORT
OID_SSL_PORT
OID_ADMIN
OID_ADMIN_PASSWORD
DB_HOST

DB_PORT
DB_SERVICE_NAME

DB_SID

7.3 Generating the CA Certificate

You invoke the CA certificate generating script SSLGenCA. sh to initialize and create an
SSL Domain and generate the SSL Domain CA. Run the script only once for the whole
SSL domain. If you run it again, you must configure all the servers and clients with the
newly-generated CA wallet. An SSL domain is the security environment in which all
the SSL components will be deployed with the same CA signed certificates.

Enter a shell that is set up with the default environment for an Oracle Fusion
Middleware installation.

To run this script, you need the following information:

= Connection information (host and port) for the LDAP directory used by the
deployment

= Administrator credentials that enable you to access that LDAP directory

s The name of the SSL Domain
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Execute this command:

SORACLE_COMMON_HOME/oracle_common/bin/SSLGenCA. sh

Provide information when prompted.

This script performs the following tasks:

»  Creates a Demo Signing CA wallet for use in the domain.

= Extracts the public Demo CA Certificate from the CA wallet.

= Uploads the wallet and the certificate to LDAP and stores them in the entry:
cn=demoCA, Deployment_SSL_Domain.

m  Creates an access group in LDAP: cn=ss1Admins, cn=demoCA, Deployment_SSL_
Domain and grants that group administrative privileges to the parent container. All
other entities are denied access. (Add users to the group to give access.)

The Demo CA Certificate is now available for download by an anonymous or
authenticated user.

s The Demo CA Wallet password is stored locally in an obfuscated wallet for future
use. Its path is: SORACLE_HOME/credCA/castore.

As administrator, you must secure this wallet so that only SSL administrators can
read it.

7.3.1 Example: Generating a Certificate

This example shows a run of SSLGenCA .sh to generate a new CA wallet and store it in
the Policy Store (LDAP server).

S SSLGenCA.sh

SSL Certificate Authority Generation Script: Release 11.1.1.4.0 - Production
Copyright (c) 2010 Oracle. All rights reserved.

LRSS SR SRR R R R SRS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE SRS R EEE RS

*xkkxkxxxxk This tool will generate a self-signed CA wallet ***x*xxkxskix
*xkkkkkk*kk% and store it in a central LDAP directory KR KKK A KKK K
*rkkxkxkkxk for IDM and FA SSL setup and provisioning FRA KKK KKKk
khkkhkhkkkhkhkkhkhhhkhhhkhkhhhkhkhhhkhhhhkhhhkhhhhkhhhhkhkhhkhkhhhhhhhkhdhhkhhhhkkxhhrkxhkhrkrhhkdk
>>>Enter the LDAP hostname [adc2100651.example.com]:

>>>Enter the LDAP port [3060]: 20040

>>>Enter the admin user [cn=orcladmin]

>>>Enter password for cn=orcladmin:

>>>Enter the LDAP sslDomain where your CA will be stored [idm]:

>>>Enter a password to protect your CA wallet:

>>>Enter confirmed password for your CA wallet:

Generate a new CA Wallet...

Create SSL Domains Container for cn=idm,cn=sslDomains...

Storing the newly generated CA to the LDAP...

Setup ACL to protect the CA wallet...

The newly generated CA is stored in LDAP entry cn=demoCA,cn=idm, cn=sslDomains
successfully

7.4 Configuring a Component Server

You configure a server by invoking the SSLServerConfig.sh script. This script uses the
SSL Domain CA to generate a Server Certificate. Then the script passes control to a
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component specific configuration script, which picks up the generated Server
Certificate and configures the component to accept SSL connections.

To run this script, you need the following information:

s Connection information (host and port) for the LDAP directory used by the
deployment.

= Administrator credentials that enable you to access that LDAP directory.

= Server name. This can be either the WebLogic Administration Server or a Managed
Server.

Before invoking the script, enter a shell that is set up with the default environment for
an Oracle Fusion Middleware installation. The location of the script is: $ORACLE_
COMMON_HOME/oracle_common/bin/SSLServerConfig.sh The syntax for the script is:

SSLServerConfig.sh -component [oid|ovd|oam|wls] [-v]
Specify one and only one component. Depending on the component you specity,

SSLServerConfig.sh invokes a component-specific script. Component-specific server
scripts have names of the form COMPONENT NAME_SSL_Server_Config.sh.

If you specify the component option wls, the script configures all Java EE components
on the named server. Java EE components include Oracle Identity Navigator, Oracle
Access Manager 11g, Oracle Identity Manager, and Oracle Identity Federation.

To configure Oracle Internet Directory, Oracle Virtual Directory, or Oracle Access
Manager 10g, use the appropriate component option, as shown in Table 7-4.

Table 7-4 Component Options to SSLServerConfig.sh

Component

Option Script Invoked Component Configured

wls WLS_SSL_Server_Config.sh Oracle WebLogic Server and Java EE
components

oid 0ID_SSL_Server_Config.sh Oracle Internet Directory server

ovd OVD_SSL_Server_Config.sh Oracle Virtual Directory server

oam OAM_SSIL_Server_Config.sh Oracle Access Manager 10g server

Provide information when prompted.

If you are using the 0id or ovd option, and your Oracle Internet Directory or Oracle
Virtual Directory host is not the same as your WebLogic Server host (in a high
availability environment, for example), you must run the server script on the Oracle
Internet Directory or Oracle Virtual Directory host.

This script performs the following tasks:

= Downloads the Demo Signing CA generated in Section 7.3 and stores it in
SORACLE_HOME/rootCA.

= Executes the component-specific script COMPONENT NAME_SSL_Server_Config.sh, if
appropriate.

The component-specific script performs the following tasks:
= Generates a server certificate based on the Demo Signing CA Wallet.

= Imports the certificate into the component-specific wallet/keystore.
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= Configures the component instance for SSL Server-Auth, based on the new server
certificate in the component specific wallet/keystore.

7.4.1 Example: Configuring a WebLogic Server and Java EE Components

$ ./SSLServerConfig.sh -component wls

Server SSL Automation Script: Release 11.1.1.4.0 - Production
Copyright (c) 2010 Oracle. All rights reserved.

Downloading the CA wallet from the central LDAP location...
>>>Enter the LDAP Hostname [adc2100651.example.com]:
>>>Enter the LDAP port [3060]: 16468

>>>Enter an admin user DN [cn=orcladmin]

>>>Enter password for cn=orcladmin:

>>>Enter the sslDomain for the CA [idm]:

>>>Enter a password to protect your SSL wallet/keystore:
>>>Enter confirmed password for your SSL wallet/keystore:
>>>Enter password for the CA wallet:

>>>Searching the LDAP for the CA usercertificate ...
Importing the CA certifcate into trust stores...
>>>Searching the LDAP for the CA userpkcsl2

Invoking Weblogic SSL Server Configuration Script...
Enter attribute values for your certificate DN
>>>Country Name 2 letter code [US]:
>>>State or Province Name [Californial]:
>>>Locality Name(eg, city) []:Belmont
>>>0rganization Name (eg, company) [mycompany]:Oracle
>>>0rganizational Unit Name (eg, section) [wls-20101123115644]:wls-admin
>>>Common Name (eg, hostName.domainName.com) [adc2100651.example.com] :
The subject DN is
cn=adc2100651.example.com, ou=wls-admin,O=0Oracle, 1=Belmont, st=California, c=US
>>>TImport the existing CA at /mw784/im7335/rootCA/cacert.der into keystore...
>>>Import the server certificate at /mw784/im7335/rootCA/keystores/wls/cert.txt
into kstore...
Configuring SSL for your WLS server instance...
>>>Enter your WLS domain home directory: /mw784/user_projects/domains/imdomain8017
>>>Enter your WLS server instance name [AdminServer]
Enter SSL Listen Port: [7002] 7778
>>>Enter weblogic admin port: [7001] 19249
>>>Enter weblogic admin user: [weblogic]
>>>Enter password for weblogic:
>>>Enter your keystore name [identity.jks]: id.jks
/w784 /im7335/rootCA/keystores/wls
/w784 /user_projects/domains/imdomain8017/keystores/id. jks
Configuring WLS AdminServer ...
Running /mw784/im7335/common/bin/wlst.sh
/mw784/im7335/rootCA/keystores/wls/wlssvr.py. ..
Your WLS server has been set up successfully

7.4.2 Example: Configuring an Oracle Internet Directory Server Component

$ ./SSLServerConfig.sh -component oid
Server SSL Automation Script: Release 11.1.1.4.0 - Production
Copyright (c) 2010 Oracle. All rights reserved.

Downloading the CA wallet from the central LDAP location...

>>> Enter the LDAP Hostname [adc2100651.example.com]:
>>> Enter the LDAP port [3060]: 16468
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>>> Enter an admin user DN [cn=orcladmin]

>>> Enter password for cn=orcladmin:

>>> Enter the sslDomain for the CA [idm]:

>>> Enter a password to protect your SSL wallet/keystore:
>>> Enter confirmed password for your SSL wallet/keystore:
>>> Enter password for the CA wallet:

>>> Searching the LDAP for the CA usercertificate ...
Importing the CA certifcate into trust stores...

>>> Searching the LDAP for the CA userpkcsl2

Invoking OID SSL Server Configuration Script...

Enter attribute values for your certificate DN

>>> Country Name 2 letter code [US]:

>>> State or Province Name [California]:

>>> Locality Name(eg, city) []:Belmont

>> Organization Name (eg, company) [mycompany]:Example

>>> Organizational Unit Name (eg, section) [01d-20101118211946]:

>>> Common Name (eg, hostName.domainName.com) [adc2100651.example.com]:
The subject DN is

cn=adc2100651.example.com, ou=01d-20101118211946,0=Example, 1=Belmont, st=California,
c=US

Creating an Oracle SSL Wallet for oid instance...

/w784 /im7335/../oracle_common/bin

>>> Enter your OID component name: [0idl] Enter the weblogic admin port: [7001]
19249

>>> Enter the weblogic admin server host [adc2100658.example.com]
adc2100658.example.com

>>> Enter the weblogic admin user: [weblogic]

>>> Enter weblogic password:

>>> Enter your AS instance name: [asinst_1] iminst8017

>>> Enter an SSL wallet name for OID component [oid_walletl]

Checking the existence of oid_walletl in the OID server...

Configuring the newly generated Oracle Wallet with your OID component...
Do you want to restart your OID component?|[y/nly

Do you want to test your SSL set up?[y/nly

>>> Please enter your OID ssl port:[3131] 16180

Please enter the o0id hostname: [adc2100651] adc2100651.example.com

>>> Invoking /mw784/im7335/bin/ldapbind -h adc2100651.example.com -p 16180 -U 2 -D
cn=orcladmin ...

Bind successful

Your oidl SSL server has been set up successfully

7.4.3 Example: Configuring an Oracle Virtual Directory Server Component

$ ./SSLServerConfig.sh -component ovd
Server SSL Automation Script: Release 11.1.1.4.0 - Production
Copyright (c) 2010 Oracle. All rights reserved.

Downloading the CA wallet from the central LDAP location...
>>> Enter the LDAP Hostname [adc2100651.example.com]:

>>> Enter the LDAP port [3060]: 16468

>>> Enter an admin user DN [cn=orcladmin]

>>> Enter password for cn=orcladmin:

>>> Enter the sslDomain for the CA [idm]:

>>> Enter a password to protect your SSL wallet/keystore:
>>> Enter confirmed password for your SSL wallet/keystore:
>>> Enter password for the CA wallet:
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Searching the LDAP for the CA usercertificate ...
Importing the CA certifcate into trust stores...
>>> Searching the LDAP for the CA userpkcsl2

Invoking OVD SSL Server Configuration Script...

Enter attribute values for your certificate DN

>>> Country Name 2 letter code [US]:

>>> State or Province Name [California]:

>>> Locality Name(eg, city) []:redwood

>>> Organization Name (eg, company) [mycompany]:

>>> Organizational Unit Name (eg, section) [ovd-20101118212540]:

>>> Common Name (eg, hostName.domainName.com) [adc2100651.example.com]:

The subject DN is

cn=adc2100651.example.com, ou=ovd-20101118212540, 1=redwood, st=California, c=US
>>> Import the existing CA at /mw784/im7335/rootCA/cacert.der into keystore...
>>> Import the server certificate at /mw784/im7335/rootCA/keystores/ovd/cert.txt
into kstore...

>>> Enter your OVD instance name [ovdl]

>>> Enter your Oracle instance [asinst_1]: iminst8017

>>> Enter the weblogic admin server host [adc2100658.example.com]
adc2100658.example.com

>>> Enter weblogic admin port: [7001] 19249

>>> Enter weblogic admin user: [weblogic]

>>> Enter password for weblogic:

>>> Enter your keystore name [ovdksl.jks]:

Checking the existence of ovdksl.jks in the OVD...
Configuring ovdksl.jks for ovdl listener...
Do you want to restart your OVD instance?[y/nly

Do you want to test your OVD SSL set up?[y/nly

Please enter your OVD ssl port:[3131] 24888
Please enter the OVD hostname: [adc2100651] adc2100651.example.com

/mw784/im7335/bin/1ldapbind -h adc2100651.example.com -p 24888 -U 2 -D =orcladmin

Bind successfully to OVD SSL port 24888
Your SSL server has been set up successfully

7.4.4 Example: Configuring an Oracle Access Manager 10g Server Component

$ SSLServerConfig.sh -component oam

Server SSL Automation Script: Release 11.1.1.4.0 - Production
Copyright (c) 2010 Oracle. All rights reserved.

Downloading the CA wallet from the central LDAP location...
>>>Enter the LDAP Hostname [adcl23.example.com]:

>>>Enter the LDAP port [3060]: 16625

>>>Enter an admin user DN [cn=orcladmin]

>>>Enter password for cn=orcladmin:

>>>Enter the ssl domain name [idm]:

>>>Searching the LDAP for the CA usercertificate ...
>>>Searching the LDAP for the CA userpkcsl2

Invoking OAM SSL Server Configuration Script...
>>>Enter your OAM10 Access Server install location: [e.g.
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/scratch/aime/0OAM10/access] /scratch/install/OAM10/access

LEEE S S SR SRR R R RS EEEEREREEEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEE SRS

*** CA root cert has been converted from DER to PEM format. ***
R R RS S S S S S S SRS S S S S S E RS EEE SRR E R R R R R R R R EEEEE R R SRR

LR R RS S SRS RS SRS SR SRS E SRS E SRR SRS SRS S SR SRS EEEEEEREREEEEEEEEEE T

*** This script will first invoke configureAAAServer tool to ***

*** reconfig AAA server in cert mode, and then generate a xEK
*** certificate request. Please select 3(Cert), 1l(request a ***
*** certificate), and enter pass phrase for the first 3 * Kk
*** prompts. Otherwise, this script is not guaranteed to * KK
*** work properly. xEK

Kk kkkkhkhhhhhkkdhkhhhhhhhkhkhrhhhhhhhhkhxhhhhhhhhkdxdkxhhhhhkdkrxxhxrkhk

Please enter the Mode in which you want the Access Server to run : 1(Open)
2 (Simple) 3(Cert) : 3

Do you want to request a certificate (1) or install a certificate (2) ? : 1
Please enter the Pass phrase for this Access Server :
Do you want to store the password in the file ? : 1(Y) 2(N) : 1

Preparing to generate certificate. This may take up to 60 seconds. Please wait.
Generating a 1024 bit RSA private key

L

................... R
writing new private key to '/scratch/install/OAM10/access/oblix/config/aaa_
key.pem'
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
Country Name (2 letter code) [US]:US
State or Province Name (full name) [Some-State]:California

Locality Name (eg, city) []:Redwood Shores

Organization Name (eg, company) [Some-Organization Pty Ltd]:Example
Organizational Unit Name (eg, section) []:0AM

Common Name (eg, hostName.domainName.com) []:adcl23.example.com

Email Address []:
writing RSA key

Your certificate request is in file
/scratch/install/OAM10/access/oblix/config/aaa_req.pem

Please get your certificate request signed by the Certificate Authority.

On obtaining your certificate, please place your certificate in
'/scratch/install/OAM10/access/oblix/config/aaa_cert.pem' file and the certificate
authority's certificate for the corresponding component (for example: WebGate,
AXML, Server) in '/scratch/install/OAM10/access/oblix/config/aaa_chain.pem' file.

Once you have your certificate placed at the above mentioned location, please
follow the instructions on how to start the Access Server.

More Information on setting up Access Server in Certificate mode can be obtained
from the Setup Installation Guide.

Access Server mode has been re-configured successfully.

Please note that new security mode will take effect only after the security mode

Using the SSL Automation Tool 7-9



Configuring a Client

for this Access Server is changed to 'cert' from the Access Manager System
Console.
Do you want to specify or update the failover information ? : 1(Y) 2(N)

Please restart your Access Server by executing the
'/scratch/install/OAM10/access/oblix/apps/common/bin/restart_access_server'
program from command line once you have placed your certificates at the above
mentioned location.

Press enter key to continue

LR R RS S SRS RS SR RS E S S SRR SRR SRS S SRR SRR SRS SRR EREEEEEEEEEEEEEEEEEEEEEE

*** Now we will sign the certificate request using CA cert. ***
khkkhkkhkkhkhkkhkhhhkhhhhkhhhkhkhhhkhkdhhhkhhhhhhhhdhhkhdhhhkhdhhkhkhhhkhkdhkhrhdhkxdhrxsk

>>>Enter the CA wallet password:

Certificate request (aaa_req.pem) has been converted to orapki acceptable format
in /scratch/install/WT/Oracle_WT1/rootCA/OAM

The certificate has been signed by the root CA

Khkkkkkhkhhhhhkkhkkhhhhhhhhkhrhhhhhhhhkhxhhhhhhhhkdxdkxhhhhhkdhkrxxhxrkhk

*** OAM server certificate have been installed into Access *okok

*** Server config directory. xEK
khkkhkkhkkhhkhkhhhkhhhhkhhhkhkhhhkhkhhhkhhhhhkhhhhhhhdhhhkhdhhkhkhhhkhkdhkhkhdhxhhrxsk

LR RS R SRS RS SRS SR SRS E S SRS S SRR SRS SRS S SR SRS EEEEEEREREEEEEEEEEE T

*** Restarting AAA Server ... *okk
khkkhkhkkkhkhkhkhkhkhhkhhhkhkhhhkhkhhhkhkhhkkhhhkhhhhkrhhhkhhhkhkhhhkhkhhhkhrhhkkhhkhkxhrhrx*

Do you want to restart your Access Server? [y/n] y

Access Server has been started/restarted

LR R RS S SRS RS SRR E S S SRR R R SRS S SRR SRR SRS S SRS REEEEEEEEEEEEEEEEEEEEEE]

*** Your OAM10 Access Server has been setup successfully in ***

*** cert mode. xEK
R R RS S S E S S SRS S S S S S SRR RS R R R R R R R R R EEEEE R R R SR

7.5 Configuring a Client

You configure a client by invoking the script SSLClientConfig.sh. The script retrieves
the SSL Domain CA then passes control to a component-specific script to import it and
perform any additional configuration steps required.

To run this script, you need the following information:

s Connection information (host and port) for the LDAP directory used by the
deployment

= Administrator credentials that enable you to access that LDAP directory
= The name of the SSL deployment, for example: idm, frw

Before invoking the script, enter a shell that is set up with the default environment for
an Oracle Fusion Middleware installation. The location of the script is: $ORACLE_
COMMON_HOME/oracle_common/bin/SSLClientConfig.sh The syntax for the script is:

SSLClientConfig.sh -component [cacert|wls|webgate] [-v]
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Depending on the -component option specified, SSLClientConfig.sh may invoke a
component script listed in Table 7-5. The component-specific client scripts have names
of the form COMPONENT NAME_SSL_Client_Config.sh.

Table 7-5 Component Options to SSLClientConfig.sh

Component

Option Script Invoked Component Configured

cacert None Other SSL Clients

wls WLS_SSL_Client_Config.sh Oracle WebLogic clients and Java
EE components.

webgate OAMWG_SSL_Client_Config.sh Oracle Access Manager WebGate

Provide information when prompted.
The client script performs the following tasks:
= Downloads the CA certificate or wallet from the LDAP server in the SSL Domain.

»  Creates the related Java Trust Store, Oracle Wallet, or Java Keystore for the Oracle
Identity Manager or Oracle Access Manager client.

= Imports the Signing CA certificate as a trusted certificate into the relevant trust
stores, wallet, or keystore.

For WebGate clients, it creates a full Java KeyStore with a private certificate, a
client certificate, and the CA signing certificate.

For other client components, which only need a common trust store or wallet, the
script imports the CA certificate into the newly generated trust store.

7.5.1 Example: Downloading the CA Certificate for SSL Clients

$ ./SSLClientConfig.sh -component cacert

SSL Automation Script: Release 11.1.1.4.0 - Production
Copyright (c) 2010 Oracle. All rights reserved.

Downloading the CA certificate from a central LDAP location
Creating a common trust store in JKS and Oracle Wallet formats ...
Configuring SSL clients with the common trust store...

Make sure that your LDAP server is currently up and running.

Downloading the CA certificate from the LDAP server...

>>> Enter the LDAP hostname [adc2100651.example.com]: Enter the LDAP port: [3060]?
16468

>>> Enter your LDAP user [cn=orcladmin]:

>>> Enter password for cn=orcladmin:

>>> Enter the sslDomain for the CA [idm]:

Searching the LDAP for the CA usercertificate ...

Importing the CA certifcate into trust stores...

>>> The common trust store in JKS format is located at

/w784 /im7335/rootCA/keystores/tmp/trust. jks

>>> The common trust store in Oracle wallet format is located at
/mw784/1im7335/rootCA/keystores/tmp/ewallet.pl2

Generate trust store for the CA cert at cn=idm,cn=sslDomains

>>> Enter a password to protect your truststore:

>>> Enter confirmed password for your truststore:
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Updating the existing /mw784/im7335/rootCA/keystores/common/trust.jks...
Importing the CA certifcate into trust stores...

>>> The common trust store in JKS format is located at

/w784 /im7335/rootCA/keystores/common/trust. jks

>>> The common trust store in Oracle wallet format is located at
/ow784/1im7335/rootCA/keystores/common/ewallet.pl2

7.5.2 Example: Downloading the Certificate and Configuring a WebLogic Client

$ ./SSLClientConfig.sh -component wls

SSL Automation Script: Release 11.1.1.4.0 - Production
Copyright (c) 2010 Oracle. All rights reserved.

Downloading the CA certificate from a central LDAP location
Creating a common trust store in JKS and Oracle Wallet formats ...
Configuring SSL clients with the common trust store...

Make sure that your LDAP server is currently up and running.

Downloading the CA certificate from the LDAP server...
>>> Enter the LDAP hostname [adc2100651.example.com]:
>>> Enter the LDAP port: [3060]? 16468

>>> Enter your LDAP user [cn=orcladmin]:

>>> Enter password for cn=orcladmin:

>>> Enter the sslDomain for the CA [idm]:

>>> Searching the LDAP for the CA usercertificate ...
Importing the CA certifcate into trust stores...

>>> The common trust store in JKS format is located at
/mw784/im7335/rootCA/keystores/tmp/trust.jks

>>> The common trust store in Oracle wallet format is located at
/w784 /im7335/rootCA/keystores/tmp/ewallet.pl2
Invoking Weblogic SSL Client Configuration Script...
>>> Enter a password to protect your truststore:

>>> Enter confirmed password for your truststore:

Updating the existing /mw784/im7335/rootCA/keystores/wls/trust.jks...
Importing the CA certifcate into trust stores...

>>> The common trust store in JKS format is located at
/ow784/1im7335/rootCA/keystores/wls/trust.jks

>>> The common trust store in Oracle wallet format is located at
/mw784/im7335/rootCA/keystores/wls/ewallet.pl2

cat: /mw784/im7335/rootCA/cacert_tmp.txt: No such file or directory
Configuring SSL Trust for your WLS server instance...

>>> Enter your trust store name: [trust.jks]mytrust.jkds

>>> Enter your WLS domain home directory: /mw784/user_
projects/domains/imdomain8017

>>> Enter your WLS server instance name [AdminServer]

>>> Enter weblogic admin port: [7001] 19249

>>> Enter weblogic admin user: [weblogic]

>>> Enter password for weblogic:

>>> Copy /mw784/im7335/rootCA/keystores/wls/trust.jks to /mw784/user_
projects/domains/imdomain8017/servers/AdminServer/keystores/mytrust.jkds...
Configuring WLS AdminServer ...

Running /mw784/im7335/common/bin/wlst.sh
/w784 /im7335/rootCA/keystores/wls/wlscln.py. ..
Your WLS server has been set up successfully

7.5.3 Example: Downloading the Certificate and Configuring a WebGate Client

$ SSLClientConfig.sh -component webgate
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Script started on Thu 28 Oct 2010 10:23:38 AM PDT

SSL Automation Script: Release 11.1.1.4.0 - Production
Copyright (c) 2010 Oracle. All rights reserved.

Downloading the CA certificate from a central LDAP location
Creating a common trus store in JKS and Oracle Wallet formats
Configuring SSL clients with the common trust store...

Make sure that your LDAP server is currently up and running.

Downloading the CA certificate from the LDAP server...
>>>Enter the LDAP hostname [adcl23.example.com]:
>>>Enter the LDAP port: [3060]? 16625

>>>Enter your LDAP user [cn=orcladmin]:

>>>Enter password for cn=orcladmin:

>>>Enter the sslDomain for the CA [idm]:

>>>Searching the LDAP for the CA usercertificate
Invoking Webgate SSL Client Configuration Script...
>>>Searching the LDAP for the CA userpkcsl?2

>>>Enter your 10g WebGate install location: [e.g. /scratch/aime/wgl0/access]
/scratch/install/OAM10/cwg/access

LR R RS S SRS RS SRS SR SRR SRS SRS SRR SRS SRS S SR SRR EEEEEEREREEEEEEEEEEE

**% CA root cert has been converted from DER to PEM format. ***
KAk Ak hkhkhhkkhhk ko hkhkhhkhkhhkhkhkkhkhkkhkhkkh ok hk ok hk ko hkhkhkhkhhkhkhkdkhkhkhkhhkxhkhkhhhkxrdkxkx%x

>>>Enter WebGate ID: wg7777

>>>Enter WebGate Password:

>>>Enter the Access Server Host Name [adcl23.example.com]:
>>>Enter the Access Server Port [6021]:

>>>Enter Access Server ID: aaal

>>>Enter WebGate Pass Phrase:

LEEE S S SR SRR R R RS SRR EREEEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEE SRS

*** This script will first invoke configureWebGate tool to * KK
*** reconfig webgate in cert mode, and then generate a xEK

***% certificate request. HAK
KAk hkhkhkhkhkhkkhhk ko hkhkhhkhkhhkhkhkkhkhkhkhkhkh ok h ok h ok hkhhkhkhhkhkhkhkhkhkxhkhkdkhkhkrhkhkxrdkxkx%x

Preparing to generate certificate. This may take up to 60 seconds. Please wait.
Generating a 1024 bit RSA private key
............... ettt
.................... ettt
writing new private key to '/scratch/install/OAM10/cwg/access/oblix/config/aaa_
key.pem'
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]:US
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State or Province Name (full name) [Some-State]:California

Locality Name (eg, city) []:Redwood Shores

Organization Name (eg, company) [Some-Organization Pty Ltd]:Example
Organizational Unit Name (eg, section) []:0AM

Common Name (eg, hostName.domainName.com) []:adcl23.example.com

Email Address []:
writing RSA key

Your certificate request is in file
/scratch/install/OAM10/cwg/access/oblix/config/aaa_req.pem

Please get your certificate request signed by the Certificate Authority

On obtaining your certificate, please place your certificate in
'/scratch/install/OAM10/cwg/access/oblix/config/aaa_cert.pem' file and Access
Server's CA certificate in '/scratch/install/OAM10/cwg/access/oblix/config/aaa_
chain.pem' file

Once you have your certificate placed at the above mentioned location, please run
'/scratch/install/OAM10/cwg/access/oblix/tools/configureWebGate/configureebGate'
program

More Information on setting up Web Gate in Certificate mode can be obtained from
the Setup Installation Guide

Press enter key to continue

LRSS R SR SRR SRR SRR EEE R R R SRR EE R R REEEEEEEREREEEEEEEEEEEEEEE R

*** Now we will sign the certificate request using CA cert. ***
IR R RS R R R R S RS R R R R S RS R R R R R SRR R R R R R EE R R R R

>>>Enter the CA wallet password:

Certificate request (aaa_reqg.pem) has been converted to orapki acceptable format
in /scratch/install/WT/Oracle_WT1l/rootCA/WEBGATE

The certificate has been signed by the root CA

LEEE S S SR SRR R R RS EEREREREEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEE SRS

*** JlebGate certificate have been installed into WebGate ik

**% config directory. HAK
IR R RS R R R R S S R R R R S RS R R R PR R SRR R R R R R R EEEER R R

LEEE S S S S SRR R R RS EEEREREEEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEE SRS

*** Testing connection to AAA Server ... i

*** (Make sure AAA Server is up and running.) *kk
IR R R R R R R R S R R R R R S RS R R R R R SRR R R R R R EEEEER R R

Preparing to connect to Access Server. Please wait.

Web Gate installed Successfully.

LRSS SR SRR SRR SRS EEEE R R TSR EEEE R R R EEEEEEEREREEEEEREEEEEEEEE R

*** Restarting OHS ... *okk
KAk khhkhkhhkkhhkhkhhkhkhhkhkhhkhkhkhkhkhhkkh ok ko hkhkhkhhhkhkhhkhkhkkhkhkdkhhkdkhkhkhdkhkxrdkxkx%x

Do you want to restart your OHS webserver? [y/n] y

>>>Enter ORACLE_HOME for your OHS webtier install [e.g. /scratch/aime/WT/Oracle_
WT1]: /scratch/install/WT/Oracle_WT1
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>>>Enter ORACLE_INSTANCE for your OHS webtier instance [e.g.
/scratch/aime/WT/Oracle_WT1l/instances/instancel]: /scratch/install/WT/Oracle_
WT1/instances/instancel

>>>Enter OHS component id [ohsl]:

OHS instance has been started/restarted

LEEE SRS R SRR SR RS EEEEEEEEEEEEEEREREEEEEEEREEREEEEEEEEEEEEEEEE SRS

*** Your 10g WebGate has been setup successfully in cert HAK

* % % mode' * kK
LR R RS S SRS RS SRS S SRR R RS RS E SRR SRR SRS SRR SRR EEEEEEEEEEEEEEEEEEEE
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Managing Keystores, Wallets, and Certificates

This chapter explains how to use Oracle Fusion Middleware security features to
administer keystores, wallets, and certificates. It contains these sections:

= Key and Certificate Storage in Oracle Fusion Middleware
s Command-Line Interface for Keystores and Wallets
= JKS Keystore Management

= Wallet Management

8.1 Key and Certificate Storage in Oracle Fusion Middleware

Private keys, digital certificates, and trusted CA certificates are stored in keystores.
This section describes the keystores available in Oracle Fusion Middleware and
contains these topics:

»  Types of Keystores

s Keystore Management Tools

8.1.1 Types of Keystores

Oracle Fusion Middleware provides two types of keystores for keys and certificates:
»  JKS Keystore and Truststore
= Oracle Wallet

8.1.1.1 JKS Keystore and Truststore
A JKS keystore is the default JDK implementation of Java keystores.

You use a JKS-based keystore for the following:

= Oracle WebLogic Server

s Oracle Virtual Directory

= Applications deployed on Oracle WebLogic Server, including:
- Oracle SOA Suite
- Oracle WebCenter Portal

In Oracle Fusion Middleware, you can use graphical user interface or command-line
tools to create, import, export, and delete a Java keystore and the certificates contained
in the keystore. See Section 8.1.2, "Keystore Management Tools" for details.
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While creating a keystore, you can pre-populate it with a keypair wrapped in a
self-signed certificate; such a keystore is typically used in development and testing
phases.

The other choice is to generate a certificate signing request for a keypair, so that you
can request a signed certificate back from a Certificate Authority (CA). Once the CA
sends the certificate back, it is imported into the keystore; the keystore now contains a
trusted certificate, since it comes from a trusted third-party. Such a keystore is typically
used in production environments.

Keystores are always password-protected.

8.1.1.2 Oracle Wallet

An Oracle wallet is a container that stores your credentials, such as certificates, trusted
certificates, certificate requests, and private keys. You can store Oracle wallets on the
file system or in LDAP directories such as Oracle Internet Directory. Oracle wallets can
be auto-login or password-protected wallets.

You use an Oracle Wallet for the following components:
s Oracle HTTP Server
s Oracle Web Cache

s Oracle Internet Directory

Note: Wallets configured for Oracle Internet Directory must have
auto-login enabled.

Certificates generated using *'in CN, OU or O parameters of the certificate request are
permitted in wallets used to configure SSL for Web tier components.

WARNING: You must be aware of the security implications of using
'*'. See Section 6.8.1.

In Oracle Fusion Middleware, you can use graphical user interface or command-line
tools to create, import, export and delete a wallet and the certificates contained in the
wallet. See Section 8.1.2, "Keystore Management Tools" for details.

When creating a wallet, you can pre-populate it with a self-signed certificate; such a
wallet is called a test wallet and is typically used in development and testing phases.

The other choice is to create a certificate request, so that you can request a signed
certificate back from a Certificate Authority (CA). Once the CA sends the certificate
back, it is imported into the wallet; such a wallet is called a third-party wallet.

Either the test wallet or the third-party wallet may be password-protected, or may be
configured to not require a password, in which case it is called an auto-login wallet.

8.1.2 Keystore Management Tools

Oracle Fusion Middleware provides these options for keystore operations:
s WLST, a command-line interface for JKS keystores and wallets
= orapki, a command-line tool for wallets

»  Fusion Middleware Control, a graphical user interface
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s Oracle Wallet Manager, a stand-alone graphical user interface for wallets,
recommended for managing PKCS#11 wallets. Also see the discussion titled Using
Oracle Wallet Manager in a Stand-alone Environment at the end of this section.

This table shows the type of keystore used by each component, and the tool(s)
available to manage the keystore:

Component/Application Type of Keystore Tasks Tool

Oracle HTTP Server Oracle Wallet Create Wallet, Create Certificate Fusion Middleware Control,
Request, Delete Wallet, Import ~ WLST

Oracle Web Cache

Certificate, Export Certificate, Oracle Wallet Manager and

Oracle Internet Directory Enable SSL orapki for PKCS#11,
PKCS#12, and Hardware
Security Modules
(HSM)-based wallets. Also
for environments where
Fusion Middleware Control
and WLST are not available
(such as a stand-alone
upgrade of these
components without a
domain).
Oracle Virtual Directory JKS-based Keystore Create KeyStore, Create Fusion Middleware Control,
Certificate Request, Delete WLST
KeyStore, Import Certificate,
Export Certificate, Enable SSL
Oracle SOA Suite JKS-based Keystore All Keystore operations JDK Keytool
Oracle WebCenter Portal JKS-based Keystore All Keystore operations JDK Keytool
Oracle WebLogic Server JKS-based Keystore All Keystore operations JDK Keytool
Oracle WebLogic Server JKS-based Keystore Enable SSL Oracle WebLogic Server

Administration Console

All Java EE applications (for JKS-based Keystore All Keystore operations JDK Keytool
example Oracle Directory

Integration Platform, Oracle

Directory Services Manager)

See Also: wFor details about using keytool, see Oracle Fusion
Middleware Securing Oracle WebLogic Server.

s The following support notes provide additional information about
managing wallets: 1225107.1, 1242014.1, and 1237143.1.

Note: Pre-11g wallets (corresponding to 10g Release 10.1.2 and 10.1.3
formats) are supported in 11g Release 1 (11.1.1.9).

8.1.2.1 About Importing DER-encoded Certificates

You cannot use Fusion Middleware Control or the WLST command-line tool to import
DER-encoded certificates or trusted certificates into an Oracle wallet or a JKS keystore.
Use these tools instead:

= To import DER-encoded certificates or trusted certificates into an Oracle wallet,
use:

- Oracle Wallet Manager or
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— orapki command-line tool

s Toimport DER-encoded certificates or trusted certificates into a JKS keystore, use
the keytool utility. For details, see "Configuring Identity and Trust" in Oracle
Fusion Middleware Securing Oracle WebLogic Server.

You can also obtain the base64 encoded certificate from the CA, or use Internet
Explorer or another tool to import the certificate and export it in base64 format.

8.1.2.2 Using a Keystore Not Created with WLST or Fusion Middleware Control
If an Oracle wallet or JKS keystore was created with tools such as orapki or keytool, it
must be imported prior to use. Specifically:

s For Oracle HTTP Server, Oracle Web Cache, and Oracle Internet Directory, if a
wallet was created using orapki or Oracle Wallet Manager, in order to view or
manage it in Fusion Middleware Control you must first import it with either
Fusion Middleware Control or the WLST importWallet command. For details, see
Section 8.4.4.9 and Section 8.4.4.10.

s  For Oracle Virtual Directory, if a keystore was created using keytool, in order to
view or manage it in Fusion Middleware Control you must first import it with
either Fusion Middleware Control or the WLST importKeyStore command.

8.1.2.3 Copying Keystores to File System is Not Supported

Creating, renaming, or copying keystores directly to any directory on the file system is
not supported. Any existing pre-11¢ keystore or wallet that you wish to use must be
imported using either Fusion Middleware Control or the WLST utility.

8.1.2.4 About Using Oracle Wallet Manager in a Stand-alone Environment

In a stand-alone environment, such as a stand-alone Web Tier installation, you can use
Oracle Wallet Manager to create and manage wallets.

For details about Oracle Wallet Manager, including its use for PKCS#12 wallets, and
wallet and certificate lifecycle, see the chapter "Using Oracle Wallet Manager", in the
Oracle Advanced Security Administrator’s Guide.

8.1.2.5 Additional Information about Keystore Management
Details about the tools are provided in these sections:

»  Command-Line Interface for Keystores and Wallets
= JKS Keystore Management

= Wallet Management

= Appendix ], "Oracle Wallet Manager and orapki"

8.2 Command-Line Interface for Keystores and Wallets

Oracle Fusion Middleware provides a set of wlst scripts to create and manage JKS
keystores and Oracle wallets, and to manipulate their stored objects.

How to Launch the WLST Command-Line Interface

When running SSL WLST commands, you must invoke the WLST script from the Oracle
Common home. See Section 3.5.1.1 for more information.
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Note: All SSL-related WLST commands require you to launch the
script from the above-mentioned location only.

This brings up the WLST shell. Connect to a running Oracle WebLogic Server instance
by specifying the user name, password, and connect URL. After connecting, you are
now ready to run SSL-related WLST commands as explained in the subsequent
sections.

8.3 JKS Keystore Management

This section describes the typical life cycle of keystores and certificates, and how to use
Oracle Fusion Middleware tools to create and maintain keystores and certificates. It
includes these topics:

= About Keystores and Certificates

= Managing the Keystore Life Cycle
s Common Keystore Operations

= Managing the Certificate Life Cycle
s Common Certificate Operations

s Keystore and Certificate Maintenance

8.3.1 About Keystores and Certificates

Keys and certificates are used to digitally sign and verify data and achieve
authentication, integrity, and privacy in network communications.

A Java keystore (JKS) is a protected database that holds keys and certificates for the
organization. Oracle Fusion Middleware utilizes JKS keystores for Oracle Virtual
Directory, for applications deployed in Oracle WebLogic Server, and for Oracle
WebLogic Server itself.

Access to a keystore requires a password which is defined at the time the keystore is
created, by the person who creates the keystore, and which can only be changed by
providing the current password.

In addition, each private key in a keystore can be secured by its own password.
This section contains these topics:
= Sharing Keystores Across Instances

s Keystore Naming Conventions

8.3.1.1 Sharing Keystores Across Instances
Oracle recommends that you do not share keystores between component instances or
Oracle instances, since each keystore represents a unique identity.

The exception to this is an environment with a cluster of component instances, in
which case keystore sharing would be an acceptable practice.

Note that no management tools or interfaces are available to facilitate keystore
sharing. However, you can export a keystore from one instance and import it into
another instance. See Section 8.3.3.4 for details.
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8.3.1.2 Keystore Naming Conventions
Follow these naming conventions for your JKS keystores:

Do not use a name longer than 256 characters.
Do not use any of the following characters in a keystore name:

| ; ,re#s$()<>/\N"""~{}[]=+&" space tab

Note: Observe this rule even if your operating system supports the
character.

Do not use non-ascii characters in a keystore name.

Additionally, follow the operating system-specific rules for directory and file
names.

8.3.2 Managing the Keystore Life Cycle

Typical life cycle events for a JKS keystore are as follows:

The keystore is created. Keystores can be created directly, or by importing a
keystore file from the file system.

The list of available keystores are viewed and specific keystores selected for
update.

Keystores are updated or deleted. Update operations require that the keystore
password be entered.

The keystore password can be changed.
The keystore can be deleted.

Keystores can be exported and imported.

8.3.3 Common Keystore Operations

This section explains the following keystore operations:

Creating a Keystore Using Fusion Middleware Control

Creating a Keystore Using WLST

Exporting a Keystore Using Fusion Middleware Control

Exporting a Keystore Using WLST

Deleting a Keystore Using Fusion Middleware Control

Deleting a Keystore Using WLST

Importing a Keystore Using Fusion Middleware Control

Importing a Keystore Using WLST

Changing the Keystore Password Using Fusion Middleware Control
Changing the Keystore Password Using WLST

8.3.3.1 Creating a Keystore Using Fusion Middleware Control
Take these steps to create a keystore:
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Log in to the domain of interest using Fusion Middleware Control.
From the navigation pane, locate your component instance.

Navigate to component_name, then Security, then Keystores. For example, navigate
to Oracle Virtual Directory, then Security, then Keystores.

Note: The component type is displayed at the top of the page.

The Java Keystore page appears. On this page you can create, update, and delete
keystores, and perform other keystore management tasks.

Click Create. The Create Keystore dialog appears.
Provide keystore details such as name and password.

You can also request a self-signed certificate in this dialog, and fill in the alias
name and DN information.

@ Oracle Virtual Directory Page Refreshed Feb 6, 2009 2:40:38 PM PST [$]
Keystores = Create JKS Keystore

Create JKS Keystore ok | Cancel

To create a keystore, enter a keystore name and password, The keystore name should be unique within a component, Passwords have a minimum length
of eight characters, and contain alphabetic characters combined with numeric or special characters,

Keystore Details

* Keystore Mame | newkeyStore
* keystore Password | sesesses

* Confirm Password | ssesssss

Add Self-Signed Certificate
Add a self-signed certificate that becomes part of the keystore, Alias must be unique within a keystore,

Create Keystore with Self-signed Certificate
* dlias | mykey
* Common Mame | lacalhost
Organizational Unit | FOR TESTIMG ORMLY

Organization

Ciky

Skate

Counkry .

Key Size

Note: If you want to use this keystore only to store trusted
certificates, you can uncheck the Create Self-Signed Certificate
checkbox. This will create a keystore with no keypair.

7. Click Submit. The new keystore appears in the list of Java keystores.

8.3.3.2 Creating a Keystore Using WLST

See Also: Section 8.2 for details about how to start and use WLST.

Assuming the instance name is inst1, use this command to create a keystore:

createKeyStore('instl', 'ovd5', 'ovd', 'newKeyStore', 'password')

where password is the password for this keystore.
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See Also: sSection 6.9.6, "createKeyStore".

s The discussion at the start of Section 6.9, which explains how you
can obtain the parameter values needed to execute the commands.

8.3.3.3 Exporting a Keystore Using Fusion Middleware Control

If multiple Oracle Virtual Directory instances want to share the same keystore file, this
can be achieved by exporting the keystore from one instance and importing it into the
other instances.

Take these steps to export a keystore:

1. Navigate to the Java Keystores page for the component instance, as explained in
Section 8.3.3.1, "Creating a Keystore Using Fusion Middleware Control."

Select the desired keystore from the list of stores.
Click Export.

A dialog box appears in which you must enter the keystore password to continue.

o » w0 Db

Specify a file system location, and click OK.

@ Cracle Virtual Directory Page Refreshed Feb 6, 2009 2:42:48 PM PST [$]

Keystores
To create a JKS keystore with a self-signed certificate, click Create, To manage the contents of a JKS keystore, select a keystore and click Manage.

Create... 3¢ Delete... &I Import... |i| Export... & Manage... / Change Password

Mame

X

Opening test. jks
=5t Enter Keystore Password

demao ‘fou have chosen to open

test.jks
which is a: JK5 File
* Keystore Password | sesesses from: http:ffstaec3l.us.oracle. com: 7624

What should Firefoz do with this file?

O g

OK || Cancel ;
(3): Save File

See Also: Section 8.3.3.7, "Importing a Keystore Using Fusion
Middleware Control"

8.3.3.4 Exporting a Keystore Using WLST
See Also: Section 8.2 for details about how to start and use WLST.

Assuming the instance name is inst1, use this command to export a keystore:

exportKeyStore('instl', 'ovd5', 'ovd', 'test', 'password', '/tmp')

where password is the password for this keystore.

This command exports the keystore into a file named test under the directory /tmp.

See Also: Section 6.9.10, "exportKeyStore".

8.3.3.5 Deleting a Keystore Using Fusion Middleware Control
Take these steps to delete a keystore:
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1. Navigate to the Java Keystores page for the component instance, as explained in
Section 8.3.3.1, "Creating a Keystore Using Fusion Middleware Control."

2. Select the desired keystore from the list of stores.
3. Click Delete.
4. A dialog box appears to request confirmation of the delete request.

@ Cracle Virtual Directory Page Refreshed Feb 6, 2009 2:42:48 PM PST [$]

Keystores
To create a JKS keystore with a self-signed certificate, click Create, To manage the contents of a JKS keystore, select a keystore and click Manage.

@ Create... 3¢ Delete... &I Import... @ Export... & Manage. .. / Change Password
Marme Keystore Type
test jks
dema & Delete Keystore s

Deleting a keystore also deletes any certificate in the
wallet. Any functionality that relies on the certificate
will become unusable. Are you sure you want to
delete the keystore demo?

Cancel
5. Click Delete.

8.3.3.6 Deleting a Keystore Using WLST

See Also: Section 8.2 for details about how to start and use WLST.
Assuming the application server instance name is inst1, use this command to delete a
keystore:

deleteKeyStore('instl', 'ovd5', 'ovd', 'demo')

where the component type is ovd, the component instance is ovd5, and the keystore is
named demo.

See Also: Section 6.9.8, "deleteKeyStore".

8.3.3.7 Importing a Keystore Using Fusion Middleware Control

1. Navigate to the Java Keystores page for the component instance, as explained in
Section 8.3.3.1, "Creating a Keystore Using Fusion Middleware Control."

Click Import.
The Import Keystore dialog box appears.

Browse the file system to locate the keystore file.

o » ©Dbd

Provide a name for the keystore. Enter the keystore password.

@ Oracle Virtual Directory Page Refreshed Feb 6, 2009 2:46:41 PM PST [ ]

Keystores = Import JKS Keystore
Import JKS Keystore OK | Cancel

Click "Browse" to pick the keystore from the local file system. Keystores usually have a ".jks" extension. Ensure the keystore name is unique for the
component, Specify the password For the keystore you are importing,

File [CADacuments and Settingshvmisra

* Keystore Mame | demajks

* Keystore Password | sesesses|

6. Click OK.

7. The imported keystore appears in the list of Java keystores.
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@ Oracle Yirtual Directory Page Refreshed Feb B, 2009 2:48:27 PM PST [$]
Keystores
To create a JkS keystore with a self-signed certificate, click Create. To manage the contents of a Jk5 keystore, select a keystore and click Manage,
Create... 38 Delete,.., &I Import... Export... &9 Manage... # Change Password
Mame Keystare Type
test jks
demoijks ks
demo jks

8.3.3.8 Importing a Keystore Using WLST

See Also: Section 8.2 for details about how to start and use WLST.

Assuming the instance name is inst1, use this command to import a keystore:

importKeyStore('instl', 'ovd5', 'ovd', 'demojks', 'password', '/tmp/demojks.jks')
where password is the password for this keystore.

See Also: Section 6.9.18, "importKeyStore".

8.3.3.9 Changing the Keystore Password Using Fusion Middleware Control

Take these steps to change a keystore password:

1. Navigate to the Java Keystores page for the component instance, as explained in
Section 8.3.3.1, "Creating a Keystore Using Fusion Middleware Control."

2. Select a keystore and click Change Password.

3. A dialog box appears on which you must enter the current password and enter a
new password. The new password must be entered a second time to confirm.

[%] Oracle virtual Directory Page Refreshed Feb &, 2009 2:50:27 PM PST €

Keystores
To create a JKS keystore with a self-signed certificate, click Create, To manage the contents of a JKS keystore, select a keystore and click Manage.

@ Create... 3¢ Delete... &I Import... @ Export... & Manage. .. / Change Password
Mame Change Keystore Password Kevstore Type
test jks
demajks jks
derno *0ld Password | sesseses ks

* Mew Password | ssesssss

* Confirm Password | ssesssss

OK || Cancel

4. Click OK to change the password. In future, any operations performed on this
keystore or its certificates will require the use of the new password.

8.3.3.10 Changing the Keystore Password Using WLST

See Also: Section 8.2 for details about how to start and use WLST.

Assuming the instance name is inst1, use this command to change the keystore
password:

changeKeyStorePassword('instl', 'ovd5', 'ovd', 'demojks', 'current_password',
'new_password"')

where current_password is the current password for this keystore, and new_password
is the new password.
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See Also: Section 6.9.3, "changeKeyStorePassword".

8.3.4 Managing the Certificate Life Cycle

Typical life cycle events for a certificate residing in a keystore are as follows:

A self-signed certificate is automatically created for the keypair.
A certificate signing request (CSR) is generated, and can then be exported to a file.

Certificates are imported into the keystore. A certificate can either be pasted into a
text box or imported from the file system. You can import both user certificates
and trusted certificates (also known as CA certificates) in this way.

Certificates or trusted certificates are exported from the keystore out to a file.

Certificates or trusted certificates are deleted from the keystore.

8.3.5 Common Certificate Operations

This section describes the following common certificate operations:

Generating a New Key for the Keystore Using Fusion Middleware Control
Generating a New Key for the Keystore Using WLST

Generating a Certificate Signing Request Using Fusion Middleware Control
Generating a Certificate Signing Request Using WLST

Importing a Certificate or Trusted Certificate into a Keystore Using Fusion
Middleware Control

Importing a Certificate or Trusted Certificate into a Keystore Using WLST

Exporting a Certificate or Trusted Certificate from the Keystore Using Fusion
Middleware Control

Exporting a Certificate or Trusted Certificate from the Keystore Using WLST

Deleting a Certificate or Trusted Certificate from the Keystore Using Fusion
Middleware Control

Deleting a Certificate or Trusted Certificate from the Keystore Using WLST

Converting a Self-Signed Certificate to a Third-Party Certificate Using Fusion
Middleware Control

Converting a Self-Signed Certificate to a Third-Party Certificate Using WLST

8.3.5.1 Generating a New Key for the Keystore Using Fusion Middleware Control
To generate a new key (that is, a new self-signed certificate) for a keystore:

1.

Navigate to the Java Keystores page for the component instance, as explained in
Section 8.3.3.1, "Creating a Keystore Using Fusion Middleware Control."

Select the keystore from the list of stores.
A dialog box appears in which you must enter the keystore password to continue.

The Manage Certificates page appears. Here, you can manage both types of
keystore entries, that is, certificates and trusted certificates.

Click the Generate Keypair button.
In the Generate Keypair dialog, enter the details for the new key and click OK.
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Example: Generating a Key Pair

@ Cracle Virtual Directory Page Refreshed Feb 6, 2009 2:52:48 PM PST [$]

Keystores = Manage Certificates

Manage Certificates: newKeystore

To generate a new key pair {public and private key) and wrap the public key into a self-signed certificate, click "Generate Keypair”, To generate a
Certificate Signing Request {CSR), select a certificate from table and click “Generate CSR", After wou create a CSR, send it to your CA who will verify wour
identity and return the signed certificate, Toimport the CA signed certificate or trusted cert, click Import, You can only import the CA-signed certificate into
the same keystore from which the CSR was generated,

Generate Keypair
ca- Generate Keypair 1 EN

Subject Mame

Key Size

Start Date

Expiration Dake

*
Oli=Class 1 Public Primat fas | demo 1024 January 28, 1996 lanuary 7, 2020
Ol=lass 2 Public Primar * Common Mame | demo 1024 Janwary 28, 1996 August 1, 2028
Ol=lass 3 Public Primar Crganizational Lnit 1024 January 28, 1996 August 1, 2028
Ol=Secure Server Cerkil - 1000 Movember &, 1994 January 7, 2010
Organization
CH=GTE CyberTrust Glok 1024 August 12, 1995 August 13, 2018
City
Skate
Country | United States v

Key Size | 1024w

OK || Cancel

When you complete these steps, a new public-private key pair is generated for the
keystore, and the public key is wrapped in a self-signed certificate.

While these steps generate a new keypair for an existing keystore, you can also
generate a new keypair when creating the keystore itself. For details, see
Section 8.3.3.1, "Creating a Keystore Using Fusion Middleware Control."

8.3.5.2 Generating a New Key for the Keystore Using WLST

See Also: Section 8.2 for details about how to start and use WLST.
Assuming the instance name is inst1, use this command to generate a new key for a
keystore:
generateKey ('instl', 'ovd5', 'ovd', 'newKeystore', 'password',6 'subject_dn', 'key._

size', 'alias')

where password is the password for this keystore, subject_dn is the distinguished
name by which the key pair is generated, key_size is the key size in bits, and alias is
the key alias.

See Also: See Section 6.9 for details about using WLST commands.

8.3.5.3 Generating a Certificate Signing Request Using Fusion Middleware Control
Take these steps to create a Certificate Signing Request (CSR):

1. From the navigation pane, locate your component instance.

2. Navigate to component_name, then Security, then Keystores.

3. Select the desired keystore from the list of stores.

4. A dialog box appears in which you must enter the keystore password to continue.
5. The Manage Certificates page appears. Select the self-signed certificate for which
you want to generate the CSR and click Generate CSR.
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@ Oracle Virtual Directory Page Refreshed Feb 6, 2009 2:52:48 PM PST [$]

Keystores = Manage Certificates
Manage Certificates: newKeystore
To generate a new key pair {public and private key) and wrap the public key into a self-signed certificate, click "Generate Keypair”, To generate a

Certificate Signing Request {CSR), select a certificate from table and click "Generate CSR", After vou create a CSR, send it to your CA who will verify your

identity and return the signed certificate, To import the CA signed certificate or trusted cert, click Import., You can only import the CA-signed certificate into
the same keystore from which the CSR was generated,

Gﬂ- Generate Keypair &I Irnpork. .. |i| Export... x Delete, ..

Subject Mame Alias Certificate Type Skatus Key Size  Start Date Expiration Date
Ch=demo, C=L5 demao Certificate Walid 1024 February 6, 2009 February 4, 2019
Ol=Class 3 Public Primary Certification Aut ou=class 3 publ Trusted Certificate  Valid 1024 January 28, 1996 August 1, 2028
Ol=Class 2 Public Primary Certification Aut ou=class 2 publ Trusted Certificate  Valid 1024 January 28, 1996 August 1, 2028
Ol=Class 1 Public Primary Certification Aut ou=class 1 publ Trusted Certificate  Valid 1024 January 28, 1996 January 7, 2020
Ol=5Secure Server Certification Authority, ou=secure servy Trusted Certificate  Valid 1000 Movember &, 1994 January 7, 2010
CN=GTE CyberTrust Global Root, OU="GTE cn=gte cybertn Trusted Certificate  Valid 1024 August 12, 1998 August 13, 2018

6. A dialog box appears, showing the generated signing request. You can either:
s Copy the CSR from the dialog box and past it to a file.
s Click the Export CSR button to directly save it to a file.

1 Oracle Virtual Directory =
wments
3

Page Refrashed Feb 6, 2009 2:52,48 M PST L)
Keystores > Manage Certiicates
Manage Certificates: newleystore
To generate a new key pair (public and private key) and wrap the public key into 2 self-signed certificate, dick "Generats Keypair®, To generste 3
.0} Certificate Sigring Request (CSR), select & certificate from table and cick "Senerate CSR”, After vou create a C5R, send it to your CA who il verify your

identity and reburn the signed certificate. To import the i signed certificate or brusted cert, dlick Impork. You can orlly import the CA-signed certificate infa
the same keystore From which the CSR was generated,

ess

a
o Generate Keypair | ) Generate C5R 1) Impart.... | By Export... 3§ Delete...
Subject Mame Alias Certificate Type  Stabus  KewSize  Stark Date Expiration Date
Chi=dema, C=U5 demo Certificate valid 1024 February 6, 2009 February 4, 2019
i Clane 2 D le Ol muts Cnvhifinsbine, 8k miselane 3 muhl Tuniobad Coskifinre  umlid 1oca emimwi G 100G sy
Generate CSR

Certificate sigring request with subject name Chi=dema, C=US is exported successFully, To expart it to  file, dick "Export CSR", You can send this file to & 0
Cé or you can cut and paste the entire ket in the box from BEGIN NEW CERTIFICATE REQUEST ko END HEW CERTIFICATE REQUEST. Once you get your
certificate back from A you can continue with impart.
rrrrr BEGIN NEW CERTIFICATE REQUEST-----
WL IBWZCEx(IBADAC MDEWCEYDV QGEWTY 2 1UEAXMEZGV tD2C
AAOE ] QAWGYECOYEAQEAVNWHCLOY 14T £T g+WISOxEBPIr FdLy YN 1!
Lw6v ] QUWZ JGgZpHKOU+TT ¢ 52xagIcanSz LeBE 1pibouuhs JuwdT
rblyinF N AXaSUCKUER Ak kMR
2BXXBPQHF & { MRUDDY &
0Lu'sy £POK7a0HGIDKELOEwlu ] +Qdz 1z dREA +hyX,
NEZ4WHInhdz
rrrrr END NEW CERTIFICATE REQUEST-----

) iGOWOBRQEE
 +Xp4Yy T OWLRW Iy TdSIVIH
w2 0T 0BzD+Lead 1gF rxgds
SqeSIb: AUARAGEAHEY RN
hEhg+4vhaDEpS LnT=z j LvMpwECKm Lque aPop
d3LBB6e LHEWE 1 3RMY + 1Y Gx/Ru LIpKROtu 12FE

Export SR || Close

After the CSR is exported, you can send it to a Certificate Authority (CA) to generate a
certificate.

8.3.5.4 Generating a Certificate Signing Request Using WLST
See Also: Section 8.2 for details about how to start and use WLST.

Assuming the instance name is inst1, use this command to generate and export a
CSR:

exportKeyStoreObject ('instl', 'ovd5', 'ovd', 'newKeystore', 'password',
'CertificateRequest', '/tmp', 'alias')

where password is the password for this keystore, /tmp is the path under which the
certificate request is generated in BASE64 format in the file base64. txt, and alias is

the alias of the key pair that is used to generate the certificate request.

See Also: See Section 6.9 for details about using WLST commands.
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8.3.5.5 Importing a Certificate or Trusted Certificate into a Keystore Using Fusion
Middleware Control

Note: You cannot use Fusion Middleware Control to import
DER-encoded certificates or trusted certificates into a JKS keystore;
use the keytool utility for this task. See Section 8.1.2.1 for details.

Take these steps to import a certificate, or a trusted certificate, into a keystore:

1.

o g k& 0 b

From the navigation pane, locate your component instance.

Navigate to component_name, then Security, then Keystores.

Select the desired keystore from the list of stores.

A dialog box appears in which you must enter the keystore password to continue.
The Manage Certificates page appears. Click the Import button.

A dialog box appears with which you can either:

s Paste the Base-64 encoded contents of a certificate or trusted certificate into the
keystore directly.

»  Select a certificate or trusted certificate file from the file system.

Import Certificate

Certificate Type | Trusted Certificate s
*alias | rew

(%) Paste Certificate
Paste the cerfificate belov.

FzAVBgHVBACTDIZlcnl TaWduLCBI bnMud Tow HOYDVOOLEy S DbGFzcyAz IFBl YnepY vEQenl tYET S 4
IENlcnRpZnl jYERpb24gQEV0aGvaXREHB4 XD Tk ZHDEYOTAvHDAwNFoXDTI4MDgwt T IzHT10Vow
HzELMAkGA1UTEBhHCYVHxFz AVBgHNVBACTD1Zlen ]l TaWduLCET bnHul TewHOYDVOQOLEY SDbGFzoyhz
IFB1¥mxp¥yBQenlt YEISIEN lenRpZnl j ¥ERpb2 490XV 08G9 va RS M IGE HADGCSgGSIbIDQEBAQUA
A4GNADCEiQKBgQDI IFnefhukARS 0ENBEQNv V6 9gRUCPhAwL0TPZZRHP 79 YHyE 3KqhEBarsax94
f56TuZoAgiN91lgyFonHF 23 InzPENan Va0 jnvT0Lydd BKkMaDIG+YD-1=119wKTakyYhnsZogyl101
hec9vnla-iRFM9z2Fe0PonFkTGIugWhFpw I DAQAEMA 0GCSGSIb3D0EBAGUAA4GEBALtHEivPLCYA
T=(T3ab? AoRhIzzKBrnkid8tsX63-Dolbwd] 2vsgFHHC9ikwFPw Tt YnwHYBV 4GS 1 HeObH- 5940
WH1pF+NEHIwZRDnIANycaA9WiQKZ7 sKQRUz kuxCkPf Avaw? xzvj oy VGHSnKE Sp-Af bdynMk20muf
ToisZalk

————END CERTIFICATE-———-| o
(7 Select & fle that contains the certificate

File Mame FE—

Cancel || K

You need to specify an alias while importing a certificate.

When importing a certificate, the alias should match the alias of the corresponding
keypair.

When importing a trusted certificate, the alias should be unique in the keystore.

Click OK. The Manage Certificates page appears, showing the newly imported
certificate or trusted certificate.

@ Oracle Virtual Directory Page Refreshed Feb 6, 2009 2:52:48 PM PST [ ]

Keystores = Manage Certificates

Manage Certificates: newKeystore

To generate a new key pair {public and private key) and wrap the public key into a self-signed certificate, click "Generate Keypair”, To generate a
Certificate Signing Request {CSR), select a certificate from table and click "Generate CSR", After vou create a CSR, send it to your CA who will verify your
identity and return the signed certificate, To import the CA signed certificate or trusted cert, click Import., You can only import the CA-signed certificate into
the same keystore from which the CSR was generated,

GH- Generate Keypair Generate SR &I Irnpork. .. |i| Export... x Delete, ..

Subject Mamne Alias Certificate Type Status Key Size  Start Date Expiration Date
ChH=dema, C=15 demo Certificate Walid 1024 February 6, 2009 February 4, 2019
Ol=Class 2 Public Primary Certification Aut ou=class 2 publ Trusted Certificate  Valid 1024 January 28, 1996 August 1, 2028
Ol=Class 1 Public Primary Certification Aut ou=class 1 publ Trusted Certificate  Valid 1024 January 28, 1996 January 7, 2020
Ol=5Secure Server Certification Authority, ou=secure servy Trusted Certificate  Valid 1000 Movember &, 1994 January 7, 2010
Ol=Class 3 Public Primary Certification Aut new Trusted Certificate  Valid 1024 January 28, 1996 August 1, 2028
CN=GTE CyberTrust Global Root, OU="GTE cn=gte cybertn Trusted Certificate  Valid 1024 August 12, 1998 August 13, 2018
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8.3.5.6 Importing a Certificate or Trusted Certificate into a Keystore Using WLST

See Also: Section 8.2 for details about how to start and use WLST.

Note: You cannot use the WLST command-line tool to import
DER-encoded certificates or trusted certificates into a JKS keystore;
use the keytool utility for this purpose. See Section 8.1.2.1.

Assuming the instance name is inst1, use this command to import a certificate into a
keystore:

importKeyStoreObject ('instl', 'ovd5', 'ovd', 'newKeystore', 'password',
'Certificate', '/tmp/cert.txt',6 'alias')

where password is the password for this keystore, /tmp/cert.txt is the file that
contains BASE64 encoded certificate, and alias is the alias by which this certificate is
imported. Note that this alias must be same as that of the key pair that was used to
generate this certificate request.

See Also: See Section 6.9 for details about using WLST commands.

8.3.5.7 Exporting a Certificate or Trusted Certificate from the Keystore Using
Fusion Middleware Control

Take these steps to export a certificate or trusted certificate from the keystore:

1. From the navigation pane, locate your component instance.

Navigate to component_name, then Security, then Keystores.

Select the desired keystore from the list of stores.

A dialog box appears in which you must enter the keystore password to continue.

The Manage Certificates page appears. Click Export.

@ o » w N

A dialog box appears which shows the Base64 encoded certificate or trusted
certificate. You can either copy the contents from the text box and paste it to a file,
or select the Export button to save it directly to a file.

Manage Certificates: newKeystore

To generate a new key pair {public and private key) and wrap the public key into a self-signed certificate, click "Generate Keypair". To generate a
Certificate Signing Request (CSR), select & certificate From table and click "Generate CSR", After wou create & CSR, send it ta wour CA wha will verify wour
identity and return the signed certificate, Toimport the CA signed certificate or trusted cert, click Import, You can only import the CA-signed certificate inko
the same keystore from which the CSR was generated.

o Generate Keypair Generate CSR 1oy Irnport... \®)Export... 3 Delete...
Subject Mame Alias Certificate Type Status key Size  Stark Date Expiration Date
ChN=dema, C=US dema Certificate Yalid 1024 February 6, 2009 February 4, 2019
Ql=Class 2 Public Primary Certification Aut ou=class 2 publ Trusted Certificate  Yalid 1024 January 28, 1996 August 1, 2028

Oll=Class 1 Public Primary Certificatinn Auk nu=rlass 1 nuhl Tristed Certificare walid 1024 lanuare PR, 1996 lanuare 72020
Trusted Certificate

The Trusted Certificate with Subject Mame GlU=Class 2 Public Primary Certification Authority, O="VeriSign, Inc.", C=U5 is shown below, You can cut and
paste the entire text in the box From BEGIN CERTIFICATE to END CERTIFICATE to the intended lacation; or click "Export Trusted Certificate " to export the
certificate to afile. You may wank ta do this if another party wants to trust your certificate directly.

¥z AVE gNYHACT D1 Z1emlT aWdu LOBThriMuMT cwNQYDV QL Ey SObGFzey Ay IFE 1Y mxpYyBReml CYXI5|
TEN]lcnRpzml {¥XRpbh2 4gQX¥ 0a@0ya XRSME4XOT k2 MDEyY OT AWMDAWME 0XDT T 4MDgWMT TzNT k10¥ o
2z ELMALGA 1UEEhMCV Vix FzAVEGNVEAOT D1 Z LemlT aWdn LOBIbmMuMT cwNQYDY QQLEy SDEGT zcy Ay |
TFE1Ymxp¥yBEQeml tYXISIENlecnRpZml {¥YIRph2 4gXv0aGly aXRSMIGEMA 0GOS gos ThiDEaA QUAY
& 4GNADCE1QRAGQCIWou {DWo | g4 BT 2 zrHOCET MwEMTa L EVRE Xxa ehu EqOwSCg+1 BVDXyhyGt +e5 26
[BoBETvYbhYHS/ ¥ BoUl+DENY Eer E4Zh+AV Py Iwo5ZShAIRtEak TSk QOTFYCT I0vnzAhe PzEzSv 2/
2w]1vCCTkQZ] 1 PDee0ZTEe Enny y KYAHWIDA QAEMA DGCS Q@S ThAD) EFAQUA A 4GEA TobK/ 05wXT I}
+gZZETYS1034DNHDEZ £ 96T bEuSLE lxgTBp Fle éW7 2 BEZ0eaHxgMxURaa +d¥02 {& 1Rr pr 71 7gury|
AS/QoDY0EL0HgE7SENCTrGFcS1iaalzy 4RHT3CG5T12F4=208/ 1 IgnDup=GUHIT QPwiNH1eT2 1Kk / 2

Expott Trusted Certificate | Close
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8.3.5.8 Exporting a Certificate or Trusted Certificate from the Keystore Using WLST

See Also: Section 8.2 for details about how to start and use WLST.

Assuming the instance name is inst1, use this command to export a certificate:
exportKeyStoreObject ('instl', 'ovd5', 'ovd', 'newKeystore', 'password',

'Certificate', '/tmp', 'alias')

where password is the password for this keystore, /tmp is the path under which the
certificate is generated in BASE64 format in the file base64 . txt, and alias is the alias
of the certificate being exported.

See Also: See Section 6.9 for details about using WLST commands.

8.3.5.9 Deleting a Certificate or Trusted Certificate from the Keystore Using Fusion
Middleware Control

Take these steps to delete a certificate, or a trusted certificate, from a keystore:
1. From the navigation pane, locate your component instance.

2. Navigate to component_name, then Security, then Keystores.

3. Select the desired keystore from the list of stores.

4. A dialog box appears in which you must enter the keystore password to continue.
5. The Manage Certificates page appears. Select the certificate or trusted certificate to
be deleted, and Click Delete.

6. A dialog box appears asking you to confirm the choice. Select OK to confirm.

Manage Certificates: newKeystore

To generate a new key pair {public and private key) and wrap the public key into a self-signed certificate, click
Certificate Signing Reguest {CSR), select a certificate from table and click “Generate CSR", After you create a
identity and return the signed certificate, To import the Ca signed certificate or trusted cert, click Import, You
the same keystore from which the CSR was generated,

ca- Generate Keypair @ Generate C5R &I Irnpork. .. @ Expork. .. x Delete. ..

Subject Mame Alias Certificate Type Skatus Key Size

Ch=demo, C=L5 demao Certificate Walid 1024

Ol=lass 2 Public Primary Certification Aut ou=class 2 publ Trusted Certificate  Yalid 1024

. | Certificate  Valid 1024

@ DEIAR CE T Certificate  Yalid 1000

Are you sure you want to delete the selected Certificate  Valid 1024

Certificate CN=demo, C=U5? Certificate  Valid 1024

Cancel

8.3.5.10 Deleting a Certificate or Trusted Certificate from the Keystore Using WLST

See Also: Section 8.2 for details about how to start and use WLST.

Assuming the application server instance name is inst1, use this command to delete a

certificate:
removeKeyStoreObject ('instl', 'ovd5', 'ovd', 'newKeystore', 'password',
'Certificate', 'alias')

where password is the password for this keystore and alias is the alias of the
certificate being deleted.

See Also: See Section 6.9 for details about using WLST commands.
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8.3.5.11 Converting a Self-Signed Certificate to a Third-Party Certificate Using
Fusion Middleware Control

Take these steps to convert a self-signed certificate, residing in a keystore, into a
third-party certificate:

1. From the navigation pane, locate your component instance.

2. Navigate to component_name, then Security, then Keystores.

3. Select the keystore that contains the self-signed certificate from the list of stores.
4

A dialog box appears in which you must enter the keystore password; click OK to
continue.

a

The Manage Certificates page appears.

6. A new certificate request must be generated for the self-signed certificate that is to
be converted. Select the certificate and click Generate CSR. In this example, the
request is made for the self-signed certificate with alias demo.

Manage Certificates: newKeystore

To generate a new key pair (public and private key) and wrap the public key into a self-signed certificate, click "Generate Keypair”. To generate a Certificate Signing
Request (CSR), select a certificate from table and click "Generste CSR". After you create a CSR, send it ko vour CA wha will verify your identity and return the signed
certificate, To import the CA signed certificate or brusted cert, click Import, You can only import the CaA-signed certificate into the same keystore from which the CSR
was generated,

o Generate Keypair | Generate TSR 1) Impart... |y Export... 3§ Delete. .
Subject MNarne Alias Certificate Type Status key Size  Stark Date Expiration Date
CN=dema, C=15 dema Certificate Yalid 1024 February 6, 2009 February 4, 2019
QU=Class Z Public Primary Certification Authority, ="y ou=class 2 publ Trusted Certificate  ‘alid 1024 January 28, 1996 August 1, 2028
OU=Class 1 Public Primary Certification Authority, O="v ou=class 1 publ Trusted Certificate  ¥alid 1024 January 28, 1996 January 7, 2020

Generate CSR

Certificate signing request with subject name CN=demo, C=U3 is exported successfully, To export it to a file, click "Export C5R", ¥ou can send this file to 3
A or you can cut and paste the entire kext in the box from BEGIN NEW CERTIFICATE REQUEST to EMD NEW CERTIFICATE REQUEST. Once you get your
certificate back from CA you can continue with impart.
————— BEGIN NEW CERTLFICATE REQUEST--——-
MIIEWZCEXQIBADACMOEWCQYDV ] QGEWIVUZENME 5GA LUEAXMEZGY tbZCENZANEgk ghk 1GOwWIBAQEF
RZ0BjQAWEYKCQYEAGEAVNWHCLIY 14T £T g+WISIXBPITFALYYNLUT ias+ Xp4¥yJ QWLEW Iy LdSXvmN
LvEv]0UWZ{GgZpHEOU+TT e 52%a0ICANSz LeBE eGI1gF+xgis
rhlyiHFt +dkNSvDAZYDRNePATEPR2 0AXaeUCA
2EXXEPQHEZOKAOYZV/ MRUDOY g9UXE 6EHZ 92 DIGD) +4
Olu+yEPOKTa0HgIOKELOfwlul +(dz IzdRE4+hyxd3 LBE6e LHSwe j 3RmY + 1¥ 0x/ Ru iJpKROTtul2Fb
NSZ4wHTnhidz
————— END NEW CERT IFICATE REQUEST-----

Export CSR | Close

The certificate request is displayed.

7. You can either:
s Copy and paste the Base64-encoded certificate request to a file.
= Export it directly to a file with the Export CSR button.

8. Submit the certificate request file to a certificate authority (CA).

9. The CA signs the certificate request and generates a certificate. The CA will return
you one of the following:

= A single file containing both the newly generated certificate and its own CA
certificate in pkcs7 format

= Two files, one containing the newly generated certificate and a second
containing its own CA certificate

10. Use Import to import these files into your keystore:

»  If you received a single file from the CA, import it as a certificate, using an
alias that matches the alias of the self-signed certificate you are replacing (from
Step 6)

= If you received two files:
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11.

— Import the file containing the CA certificate as a trusted certificate (use an
alias that is unique in the keystore)

— Import the certificate file as a certificate (using an alias that matches the
alias of the self-signed certificate you are replacing

Note: The order is important: you must import the trusted certificate
first, followed by the certificate.

The CA returned a single file, which is imported as a certificate:

Import Certificate

Certificate Type  Trusted Certificate |+
* Alias  mykey
() Paste Certificate
Paste the certificate below,

(®) Select a file that contains the certificate

File Name I Browse,

Cancel | OK
————d

After import, the certificate issued by the CA replaces the self-signed certificate.

8.3.5.12 Converting a Self-Signed Certificate to a Third-Party Certificate Using
WLST

See Also: Section 8.2 for details about how to start and use WLST.

Use these steps to convert a self-signed certificate to a third-party certificate (that is,
one signed by a certificate authority):

1.

Generate and export a CSR.

exportKeyStoreObject ('instl', 'ovd5', 'ovd', 'jksl', '<password>',
'CertificateRequest', '/tmp', 'mykey')

Submit the CSR /tmp/base64 . txt to a certificate authority. The CA will return a
newly generated certificate and its own certificate, either as one file in PKCS#7
format or as two separate files.

If you receive a single file from the CA, run the command:

importKeyStoreObject ('instl', 'ovd5', 'ovd', 'jksl', 'password',6 'Certificate',
'/tmp/cert.txt', 'alias')

where password is the password for this keystore, /tmp/cert. txt is the file that
the CA returned and contains the BASE64 encoded PKCS#7, and alias is the alias
by which this certificate is imported. Note that this alias must match that of the
key pair that was used to generate the certificate request.

If you receive two files from the CA, import the CA certificate first as a trusted
certificate, followed by the newly generated certificate:

importKeyStoreObject ('instl', 'ovd5', 'ovd', 'jksl', 'password',
'TrustedCertificate', '/tmp/cacert.txt', 'unique_alias')
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where unique_alias is a unique alias by which the trusted certificate is imported.
importKeyStoreObject ('instl', 'ovd5', 'ovd', 'jksl', 'password',6 'Certificate',

'/tmp/cert.txt', 'alias')

where password is the password for this keystore, /tmp/cert.txt is the file that
the CA returned and contains BASE64 encoded certificate, /tmp/cacert . txt is the
file containing the BASE64 encoded CA certificate, and alias is the alias by which
this certificate is imported. Note that this alias must match that of the key pair that
was used to generate the certificate request.

See Also: See Section 6.9 for details about using WLST commands.

8.3.6 Keystore and Certificate Maintenance
This section contains the following administration topics:
= Location of Keystores
= Replacing Expiring Certificates
»  Effect of Host Name Change on Keystores

8.3.6.1 Location of Keystores

The root directory for Oracle Virtual Directory keystores is located in SORACLE_
INSTANCE/config/0OVD/ovd_instance name/keystores.

This root directory will contain all the JKS files.

A sample structure, assuming there are two keystores named keys.jks and
trust. jks respectively, would look like this:

ORACLE_INSTANCE/config/0OVD/ovd_instance name/keystores/keys.jks
ORACLE_INSTANCE/config/0OVD/ovd_instance_name/keystores/trust.jks

8.3.6.2 Replacing Expiring Certificates

An expiring certificate should be replaced before it actually expires to avoid or reduce
application downtime.

The steps for replacing an expiring certificate are as follows:

1. Generate a certificate request from the keystore (use the same key-pair for which
the current expiring certificate was issued).

2. Provide this certificate request to the third-party Certificate Authority (CA) for
certificate issuance. The validity date of the new certificate should be earlier than
the expiration date of the current certificate. This overlap is recommended to
reduce downtime.

Note: Steps 1 and 2 are not required when the third-party CA
already maintains the certificate request in a repository. In that case,
simply ask the CA to issue a new certificate for that certificate request.

3. Import the newly issued certificate into the keystore using the same alias as that of
the key-pair.

4. If the new certificate was issued by a CA other than the one that issued the
original certificate, you may also need to import the new CA's trusted certificate
before importing the newly issued certificate.
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8.3.6.3 Effect of Host Name Change on Keystores
Typically, the certificate DN is based on the host name of the server where the keystore
is used.

For example, if a keystore is being created for the Oracle Virtual Directory server on
host my.example.com, then the DN of the certificate in this Oracle Virtual Directory
keystore will be something like:

"CN=my .example.com,O=organization name"

This synchronization is required because most clients do host name verification during
the SSL handshake.

Clients that perform host name verification include Web browsers and Oracle HTTP
Client, among others. If the host name of the server does not match that of the
certificate DN:

= A clear warning is displayed (in the case of browser clients).
»  There may be SSL handshake failure (in the case of other clients).

Thus, whenever you have a keystore on a server that is accepting requests from clients,
you must ensure that whenever the host name of this server changes, you also update
the certificate in the keystore.

This can be done by requesting a new certificate with a new DN (based on the new
host name).

For a Production Keystore
The steps are:

1. Generate a new request with the new DN (based on a new host name). See
Section 8.3.5.3 for details.

2. Send this request to a certificate authority (CA).
3. Getback a new certificate from the CA.

4. Import the new certificate with the same alias as the key-pair for which certificate
request was generated. See Section 8.3.5.5 for details.

For a Self-signed Keystore
The steps are:

1. Delete the existing keystore. See Section 8.3.3.5 for details.

2. Create a new keystore with a key-pair using the new DN (based on the new host
name). See Section 8.3.3.1 for details.

For Both Keystore Types

For both production and self-signed keystores, once the new certificate is available in
the keystore, ensure that it is imported into all the component keystores where it needs
to be trusted. For example, if the HTTP listener on Oracle Virtual Directory was
SSL-enabled and its certificate changed due to a host name change, then you need to
import its new certificate into the client keystore or browser repository so that it can
trust its new peer.

8.4 Wallet Management

This section contains the following topics:
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About Wallets and Certificates

Accessing the Wallet Management Page in Fusion Middleware Control
Managing the Wallet Life Cycle

Common Wallet Operations

Managing the Certificate Life Cycle

Accessing the Certificate Management Page for Wallets in Fusion Middleware
Control

Common Certificate Operations

Wallet and Certificate Maintenance

8.4.1 About Wallets and Certificates

This section contains the following topics:

Password-Protected and Autologin Wallets
Self-Signed and Third-Party Wallets
Sharing Wallets Across Instances

Wallet Naming Conventions

8.4.1.1 Password-Protected and Autologin Wallets
You can create two types of wallets:

Auto-login wallet

This is an obfuscated form of a PKCS#12 wallet that provides PKI-based access to
services and applications without requiring a password at runtime. You can also
add to, moditfy, or delete the wallet without needing a password. File system
permissions provide the necessary security for auto-login wallets.

Note: In previous releases, you could create a wallet with a
password and then enable auto-login to create an obfuscated wallet.
With 11¢ Release 1 (11.1.1.9), auto-login wallets are created without a
password. When using such a wallet, you do not need to specify a
password.

If using an auto-login wallet without a password, specify a null
password (") in the 1dapbind command.

Older type of wallets (such as Release 10g wallets) will continue to
work as they did earlier.

Password-protected wallet

As the name suggests, this type of wallet is protected by a password. Any
addition, modification, or deletion to the wallet content requires a password.

Every time a password-protected wallet is created, an auto-login wallet is
automatically generated. However, this auto-login wallet is different from the
user-created auto-login wallet described in the previous bullet. While the
user-created wallet can even be updated at configuration time without a
password, an automatically generated auto-login wallet is a read-only wallet that
does not allow direct updates. Modifications to the wallet must occur through the
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password protected file (by providing a password), at which time the auto-login
wallet is regenerated.

The purpose of this system-generated auto-login wallet is to provide PKI-based
access to services and applications without requiring a password at runtime, while
still requiring a password at configuration time.

Note: Wallets configured for Oracle Internet Directory must have
auto-login enabled.

8.4.1.2 Self-Signed and Third-Party Wallets

Self-signed wallets contain certificates for which the issuer is the same as the subject.
These wallets are typically created for use within an intranet environme